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Foreword 


IN LIGHT OF the ever-increasing role of technology in the field of community 
corrections, we concluded that a special issue of Federal Probation devoted to 
this topic would be an appropriate way of bringing together some of the many 
issues and changes that have resulted from this evolution. Our goal was to try 
and cover as many of the potential issues as possible, while recognizing that 
we could not cover them all. We hope you find this special edition useful in 
making the transitions necessary to accommodate the rising impact of 
technology on our field. 


It was only 12 years ago that the first 100 computers were purchased for 
probation offices in the federal system. From humble beginnings we have 
come a long way. Today the federal probation and pretrial services system is 
totally networked, has more computers than we have personnel, has begun to 
implement a state-of-the-market case management system and is exploring 
the possibilities of a variety of new technologies, including handheld 
computers, global positioning systems, geographic information systems, 
electronic kiosks, voice recognition and computer telephony. While much 
has been done, there is still so much to do and we look forward to working 
together to continue to use technology to make the criminal justice system 
more effective and efficient. 


This special edition of Federal Probation focuses on technology, but it also 
makes a concerted effort to provide the reader with an officer’s or 
practitioner’s focus. We believe that the reality of these technological changes 
warrants that focus and we have called on several members of our own 
community to provide that direction. 


This is an exciting time, with so many promising technologies emerging that 
it is easy to get swept up in the technology and forget that the primary mission 
of community corrections is to investigate and supervise defendants and 
offenders while providing for the safety of the public. In addition, we need to 
remember that the significant changes we are undergoing make their own 
demands on the staff of the federal system, who need the necessary training 
and support to utilize the tools we give them and minimize the negative 
impacts of change on them. 


Timothy P. Cadigan 
Executive Editor, Federal Probation 
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Many law enforcement agencies, including probation and pretrial services offices, are using interactive video training, or a Firearms 
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FORECASTING TECHNOLOGY, 
in particular forecasting information technol- 
ogy, can be problematic. The difficulty is that 
the ebb and flow of information technology is 
regularly interrupted by episodes of paradigm 
disruption. The introduction of personal com- 
puters, the World Wide Web, and cellular 
communications are episodes that lifted tech- 
nology from one track and dropped it clum- 
sily on another. This paper treads on safer 
ground .. . it focuses on more predictable as- 
pects of technology . . . it avoids forecasting 
the ‘whiz-bang’ and makes a wide path around 
consumer electronics. This paper reviews ma- 
jor trends that represent opportunities for the 
judiciary—opportunities to invest in and ex- 
ploit technology to improve business processes. 
A complement to the Long Range Plan for In- 
formation Technology in the Federal Judiciary, 
it addresses the future. As a result, some tech- 
nologies discussed are not quite ready for 
implementation but will likely play a lead role 
on the three- to five-year planning horizon. 
This paper organizes technology trends 
into five categories: networking, security, the 

“people factor,” information management, 

and standards. All five categories share some 

clear similarities: 

* The undeniable influence of the Internet. 
The Internet—perhaps the most significant 
force in the future of information technol- 
ogy—has dramatic effects on product de- 
velopment and on the ways in which people 
perceive information systems. Indeed, the 
sudden, explosive, growth of the Internet 
has moved the discussion from “if we use 
it” to “how we use it.” The Internet is firmly 


entrenched in the present: it is here, it is 
now, it is ubiquitous. 


+ A change in attitudes about technology, 


both in the private sector and in the gov- 
ernment. Technology consumers used to 
be concerned only with requirements: 
“How can we meet our current needs with 
technology?” It is now common knowl- 
edge that technology developments may 
offer previously unforeseen opportunities, 
and concerns have changed to “How can 
we exploit technological developments to 
improve our business processes?” 


+ Information technology (IT) as a neces- 
sary infrastructure for doing business. No 
longer just a curiosity or a typewriter sur- 
rogate, computers have infiltrated all busi- 
ness processes, and the quality of these 
processes depends upon reliable, well- 
planned computer systems. 


The judiciary has generally adopted a “state- 
of-the-market” strategy to guide IT investment 
decisions. This is a safe strategy that avoids the 
risks encountered by more aggressive “early- 
adopters” (those who invest in technology as 
soon as it becomes available—before its value 
is proven and limitations are shown). There 
are several notable exceptions to this rule where 
the judiciary has opted to be an early-adopter 
in order to take advantage of the extraordinary 
benefits obtainable by some new (and admit- 
tedly risky) technology. The judiciary has miti- 
gated the risk by prototyping the technology 
before committing to it. Either strategy buys 
some breathing room for the technology fore- 
caster. Whether current or future, the IT mar- 


This report is part of the 2001 update to the Long Range Plan approved by the Judicial Conference of the United States. 


Administrative Office of the U.S. Courts 


Office of Information Technology 


ket can be fickle. Even investment decisions 
based on the state of the market are best made 
with an eye toward the future in an attempt to 
project whether the current state is a stable 
state. And that is the principal charter for this 
technology forecast. 

The remainder of this paper presents ma- 
jor trends, impacts on the federal judiciary, 
and possible courses of action for each major 
trend along with links to the following 2000 
IRM strategic initiatives: 


* Implement electronic libraries to enhance 
desktop access to a variety of electronic 
research tools and databases. 


* Modernize case management through the 
use of state-of-ithe-market technology and 
refined business processes, such as elec- 
tronic case files systems. 


* Use video telecommunications technolo- 
gies to facilitate more efficient training, 
conferencing, administration, and judicial 
proceedings. 


* Employ technologies to improve the quality 
and efficiency of courtroom proceedings. 


* Use the Internet and judiciary intranet on 
the judiciary’s DCN to make publications, 
information, and services more accessible 
within the judiciary and to the public. 


+ Implement the strengthened post-auto- 
mation review program. 


Networking 


Network computing architecture and the 
Next Generation Internet represent two 
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strong trends that place the data network as 
the fundamental building block for imple- 
menting new information technology. 

More than a decade ago, Scott McNealy 
(CEO of Sun Microsystems) said, “The net- 
work is the computer.” Although it took a 
long time to happen, it was a prescient fore- 
cast. Perhaps the ultimate embodiment of this 
thinking is the current trend toward “network 
computing architectures.” There are two 
main underlying concepts: 1) the thin-client, 
a stripped-down, desktop personal computer 
which depends on the network for comput- 
ing and storage resources, and 2) the network 
appliance, a special purpose computer that 
does one thing well. 

The thin-client trend addresses a significant 
problem in information systems: the cost of 
owning and maintaining PCs. For the con- 
sumer, purchasing a PC can cause even more 
dissatisfaction than buying a car—within a year 
of purchase, a PC is obsolete. New software 
products require more processing speed, more 
memory, and more disk space. It becomes in- 
creasingly difficult to run new software releases 
and take advantage of improved technology 
with a one-year-old museum piece. 

This cost/obsolescence problem is ampli- 
fied when the PC is part of a business environ- 
ment. The new hardware purchase price is 
dwarfed by the cost of maintenance and op- 
eration. These costs have been termed “total 
cost of ownership,” or “TCO.” TCO includes 
the salaries of the systems administrators and 
technicians who must visit each PC, perform 
routine and emergency maintenance on hard- 
ware and software, keep track of how users 
have customized their PCs to personal prefer- 
ences, and make sure the PC can continue to 
run applications such as case management. 

The biggest benefit of a thin-client archi- 
tecture is that it reduces reliance on the desk- 
top computer by moving software and data 
onto the network. The support costs for a 
thin-client are reduced because the software 
for all thin-client PCs are installed on the net- 
work in one place, once, for all PCs. A thin- 
client PC will also have a longer usable life 
because it relies on the network for the com- 
puting and storage resources required to run 
the latest programs. The downside of a thin- 
client strategy is the increased reliance on the 
network for performing basic functions such 
as word processing and spreadsheet activity— 
if the network is down, the user is down. 

One extreme version of the thin client is 
the network computer (or NC). Network 
computers are PCs with no local disk stor- 


age, but with a fast connection to the network. 
All programs and data are downloaded from 
the network as they are needed. Early enthu- 
siasm for network computers has waned 
greatly, but the TCO savings potential of the 
network computing architecture means that 
many organizations will be looking for ways 
to exploit some variation of thin-client tech- 
nology in their information systems. Perhaps 
hand-held computers (e.g. the Palm Pilot), 
which by their very essence are thin, will re- 
place the NC. 

Filling the enthusiasm gap are network ap- 
pliances. Network appliances run the gamut 
from toasters and door-knobs! to massive su- 
per-computers. The common theme is a stand- 
alone device that can be attached to a network. 
In practice, most interest is focused on devices 
that deliver service-level applications (like a 
database or web servers). Since thin-clients 
only see services on the network and never the 
operating systems on the computer that pro- 
vide the service, the application can run on raw 
iron, a computer with no operating system, or 
on a computer with a special-purpose operat- 
ing system. An application running on raw iron 
is expected to be faster and less expensive than 
an application running on a general purpose 
computer. Time will tell. 

Greater reliance on networks will require that 
investments be made in building reliability and 
bandwidth. The Next Generation Internet 
(NGI) and Internet2 (12) projects—part of a 
federally, academically, and industrially sup- 
ported research and development program— 
illustrates the widespread recognition of the 
importance of investing in networks. 

NGI’s objectives include making a quan- 
tum leap in the capacity delivered to Internet 
users. NGI plans to bring 100 times the typi- 
cal Internet data transfer speeds to 100 pilot 
sites, and they plan to bring 1,000 times the 
speed to 10 pilot sites. The NGI vision is to 
“provide a powerful and versatile environ- 
ment for business, education, culture, and 
entertainment. Sight, sound, and even touch 
will be integrated through powerful comput- 
ers, displays, and networks.” 

NGI, as it grows, will reformulate the public’s 
concept of what can be accomplished over a net- 
work. For example, a network environment such 
as NGI would accommodate widespread deploy- 
ment of videoconferencing with capacity to spare. 

The judiciary will be affected by pressures 
to reduce total cost of ownership and increase 
the data communications speeds offered by 
the Data Communications Network (DCN) 
and other networking services. 


The judiciary can reap some TCO benefits 
from the trend toward network computing web 
work browsers, such as Netscape Navigator and 
Microsoft Internet Explorer, as the user interface. 
This strategy keeps the PC (or the client) thin. It 
reduces the amount of software needed locally 
on the PC and establishes a common, familiar 


interface to applications—a sensible near-term 
step for the judiciary to take while keeping an eye 
on the progress of network computing over the 
next few years. A gradual “thinning” of the client 
can reduce the PC management burden and cost 
and still use existing equipment and software. 

Regardless of the success of network com- 
puting, projects such as NGI indicate that there 
will be growing pressure to improve the reli- 
ability and increase the data transfer capacity 
of networks. One of the judiciary’s IT strategic 
initiatives explicitly identifies increased use of 
Internet, intranet, and DCN services to make 
information more accessible. The visionaries 
behind NGI realize that improving network- 
ing infrastructure is an ambitious undertak- 
ing that should be started small and then 
grown. This approach also makes sense for the 
judiciary’s network infrastructure. 


Security 


The need to protect credit card purchases on 
the Web has advanced two important informa- 
tion security technologies: identification and au- 
thentication (I&A), and _ encryption. 
Information security did not carry widespread 
audience appeal until people started buying 
merchandise on the Web. A simple credit card 
purchase over the Web invokes sophisticated 
identification and authentication (I&A) and en- 
cryption technologies and algorithms. Web con- 
sumers have come to trust this technology to 
protect their credit card numbers as they are 
being broadcast over the Internet. [&A includes 
a wide array of techniques used to prove to two 
parties that each is who they claim to be—in 
the case of electronic commerce, that the con- 
sumer is the actual credit card owner and that 
the Web site is run by a legitimate merchant. 
More generally, I&A is the fundamental 
first step in maintaining the security of any 
general-purpose information system. The in- 
formation system must confirm that its users 
are who they say they are and grant access 
privileges accordingly. Advances in both I&A 
and cryptography have introduced many new 
security tools to make it easier on the user 
while also protecting information resources: 


* Single log-on. Password protection is the 
most common way to implement security. 
Typically, users are asked to remember 
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multiple passwords and are encouraged to 
change them frequently. This results in 
users selecting simple, easily guessed pass- 
words, and diminishes the strength of 
password protection. Single log-on tech- 
nology allows users to enter a password 
once and gain access to all systems for 
which they have privileges. 


* Biometrics. Biometric [&A relies on a 
unique physical characteristic of the infor- 
mation system user: a fingerprint, a reti- 
nal image, a voice. Devices that can reliably 
read fingerprints are affordable and vir- 
tually eliminate the need to memorize and 
manage passwords. 


* Smart cards and one-time passwords. A 
smart card looks like a credit card but has 
an embedded computer chip. Smart cards 
have many uses, but one of the most in- 
teresting security-related uses is to gener- 
ate one-time passwords. A one-time 
password is time-sensitive and can be used 
only once. Even if it is “sniffed” (i.e., in- 
tercepted by an electronic eavesdropper), 
it cannot be reused. 


+ Publickey cryptography. Traditional cryp- 
tography uses a single, secret key to encrypt 
(scramble) information to protect privacy 
and to decrypt (unscramble) the protected 
information. Communicating parties must 
somehow share knowledge of the secret key. 
Public key cryptography uses key pairs: a 
private key, known only to the individual 
user, and a public key, published for all to 
know. Messages encrypted with the private 
key can only be decrypted with the public 
key, and vice versa. 


This concept is very useful. If Bob has a 
message that he wants only Alice to read, he 
can encrypt it with Alice’s public key. If Alice 
wants to digitally sign a message so that Bob 
can confirm that it came from her and her 
alone, she can encrypt it with her private key— 
only her public key will make sense out of it. 

The judiciary’s 2000 IRM strategic initia- 
tives will result in increased information ac- 
cessibility, increased exposure, and increased 
risk of a security breach. To be effective in miti- 
gating this risk, security must be applied con- 
sistently, and security tools must be easy to use. 

The technology is available to ensure the 
protection and integrity of sensitive court 
documents and information. Information 
security is an area in which the application 
and management of the technology is the pri- 


mary challenge. The judiciary is moving for- 


ward on some of the following information 
security fronts and may wish to explore some 
of the most recent technologies: 


* Implement a consistent security architec- 
ture and policy. The information security 
chain is as strong as its weakest link. A 
consistent architecture and set of policies 
for protecting information will provide the 
most important security tool: uniform 
implementation of technology and proce- 
dures to safeguard sensitive information. 
The judiciary has begun this effort. 


+ Implement a Public Key Infrastructure. 
Public key cryptography offers essential 
tools to protect information and ensure in- 
tegrity; they are used for both authentica- 
tion and encryption. The organizational 
structure required to manage public keys 
is called a Public Key Infrastructure, or 
PKI. The PKI will have to address policy 
issues such as the escrow of public keys 
used for encryption. 


* Explore I&A tools that make it easy for the 
user to follow security guidelines. Many 
of the new security tools, particularly bio- 
metrics and smart cards, are aimed at im- 
proving protection while reducing the 
user’s burden. The judiciary is currently 
evaluating several of these tools. 


The People Factor 


The people factor is more significant than 
most technologists allow and may be the lim- 
iting factor in determining how completely 
and how quickly new technology can be ef- 
fectively deployed. The growing role of infor- 


mation technology in nearly every business 
sector will increase the need for trained, 
skilled staff at all levels. Figure 1 projects a 
near doubling of the demand for skills in the 
key IT disciplines, and there are indications 
that supply will not keep pace with demand. 
For example, the years 1985 through 1997 saw 
a 16 percent drop in the number of students 
graduating with bachelor of engineering de- 
grees. From 1985 to 1996, there was a 29 per- 
cent drop in math and computer science 
graduates and a 42 percent drop in informa- 
tion system bachelor degree recipients.’ (See 
Figure 1) 

The next decade will see a high demand 
for IT skills. While sources of information 
systems development and operations skills are 
decreasing, the needs and expectations of the 
information worker are increasing. The 
judiciary’s IRM strategic initiatives to mod- 
ernize case management, employ technolo- 
gies to improve the quality of courtroom 
proceedings, and increase information acces- 
sibility will require skilled IT system devel- 
opment and operations staff, and it appears 
likely that these skills will be in short supply 
through the next decade. The judiciary will 
be called upon to focus increasingly on inter- 
nal training to improve staff skills in IT disci- 
plines and tools. In addition, it will become 
increasingly necessary to take advantage of the 
economies of scale in stretching available ex- 
pertise over a wider range of courts with simi- 
lar needs. 

As the information audience grows, more 
accommodations must be made for the dis- 
abled and the aged. As the designers and 
implementers of judiciary information sys- 


FIGURE 1: 
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tems begin providing greater accessibility to 
a wider audience through electronic media, 
they will need to consider the broad spectrum 
of that audience’s needs. Americans with dis- 
abilities may have sight or motor skill impair- 
ments that prevent them from accessing 
information presented through Web pages or 
other electronic means. Aging Americans may 
also have limitations. 

Emerging presentation and programming 
technologies and products address the need 
that visually impaired, hearing impaired, and 
motor-skill impaired Americans have to ac- 
cess public information maintained by a court 
computer system. Current interactive voice 
response (IVR) systems such as the Appellate 
Voice Information System (AVIS) and the 
Bankruptcy Voice Case Information System 
(VCIS) are examples of positive steps being 
taken in this direction. 


Information Management 


The growing volume of information from the 
Internet, intranets, and online libraries is 
overwhelming. The issues surrounding the 
management of information—extending be- 
yond the technology itself—are critical to us- 
ing the power of information accessibility to 
improve court processes. 

Access to information is no longer the chal- 
lenge; the new challenge is to find information 
and use it effectively. On the Internet, for ex- 
ample, an entire industry has grown around 
“portal” Web sites (e.g., Yahoo! and America 
Online) that provide search engines to find and 
place a temporary, rudimentary organizational 
structure around information. Recognizing 
that information known only to one person is 
of limited use, software products, loosely la- 
beled GroupWare, provide tools to refine the 
organization of information and share it. 

The judiciary currently employs three 
GroupWare tools: electronic mail, video- 
conferencing, and the Intranet. Other more 
sophisticated tools implement document 
management, workflow management to au- 
tomate business process flows, and collabo- 
rative tools to allow judges, attorneys, clerks, 
probation and pre-trial officers, and staff to 
interact and share information electronically. 

Workflow management products are fairly 
mature and provide a good example of 
GroupWare beyond the basic office tools. 
Workflow tools automate the movement of 
information through one or more business 
processes during which documents, informa- 
tion, or tasks are passed from one participant 
to another for action, according to a set of 


defined procedural rules. The step-by-step 
processing of a court case according to the 
Federal Rules of Procedure and local district 
rules is an example of a workflow. 
Automated workflow systems were initially 
designed to increase productivity in processing 
high-volume, repetitive transactions. In addi- 


tion to accelerating processing times, workflow 
can also improve collaboration, increase adher- 
ence to procedures, and reduce the routing of 
paper documents. Workflow tools in a court 
environment could help to reduce administra- 
tive tasks such as monitoring calendars, ensur- 
ing that responses are received at the proper 
time, that hearings are promptly held, that or- 
ders are issued on time and, in general, that the 
work of the court efficiently moves in the proper 
sequence. The court’s administrative staff and 
the judges can then spend more time on the 
delivery of justice and less time recording and 
monitoring the process of justice. 

There is an overwhelming need to use 
GroupWare and knowledge-based technol- 
ogy to better manage information. The 
judiciary’s experience with the J-Net Intranet 
site has revealed the importance of policy-re- 
lated issues in information management: 


* Data Ownership and Information Mainte- 
nance. Electronic publishing gives life to 
information and documents. Those that 
access the information electronically ex- 
pect it to be up-to-date and accurate. This 
raises a host of policy questions and chal- 
lenges such as who “owns” the informa- 
tion? Who can authorize updates? What 
is the responsibility of the owner for main- 
taining currency? 


* Electronic Records Management. A recent 
decision of the Court of Appeals for the 
D.C. Circuit identified electronic records 
that were subject to the provisions of the 
Federal Records Act. The decision resulted 
in the issuance of an IRM bulletin stating 
that “The Court found that the paper copy 
of an electronic message might not include 
all of the information that the electronic 
record contained and thus was not a du- 
plicate record.” This means that a subset 
of electronic records must now be handled 
and managed as formal federal docu- 
ments. Policies and procedures must be 
established that apply to many electronic 
records including some e-mail previously 
considered to be transient and disposable. 


* Privacy. Although there is already the need 
to set policy on what information is avail- 


able to the public, publishing electronically 
adds complexity. By increasing the ease of 
access and the scope of exposure, elec- 
tronic publishing represents an increased 
level of public availability and potential 
violation of personal privacy. In cases 
where information access is only provided 
to a subset of authorized individuals, reli- 
able technology must be in place to en- 
force access policy. Technologists must 
become aware of privacy needs, and policy 
makers must become aware of the capa- 
bilities and limitation of information se- 
curity technology. The judiciary must also 
be aware that commercial resellers of ju- 
diciary information may not have the same 
privacy concerns that the judiciary has. 


Although answers to these questions are 
not all technological, technology can help in 
implementing information management 
policy as it is developed. For example, 
GroupWare products are beginning to in- 
clude Intranet and Web site management 
tools to implement ownership and mainte- 
nance policies. 

The public has begun to trust the Internet 
for conducting commerce and now sees its 
convenience and efficiency. Many court 
transactions can take advantage of electronic 
commerce (EC) technologies. 

It is estimated that more than 12 million 
consumers purchased merchandise over the 
Internet in 1997. By 2002, the number of con- 
sumers is expected to increase by a factor of 
five and their individual spending to increase 
by 400 percent.’ If there ever was a phobia 
about conducting commerce electronically, it 
seems to be passing. 

For the same reasons that consumers have 
been drawn to Internet shopping—conve- 
nience, efficiency, and value—the judiciary 
may wish to consider EC for conducting a 
wide variety of transactions including filing 
fees, fines, restitution payments, court costs, 
and reimbursement for public defender ser- 
vices. Not all EC transactions are necessarily 
financial transactions. Electronic filing of 
court documents is an important technology 
that also falls into this category. The CM/ECF 
project already offers electronic filing as part 
of its first release, and is exploring fee collec- 
tion over the Internet for a future release. As 
the judiciary has learned with electronic docu- 
ment filing, security and reliability are fun- 
damental issues to the success of EC. The 
maturity of technologies to ensure that, for 
example, credit card numbers remain pro- 
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tected in a consumer purchase, can be applied 
to protect court transactions as well. 


Standards 


The Internet has fortified standards and cre- 
ated real tools for exchanging electronic in- 
formation between business partners. 
Insistence on standards will add longevity to 
technology, improve interoperability, and in- 
crease flexibility in product selection. 

When it comes to standards, the Internet 
is the benchmark. The Internet has become a 
final testing ground for most information sys- 
tem standards. It has created real working 
standards out of many previous paper-only 
standards. 

Perhaps the biggest success story is the 
Transmission Control Protocol/Internet Pro- 
tocol (TCP/IP) standard—the workhorse 
protocol that provides basic connectivity for 
the 50 million or so computers that 
interoperate on the Internet. The protocol was 
originally adopted in 1982, and it is estimated 
that a new version will not be needed until 
2015. Other standards have evolved into valu- 
able interoperability tools: Simple Mail Trans- 
fer Protocol (SMTP) allows universal e-mail 
connectivity, and the worldwide web proto- 
cols (HTTP and HTML) allow users to ac- 
cess all kinds of data from all kinds of 
computers from anywhere in the world. 

There are lessons to be learned from the 
success of these standards: 


* Permanence. Standards compliance re- 
duces product dependence and product 
obsolescence. For example, documents 
that must be available for many years in 
the future should not be stored in propri- 
etary formats. 


Interoperability. Strategic initiatives to au- 
tomate case management and court pro- 


ceedings require that a large group of 
“trading partners”—both internal and 
external to the judiciary—exchange infor- 
mation. For this exchange to happen, the 
form and structure of that information 
must be standardized. 


Increased competition and vendor indepen- 
dence. Adherence to standards reduces re- 
liance on a single vendor for important 
technological tools and provides the added 
financial benefit of increased competition 
among suppliers. 


Business benefits. The benefits of IT indus- 
try standards may be extended into busi- 
ness-specific areas of the judiciary. E-mail 
naming conventions are a simple example 
of how internal standards could improve 
interoperability within the judiciary. 


Unfortunately, there are some drawbacks 
to information systems standards. Although 
there are many mature, well-subscribed stan- 
dards, compliance with standards is not al- 
ways viewed by product vendors as being in 
their best interest. Many vendors—in some 
cases, influential vendors—work very hard to 
differentiate themselves by adding nonstand- 
ard bells and whistles to their products. In 
general, a practical information system strat- 
egy favors standards wherever possible, but 
recognizes that in some cases a product-based 
standard may be necessary. 


Parting Words 


This is the second year that the Long Range 
Plan for Information Technology in the Fed- 
eral Judiciary has included a technology fore- 
cast—a clear, and now consistent, signal that 
the federal judiciary recognizes the impor- 
tance of technology trends and direction in 
their plans for future information systems. 


Although network computers have been de- 
preciated and network appliances have been 
added, there have been relatively few changes. 
One year is not much of an interval when the 
future is concerned. This paper opened with 
a charter to identify technology developments 
that can improve judiciary business processes 
and maintain an eye toward potential future 
states of the market. Technology offers more 
opportunities than we probably care to have. 
Even the capabilities of current technology 
stretch our ability to manage information and 
processes. 

In addition, any investment decision, tech- 
nological or otherwise, must be tempered by 
available funding. The future challenge will 
be to make sure policy and management prac- 
tices mature to keep pace with rapid techno- 
logical advances and to deploy IT products 
that produce real benefits. For many of the 
trends described in this forecast, the true chal- 
lenge is the management of technology. 
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ENACTED IN 1986 and amended sev- 
eral times since then, 18 USC 1030, the Com- 
puter Fraud and Abuse Act, is the primary 
criminal statute used for prosecuting fraud 
and related activity in connection with com- 
puters. This statute covers those who know- 
ingly and/or intentionally access a 
computer(s) and obtain information they 
were not authorized to have access to. 

As the world of computers and cyberspace 
becomes more and more ingrained into our 
daily lives, so will cybercrime. Increased pros- 
ecution of cybercrime will mean, for United 
States probation officers, preparing for the 
special demands of efficiently investigating 
and supervising these offenders and provid- 
ing the court with understandable and accu- 
rate information about them. 

First, who is the cybercriminal? He or she 
is not simply the lone juvenile hacker using a 
Christmas present from Mom and Dad. 
Cybercriminals come in all forms, from the 
street drug dealer to the identity theft mas- 
termind. Many people place in this group the 
sexual predator who makes use of a computer 
for child pornography and solicitation. In my 
opinion, these offenders belong in a different 
category from those we are discussing in this 
article. Sexual predators’ computer use is sec- 
ondary; their problem is deeper rooted. Take 
away sex offenders’ computers and they will, 
if they have not already, find other ways of 
luring children, distributing and receiving 
child pornography, etc. The focus of the su- 
pervision of the sex offender should be the 
offender’s mental state and ability to carry out 
desires. (Sex offender and cybercrime special- 
ists will, however, have much in common and 
are likely to work in tandem at times as 


cyberspace increasingly becomes the means 
of choice by sex offenders.) 

The cybercriminal can be defined as some- 
one whose knowledge and use of computers 
and/or the Internet has enabled him or her 
to commit the crime of choice. This defini- 
tion covers everyone from the first-time of- 
fender whose spontaneous hack into a former 
employer’s database is based on revenge to 
hacker/crackers such as Kevin Mitnick, who 
have a long list of computer-related offenses 
and whose instant offense is the culmination 
of criminal activity covering a period of 
months or even years, spanning intrusion into 
classified military information to obtaining 
free telephone service. 


The Pre-Sentence Interview 
and Report 


The first duty of the United States Probation 
Department is the preparation of the Pre-Sen- 
tence Report, which contains a sentencing 
recommendation to the court. For the 
cybercriminal, the PSR must contain a clear 
and precise offense conduct section explain- 
ing the motive and means of the offense. The 
court and, eventually, the supervision officer 
determine the offender’s computer knowl- 
edge and motive for participation in the of- 
fense. The motive may be purely financial 
(intrusion into an e-commerce web site to 
steal customer information, for example), 
anger (denial of service attack on a former 
employer), or extortion (intrusion into an e- 
commerce web site to steal information to use 
to extort the company instead of further 
criminal use). The report should also accu- 
rately describe the computer equipment 
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owned by the offender. Most important, the 
report carries a sentencing recommendation 
to the court. This recommendation must in- 
clude specific special conditions covering the 
offender’s computer and Internet usage. How 
restrictive these special conditions should be 
is based on the severity of the instant offense 
and the offender’s criminal history. For ex- 
ample, a first-time offender who has commit- 
ted an isolated denial of service attack against 
a former employer may not warrant a full 
prohibition from computers and/or the 
Internet but rather a condition prohibiting 
any contact, including computer contact, with 
the former employer, as well as employer 
notification if the offender plans to obtain 
employment within the computer industry. 
The Eastern District of New York Proba- 
tion Department has recently issued a Bench 
Guide to the Judges of the district which in- 
cludes the classification and wording of spe- 
cial conditions. The following are a few of the 
special conditions listed under the section 
titled “Cybercrime (Computer/Internet)”: 


* The defendant is not permitted to access a 
computer or a connected device (except a 
land line telephone) at any time. 


* The defendant is not permitted to access 
the Intranet/Internet or bulletin board sys- 
tems at any time. 


* The defendant is not permitted to engage 
in the use of encryption. 


Other special conditions should also be 
considered in these cases; for example, resti- 
tution for any damages caused by the offender, 
mental health treatment for anger manage- 
ment, search and seizure condition, etc. 
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Supervision Methods 


Effective supervision of the cybercriminal need 
not be limited by the level of computer knowl- 
edge and skill of the officer. In fact, only a small 
percentage of the supervision of the 
cybercriminal will involve advanced computer 
knowledge. The majority of the supervision will 
combine traditional and non-traditional super- 
vision methods with a level of computer knowl- 
edge consistent with regular use of a computer 
and the Internet. Considering the influx of com- 
puters into our professional and personal lives, 
this is not a steep hill to climb. 

Officers supervising cybercriminals, and es- 
pecially those who need to enforce cyber-spe- 
cific special conditions, should become familiar 
with various methods that can assure full com- 
pliance and detection of non-compliance. 


The Initial Interview 


Using the pre-sentence report as a background, 
the cybercriminal should be interviewed with 
the same goal as with any other offender—that 
is, to obtain as much relevant information as 
possible. For cyber-specific information, the 
officer should attempt to gather two groups of 
information, addressing ability and means. 
Under the category of ability, how complex was 
the instant offense? What formal computer edu- 
cation/training has the offender had? How long 
has the offender been employed in the computer 
industry? As for means, what computer equip- 
ment does the offender own or have access to? 
Who are the offender’s Internet Service Provid- 
ers (ISPs)? What are the offender’s email ad- 
dresses/screen names? As previously stated, the 
pre-sentence report should contain a full listing 
of the offender’s educational and employment 
history, as well as asset information. 

In the Eastern District of New York, we 
have compiled a Computer/Internet Data 
Sheet for the offender to complete and return 
to the supervising officer. This Data Sheet 
contains questions about hardware, software, 
and Internet accessibility and use. 


The Home Contact 


As with any offender, the home contact is the 
most valuable supervision method, because 
it offers the officer an insight into the daily 
life of the offender. With the cybercriminal, 
the focus will mainly be on the computer 
workstation. Any evidence of non-compli- 
ance will most likely be found in this area. 
The officer should be familiar with the hard- 
ware the offender has reported he owns or has 
access to (Computer/Internet Data Sheet). Any 
hardware not listed or recently obtained 


should be recognized by the officer. The of- 
ficer should be aware of any print-outs or 
notes in plain view around the work station. 
If the computer is on, the officer can note the 
software that may be running and other pro- 
grams on the system by simply looking at the 
screen. During the home contact, the officer 
should also notice other connected devices, 
such as laptop computers, personal data as- 
sistants (PDAs, i.e. Palm Pilot), cellular 
phones, and pagers. The officer must be sen- 
sitive if the offender is living with other mem- 
bers of his/her family, since they may use the 
computer or other devices. 


The Employment Contact 


During the employment contact, officers 
should observe the offender’s work area. Does 
the offender have access to a computer? Does 
the computer have Internet access? Is the 
computer networked with other computers? 
If possible, speak with the offender’s supervi- 
sor to determine what kind of access the 
offender’s daily duties make possible. The 
Internet? Other computers? Other databases? 


Surveillance 


An officer may deem it necessary to verify the 
daily activities of the offender to assure com- 
pliance with special conditions, such as pro- 
hibition from accessing the Internet. 
Surveillance of an offender’s visits to locations 
such as the library, a “Net Café,” etc., may 
indicate the offender is accessing the Internet 
at locations other than the residence. 


Credit Reports and Card Statements, 
Telephone Records, Mail Covers 


An officer should periodically obtain credit 
reports for the offender and request state- 
ments for any active credit cards from the 
offender. These statements may show charges 
that would provide insight into the offender’s 
Internet usage, such as an ISP monthly charge, 
e-commerce purchase, or the like. Telephone 
records obtained from the offender may re- 
flect calls to ISPs or other databases the of- 
fender is accessing with a dial-up modem. 
Mail covers, which can be requested from the 
U.S. Postal Inspection Service, can reveal in- 
coming mail from ISPs, online trading ac- 
counts (i.e., E-Trade), or credit card 
companies. Mail covers are particularly use- 
ful if the offender is receiving mail using an 
alias. If warranted, credit card statements and 
telephone records can be obtained by a court 
order instead of by requesting the informa- 
tion from the offender. 


A recent violation filed in the Eastern Dis- 
trict of New York involved an offender ob- 
taining names and social security numbers 
through stolen mail and using this informa- 
tion to establish fraudulent instant credit ac- 
counts online and purchase goods. The 
offender used his home address, on which a 
mail cover had been initiated by the officer, 
and incoming mail showed the names fraudu- 
lently used by the offender. This conduct re- 
sulted in violation proceedings as well as a 
new indictment within the district. 


Random Hard-Drive Search 


If the officer deems it appropriate and neces- 
sary, he or she may conduct random hard drive 
searches of an offender’s computer. Ifno search 
special condition is in place, the officer must first 
gain the offender’s consent to a search. The 
search can be as simple as a_ peripheral search 
during an unannounced home contact or as 
complex as physically taking the equipment 
from the offender and bringing it to a computer 
forensic lab for analysis. Of course, the removal 
of equipment from an offender’s home or place 
of business should only take place in an extreme 
circumstance, where the officer must be pre- 
pared to deal with a variety of issues such as 
chain of custody, privacy laws (if the computer 
is accessed by other members of the family), etc. 
But basic peripheral searches that do not involve 
the removal of equipment, unless evidence of 
violation or new criminal conduct is uncovered, 
should be a practice of officers supervising 
cybercriminals. The following supplies should 
be on hand if such a search is planned: camera, 
floppy disks, labels, and note-taking materials. 
Before conducting a search, the officer should 
photograph the work station. The search can 
be done in two ways. First, the officer can enter 
the hard drive manually, searching folders such 
as Temporary Internet Files for evidence of 
Internet use and Notepad or Word documents 
for evidence of fraud (social security & credit 
card numbers, etc.). Obviously, this method 
takes a certain level of computer skill first to 
access the data and then to preserve it for evi- 
dence, if necessary. 

If the officer’s skill is limited or he/she does 
not feel comfortable manually searching the 
hard driver, software is available that will 
search for certain types of documents. In the 
Eastern District of New York, the Probation 
Department has previously used One Tough 
Computer Cop, a program originally designed 
for parents to monitor their children’s com- 
puter use. The program is extremely simple 
to use and requires little computer knowledge. 
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Essentially, the program searches the hard 
drive for graphic documents (.bmp, .jpg) and 
text documents containing key words relat- 
ing to drugs, violence, gambling, etc. The user 
can view selected documents easily and 
quickly. Recently, the company that designed 
One Tough Computer Cop introduced simi- 
lar software specifically designed for proba- 
tion and parole officers. EDNY has purchased 
Computer Cop Forensi, which operates on the 
same premise as One Tough Computer Cop 
but at a much more advanced level. The of- 
ficer can install the software onto a laptop and 
via a parallel port cable can view and seize 
evidence from an offender hard drive while 
maintaining evidence integrity. This enables 
searches to take place in the field or in the 
office if a system is seized. Also used in EDNY 
are Internet History Viewer & File Rescue. To 
find the software that fits your district’s par- 
ticular needs, simply search the web. 

During the search, the officer should make 
notes of any pertinent information, such as 
software on the hard drive, file information, 
etc. Once the search is completed, the officer 
should again photograph the work station. 

If the officer deems it necessary to seize the 
hard drive, labels should be used to identify all 
hardware and connection ports. An excellent 
guide to the seizure of electronic equipment, 
entitled “Best Practices for Seizing Electronic 
Evidence,” is available through a joint project 
of the International Association of Chiefs of 
Police and the U.S. Secret Service. 

Officers should become familiar with legal 
issues surrounding the search and seizure of com- 
puters and electronic evidence. The Electronic 
Communications Privacy Act and Privacy Pro- 
tection Act are two main pieces of legislation that 
officers should review. As United States proba- 
tion officers, we have more leeway than other law 
enforcement agencies, but this should not be used 
as an excuse to be un- or ill-informed on legal 
issues surrounding any actions you may be plan- 
ning to take. The Department of Justice web site 
on cybercrime (www. cybercrime.gov) contains 
a wealth of information on cybercrime, includ- 
ing legal statutes and case law. 


Monitoring/Recording Software 


In current use in sex offender cases are 
monitoring/recording software programs such 
as SpectorSoft. This program is installed onto an 
offender’s computer to maintain a photographic 
record of the computer activity. The officer can 
randomly access the program and retrieve the 
data to determine ifa violation has occurred or if 
the program has been tampered with. 


Information Databases 


The Probation Department currently has ac- 
cess to many information databases, such as 
Choicepoint, Lexis-Nexis, Westlaw, and SEN- 
TRY. All of these databases are extremely use- 
ful for obtaining information on offenders. 
When searching for information about a 
cybercriminal, officers should be aware of any 
hacker aliases the offender may have used. 
Many hackers find the need to brag about their 
exploits and conquests on message boards, and 
a random search may uncover such a message. 
Ifan offender obtains employment with a com- 
pany that maintains a web site or claims own- 
ership of a web site, or if the officer uncovers a 
domain name linked to the offender, the of- 
ficer may search the WWWHOIS database. 
This database maintains owner information, 
including addresses and telephone numbers, 
for most domain names. 

Recently, in the Eastern District of New 
York, an offender claiming to work for an 
employment agency provided the officer with 
the company’s web site address. The offender, 
who owes a considerable amount of restitu- 
tion, claimed to be the office manager, with 
no ownership interest or ties to the business. 
A search of the WWWHOIS database via 
www.network-tools.com revealed that the 
domain name was owned by the offender’s 
husband and a listed billing address was a 
former residence of the offender. 


Mental Health Evaluation & Treatment 


Some cybercriminals are not out for profit but 
commit the instant offense out of anger, ob- 
session, etc. These offenders should be referred 
for a psychiatric evaluation to ascertain the 
necessity for treatment. A spontaneous denial 
of service attack on a former employer may 
indicate a deeper anger management issue, 
while some offenders may have lost touch so 
completely with reality that they feel the only 
reality lies within cyberspace. These and other 
issues may require mental health treatment to 
prevent a “relapse” into further offense con- 
duct as well as to prepare the offender for a 
functioning life outside of cyberspace. 

The extent to which each of the above 
methods is used should be decided on a case- 
by-case basis, considering many factors, es- 
pecially the restriction level of court-ordered 
special conditions. 


Networking 


Federal, state, and local law enforcement 
agencies have been identifying and addressing 
the threat of computer-related crime by form- 


ing cybercrime investigative units within their 
agencies. Some agencies have also put together 
their own computer forensic labs to perform 
in-house analysis of suspect computer systems. 
Making contact with these units is essential to 
the successful supervision of cybercriminals. 
The High Technology Crime Consortium and 
New York Electronic Crimes Task Force have 
put together listservs with Yahoo Groups for 
law enforcement and private industry profes- 
sionals involved in the investigation of 
cybercrime and other technology-related is- 
sues. The list of members grows daily and any- 
one needing assistance in this field is greeted 
with a wealth of information from members. 

Law Enforcement Task Forces are also an 
excellent way to make contact with other law 
enforcement professionals and gain assistance 
in an investigation. The New York Electronic 
Crimes Task Force coordinated by the U.S. 
Secret Service combines law enforcement and 
private industry to help combat cybercrime 
and other electronic crime. 

Conferences such as Cybercrime 2001 
Conference & Exhibition, International Con- 
ference on Electronic Crime, and Blackhat 
offer great opportunities to meet profession- 
als in the computer industry and law enforce- 
ment professionals specializing in this area. 
Private companies that participate in these 
conferences demonstrate software products 
designed for information security and foren- 
sics. Officers should attend these conferences 
to keep up with the latest software offerings. 

Officers should also become aware of legal 
contacts and subpoena procedures of Internet 
Service Providers. Obtaining records from ISPs 
may be the key to an ongoing violation investi- 
gation. A list of ISP legal contacts can be obtained 
at www.infobin.org/cfid/isplist.htm. 

The most challenging aspect of cybercrime 
is the speed of change. Between the compos- 
ing and publishing of this writing, new prod- 
ucts have been released, new web sites formed, 
new crimes committed. Officers who plan to 
specialize in cybercrime must be prepared to 
stay constantly on top of current events. In 
the Eastern District of New York, cybercrime 
training has been incorporated into the new 
officer training program. The training ses- 
sions cover topics such as electronic databases, 
cybercrime special conditions, supervision 
methods, cybercrime statutes, forms, and 
media publications. Districts should seriously 
consider implementing cybercrime training 
and district policies in the near future to avoid 
playing a constant game of “catch-up” with 
the offenders they are supervising. 


= 


“It should come as no surprise that computer 
technology is involved in a growing number of 
crimes. In addition to being used as a tool to per- 
petrate crimes (e.g., computer intrusion, stalk- 
ing, harassment, and fraud), computers can 
contain evidence related to any crime, including 
homicide and rape. It is no longer sufficient to 
have a few experts familiar with evidence stored 
on and transmitted using computers. Any inves- 
tigation can involve computers or networks and 
everyone involved in a criminal investigation or 
prosecution can benefit from knowledge of the 
associated technical, legal and evidentiary issues 
related to this technology.” 


—Eoghan Casey, Digital Evidence and 
Computer Crime, Forensic Science, 
Computers and the Internet 
(Academic Press 2000) 


BEFORE THE ADVENT ofthe Internet 


and the boom in communications it engen- 
dered, computer crimes were fairly localized 
and the perpetrators were members of a se- 
lect and secretive group with a high degree of 
specialized knowledge and skills. The child 
pornography industry, which had already 
begun to move from print and film media to 
computer bulletin board systems, found an 
open and anonymous home on the Internet 
with a rapidly growing victim pool. Accord- 
ing to Grunwald Associates, a research firm 
based in California, our children’s use of the 
Internet has increased from 2.3 million in 
1994 to 25.4 million in 1999.' Unfortunately, 
preferential sex offenders recognized the ap- 
parent advantages of the Internet and were 
well established before law enforcement be- 
came aware of the changes. 


The Internet has allowed an explosion of 
information, both positive and negative. In 
addition to globalizing adult and child por- 
nography, it has created a venue for the crimi- 
nally oriented to freely exchange information 
and provides them with distance-learning 
opportunities to enhance their illegal skills. 
It is quite simple to find sites on the World 
Wide Web where step-by-step instructions 
for remotely breaking into computer systems, 
and stealing services such as long distance, 
and circumventing security measures are 
openly available. It can also serve as a sup- 
port system for defendants who are looking 
for others to validate their behavior. 

Those charged with investigating and ap- 
prehending violators have found themselves 
with a huge knowledge deficit. The FBI, U.S. 
Secret Service, and U.S. Customs have led the 
field in training investigators and forensic 
computer specialists. These agencies have 
made significant progress in their ability to 
detect and apprehend suspects, but the celer- 
ity with which computer technology is chang- 
ing and the exponential increase in related 
criminal activity is broadening the gap. “In 
FY 1998, the Federal Bureau of Investigation 
opened 547 computer intrusion cases. In FY 
1999, that number more than doubled, with 
a total of 1154 cases opened. In spite of in- 
creases in their ability to close cases, the FBI 
is realizing a rapidly increasing computer- 
crime-related caseload. The number of pend- 
ing cases increased from 206 at the end of FY 
1997, to 601 at the end of FY 1998, to 834 at 
the end of FY 99, and to more than 900 as of 
March of 2000. These statistics include only 
computer intrusion cases, and do not account 
for computer-facilitated crimes such as 
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Internet fraud, child pornography, or e-mail 
extortion.” The U.S. Secret Service and the 
U.S. Customs Service have realized similar 
increases in this type of crime. 

Additionally, the financial losses being at- 
tributed to computer crimes are staggering. 
The Computer Security Institute released the 
results of its 6 annual computer crime and 
security survey on March 12, 2001. Losses 
reported by 186 of the 538 respondents to- 
taled more than $377 million, an increase of 
over $100 million from the losses reported by 
249 respondents in the 2000 survey. Theft of 
proprietary information and financial fraud 
accounted for the largest proportion of loss. 
The respondents reported across-the-board 
increases in external system penetrations, de- 
nial of service attacks, and virus “infections.” 
Surprisingly, only 36 percent of the respon- 
dents reported the intrusions to law enforce- 
ment authorities.’ 

Cyber crime poses a daunting challenge to 
the federal judiciary. While the majority of 
cases we investigate and supervise are related 
to the manufacture, distribution, and posses- 
sion of illicit drugs, case filings involving the 
use of computers to commit or further a 
crime are on the increase nationwide. 

With rare exception, our system has been 
slow to embrace technology and is far from 
able to boast a seat at the cutting edge of tech- 
nology. We are being asked to supervise and 
protect the community from a new breed of 
defendants and offenders (referred to as de- 
fendants for the remainder of this article) who 
not only embrace technology, but also are 
finding increasingly sophisticated methods to 
use that technology to further criminal en- 
deavors. We are seeing 2 phenomenon in 
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which many traditional crimes are being com- 
mitted using computers. When this activity 
takes place across the Internet or through the 
use of telecommunications, a nexus is present 
to bring it to federal prosecution and hence 
into our purview. Another phenomenon of 
the rapid growth in computer technology and 
the Internet is that larger numbers of juve- 
niles are entering the system, and being 
charged with an array of crimes that were tra- 
ditionally attributed only to adults.* The 
numbers have increased to the extent that leg- 
islation was introduced in 2000 seeking to 
make it easier to prosecute juveniles feder- 
ally. Other than anecdotal information 
pointing to escalating numbers of cases be- 
ing investigated and supervised, we have no 
organized way to track the totals of computer- 
related or facilitated crimes in our existing 
statistical environment. We can only surmise 
that the number of cases that come under the 
supervision of the courts closely matches the 
number of prosecutions initiated by the U.S. 
Attorney’s Office. 

Like our law enforcement counterparts, we 
are not prepared to meet the challenge these 
defendants pose and must begin to develop 
methods to effectively supervise and enforce 
the supervision conditions imposed by the 
Courts. Only a handful of pretrial services and 
probation officers throughout the country 
have the knowledge and experience in tech- 
nology to even begin to come to terms with 
some of the issues being raised. Even fewer 
have recognized this and begun the process 
of obtaining specific training to facilitate su- 
pervising these defendants. 

To begin addressing the issues raised by 
these defendants, we must embark on a de- 
velopmental process to saise the skill levels of 
our officers and automation staff to assist us 
in meeting the challenges supervising persons 
charged with computer crimes are placing 
before us. Several areas need to be targeted, 
including the identification and development 
of the following: 


* Training in investigation methods (includ- 
ing computer forensics and interviewing 


skills). 


Adoption of the Judicial Conference’s 
Model Search Policy (for those districts 
that will allow computer-related searches). 


* Model wording for computer-related con- 
ditions of release. 


* Supervision strategies. 


* Purchasing computer software tools for 
tracking and monitoring defendants’ ac- 
tivities if they are allowed to use a com- 
puter or access the Internet. 


+ Purchasing specialized hardware to detect 
and retrieve evidence of violations of re- 
lease conditions on the defendant’s com- 
puter. 


* Providing training for officers tasked with 
supervision of these defendants. 


* The creation and funding of a forensics 
laboratory to assist districts with investi- 
gations and training. 


The course of action the system takes will 
largely depend on the latitude granted to us 
by the bench, especially regarding any actions 
that would fall under the broad umbrella of 
search authority, which is a supervision tool 
that traditionally has not been widely used. 


Investigation Methods 


Investigating “high-tech” defendants should 
not require the development of a workforce 
of super computer-literate “Cyber Geeks.” 
What is necessary for officers performing in- 
vestigations is to acquire a familiarity with the 
computer-related terminology and to develop 
a basic understanding of how the defendant 
is alleged to have used a computer to further 
or commit the offense. Through training, the 
officers’ awareness will be raised and a level 
of competency will be established to ensure 
the integrity of the information we gather. 
This is very similar to training officers to a 
level of competence regarding substance 
abuse issues. Officers do not have to become 
therapists to effectively gather information, 
make an accurate assessment of need, and 
provide the courts with recommendations for 
responsive conditions to deal with identified 
problem areas. The Federal Judicial Center 
took the lead in this education process by 
developing a Special Needs Offender Series 
installment on Cyber Crime, which aired on 
the Federal Judicial Television Network on 
September 21, 2000. 

The most important component of an ef- 
fective investigation begins with a thorough 
interview. The insertion of technology into 
the process does not change the dynamics of 
effective interviewing techniques. As with any 
good interview, questioning should lead from 
general to specific detail and focus on open- 
ended inquiries. When possible, the officer 
should attempt to speak with a case agent or 
the Assistant U.S. Attorney to get informa- 


tion about the charged offense and how com- 
puters were involved. Armed with that infor- 
mation, the officer can focus in on pertinent 
questions to determine areas of risk that may 
need to be addressed through the imposition 
of a special condition. The officer should 
gather as much relevant information from the 
defendant as possible related to his use of 
computers, at home, school and/or work. 
Additionally, information about the type of 
computer and operating system, as well as 
what devices may be attached to the com- 
puter, who besides the defendant has access 
to the computer system, and what type of ex- 
ternal connectivity the system has, may prove 
useful to the supervising officer. 

These defendants are often very proud of 
the technology they employ and may tend to 
give more information than is necessary. It is 
also possible that they will attempt to befuddle 
the interviewer with jargon. Having a basic 
understanding of computers and technology 
will prepare the officer to deal with this and 
keep the interview on track. Pretrial services 
officers need to be wary of steering the ques- 
tions too closely to offense-specific behavior. 
Probation officers, on the other hand, may 
need specific information regarding offense 
behavior to determine, for example, if guide- 
line enhancements for special skills (U.S.S.G. 
§ 3B1.3) should be applied. 


Conditions of Release 


The conditions of release for bond, probation, 
and supervised release are the nuts and bolts of 
the supervision process. Carefully crafted word- 
ing can prove invaluable in assisting the officer 
in restricting behavior, protecting the commu- 
nity, or providing resources for correctional 
treatment. Poor wording often leaves room for 
interpretation, provides defendants opportuni- 
ties for manipulation, and can be the source of 
great embarrassment in court settings. 

The list of computer-related crimes con- 
fronted for investigation and supervision pur- 
poses is both varied and constantly changing. 
The dynamic nature of the law in this area 
and the continuous advances in technology 
are making the job of drafting conditions 
more difficult. In 1999, a working group of 
probation and pretrial services officers, staff 
from the Federal Corrections and Supervision 
Division, and the Federal Judicial Center 
(FJC) was established to consult with the Fed- 
eral Judicial Center for the development of 
their Special Needs Offender Series install- 
ment on Cyber Crime. The group’s discus- 
sions, with guidance from the Office of 
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General Counsel, led to the development of 
several items that can be used as guidelines 
for the development of wording for condi- 
tions of release. These were contained in the 
Special Needs Offender Bulletin, Introduction 
to Cyber Crime, published by the Federal Ju- 
dicial Center in August of 2000. Another good 
resource article specific to special conditions 
for sex offenders by Davis, McShane, and 
Williams, was published in the June 1995 is- 
sue of Federal Probation.® 

We must keep in mind that the number 
of “new” computer-related offenses (i.e., De- 
nial of Service and Computer Intrusions) be- 
ing committed by these defendants is 
relatively small. The majority of cases being 
filed concern offenses we are very familiar 
with, but with the added twist that the crime 
was either perpetrated primarily through the 
use of a computer or furthered in some way 
by using computer technology. Examples of 
these offenses include counterfeiting of mon- 
etary instruments and other documents, em- 
bezzlement, fraud, drug dealers who store 
their distribution information or “recipes” on 
computer media, child pornography, etc. In- 
asmuch as these offenses are familiar to us, 
we should be reminded that traditional in- 
vestigation and supervision methods are still 
valid. The time-tested conditions of release 
we have used continue to be legitimate. 

When recommending computer-related 
special conditions of release, the officer 
should start from the premise that governs 
decisions for other conditions. Pretrial ser- 
vices officers must determine whether or not 
the condition 1) addresses a nonappearance 
issue; 2) addresses an issue of danger to the 
community or the defendant; and 3) is the 
least restrictive measure available to assure 
appearance and negate possible dangerous- 
ness. Probation officers recommending con- 
ditions should determine if the conditions 
being considered serve to reduce risk and/or 
provide correctional treatment. Consider- 
ation should also be given to minimizing the 
amount of intrusion monitoring of the con- 
dition will cause in the defendant’s life, and 
reasonably relating the conditions to the of- 
fense charged and the defendant. The impo- 
sition of a condition prohibiting access to 
pornography-related web sites may make per- 
fect sense when the offense is related to child 
pornography or traveling across state lines for 
the purpose of engaging in sex with a minor. 
Imposing a similar condition on someone 
charged with a computer-related fraud would 
be difficult to justify. 


An officer’s viewing or monitoring activ- 
ity and/or logs from a defendant’s computer 
may constitute a type of search. Conditions 
that allow this activity should not be imposed 
unless the district has implemented a search 
policy and is willing to undertake training 
officers and possibly automation staff to re- 
view and retrieve evidence of violations from 
computers and other digital media. Although 
we do not have to meet the evidentiary stan- 
dards imposed on law enforcement agents to 
prove violations, information collected by 
officers without authority or in a way that 
places its authenticity in question may be use- 
less in a violation hearing. This might become 
especially important if an officer’s examina- 
tion of a computer turned up what appears 
to be evidence of new criminal activity. 

Conducting examinations of a defendant’s 
computer can involve the use of a range of 
fairly simple software to a combination of 
sophisticated hardware and software applica- 
tions. Conditions recommending the use of 
software tools should be worded based on the 
experience and ability of the supervision staff 
conducting the monitoring, as well as the level 
of computer knowledge and skills the defen- 
dant possesses. There are many commercially 
available programs professing the ability to 
block access to questionable sites on the 
Internet that can be easily defeated by per- 
sons with minimal computer skills. This is not 
to imply these “blocking” programs should 
not be used, but that their limitations should 
be understood before supervision or account- 
ability problems arise as a result of their use. 

Our ability to track or monitor computer 
use is largely dependent on the presence of 
information in computer log and history files 
and system cache directories. There are a 
number of software programs available that 
will allow a user to either encrypt or delete 
this information, thus making it difficult or 
impossible to retrieve. When recommending 
special conditions, then, thought must be 
given to prohibiting the defendant from us- 
ing software and other technology designed 
to hide or remove the signs that they have 
done something to violate their conditions or 
the law. 

A brief outline of computer-specific con- 
ditions that could be recommended to the 
court includes: 


* Nocomputer use or access at any location. 


* No use of any device capable of accessing the 
Internet or an online service (i.e., Palm Pi- 
lots, Internet Capable Digital Phones, etc.). 


* No Internet or Electronic Bulletin Board 
(BBS) access. 


* Provide telephone / Internet service pro- 
vider billing records monthly. 


* Disclose all online accounts, including 
user-names and passwords. 


* No access to modem or other connective 
device. 


* No use of encryption technology or soft- 
ware designed to delete computer log files. 


* Require the use of filtering software. 


* Use of activity tracking and reporting soft- 
ware. 


* Computer search / inspection condition. 


* Provide a software/hardware audit at on- 
set of case. 


* No new hardware/software added to the 
computer without officer authorization. 


This is by no means a complete list of con- 
ditions that could be imposed to address com- 
puter-related concerns. Other conditions, 
including electronic monitoring, third-party 
risk notification, mental health treatment, and 
travel restrictions may also be necessary to 
address identified issues. 


Supervision Issues 


The increase in case filings at the federal level 
during the past few years have provided de- 
mographic information that is allowing law 
enforcement agencies to develop a “profile” 
of defendants. Pretrial services and probation 
officers across the country report that the 
three primary groups that are coming into the 
federal system are: 1) “hackers”; 2) sex offend- 
ers who are using the Internet to meet and 
groom their victims or trade in child pornog- 
raphy; and 3) the traditional criminal defen- 
dant who has used computer technology to 
assist in the commission of a traditional of- 
fense such as counterfeiting or fraud. 

The demographics suggest that most de- 
fendants charged with computer hacking and 
intrusion-related crimes generally range in 
age between 15 and 45 years old, are prima- 
rily male, and have little or no prior criminal 
record. They tend to work alone, but like to 
boast to their peers about their accomplish- 
ments (exploits). They are highly motivated 
and may tend to be manipulative and passive 
aggressive in authoritative confrontations. 
Officers supervising defendants in this group 
need to be mindful that they will tend to try 
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to obscure information about their personal 
lives and want to engage in game playing. The 
officer may be able to take advantage of their 
love of games and challenges to encourage com- 
pliance. These defendants tend to make detailed 
lists regarding their activities and it would not 
be uncommon for the lists to be located on the 
computer or other electronic media.’ 

Defendants being charged with child por- 
nography-related offenses and those charged 
with traveling across state lines for the pur- 
pose of engaging in a sex act with a minor do 
not fit into a specific demographic profile. The 
FBI has developed broad classifications for 
these offenders based on the work of now- 
retired Special Agent Kenneth Lanning. The 
classification of offenders most likely to fall 
under federal supervision is the “Fixated” or 
“Preferential” sex offender. This classification 
encompasses individuals who have a specific 
sexual preference for children and who seek 
out opportunities to act on their preference. 
They are highly compulsive, have difficulty 
forming sexual relationships with age-appro- 
priate peers and often never marry or else 
enter into relationships of convenience as a 
cover for their behavior. Their pursuit of vic- 
tims is carefully planned and they tend to 
form tight networks within which they trade 
victim-grooming techniques and trade child 
pornography. 

The second classification is the “Re- 
gressed” or “Situational” sex offender. Indi- 
viduals who fall into this classification may 
experience a sudden preference for children 
that coincides with major life stressors includ- 
ing adult relationship or career problems, and 
alcohoi or drug addiction. Members of this 
group may have a history of relationship 
problems, and although they become at- 
tracted to children, are not necessarily prima- 
rily aroused by them. 

These defendants, once charged, tend to be 
mostly cooperative with law enforcement and 
court-ordered supervision. However, because 
they are very compulsive in seeking gratifica- 
tion, supervising officers need to remain aware 
that many will continue to engage in behav- 
iors that may be illegal or dangerous. This in- 
creases the risks of home and field supervision. 
Officers must also keep in mind that these de- 
fendants may become suicidal when their be- 
havior is exposed, especially those who have 
established respectable, usually middle-class 
“covers” in their daily lives. 

These defendants’ compulsivity may also 
work to the advantage of officers monitoring 
their computer use because they frequently 


keep diaries of their activities and do not em- 
ploy sophisticated means to hide their pornog- 
raphy collections. An offender under 
supervision in the Middle District of Florida is 
a prime example. The supervising officer re- 
ceived information that the offender might 
have been engaged in child pornography-con- 
nected behavior again. The officer sought and 
received approval to conduct a search under 
the district’s search policy. During an exami- 
nation of the offender’s computer, the officer 
located a diary in which the offender had been 
chronicling his abuse of a number of minor 
children in the area. Law enforcement was 
notified and the defendant was eventually 
charged with a new offense and his release was 
revoked. 

Aside from the specific characteristics of 
these defendants and the issues arising from 
their use of technology, officers should find 
that traditional supervision techniques are 
effective in gaining and monitoring compli- 
ance with conditions. Requiring them to pro- 
vide documentation of employment, utility 
billing records, credit card records, and ser- 
vice agreements are a few examples. When 
practical, enlisting the assistance of family 
members, employers, and treatment provid- 
ers will prove invaluable adjuncts to officer 
supervision. 


Computer-Related Searches 


Computers can play three distinct roles in a 
criminal case. A computer can be the target 
of an offense when the confidentiality, integ- 
rity, or availability of its information or ser- 
vices is attacked. Computers can be incidental 
to an offense when they are used to store drug 
or fraud transaction data (such as names, 
dates, and amounts) or to store stolen pass- 
word lists, credit card or calling card num- 
bers, proprietary corporate information, 
pornographic image files, or “warez” (pirated 
commercial software). A computer can also 
be a tool for committing an offense in its ca- 
pacity as a communications tool. Many of the 
crimes falling within this category are simply 
traditional crimes that are committed online. 
Online facilities may be used to further a 
broad range of traditional unlawful activity. 
Email and chat sessions, for example, can be 
used to plan or coordinate almost any type of 
unlawful act, including the communication 
of threats or extortion demands to victims. 
In each of these roles, the process involved 
in creating, saving, and deleting information 
and files on a computer often leaves infor- 
mation behind on storage media (i.e., hard 


drives, floppy disks, CD-ROMs) that can be 
recovered by a trained investigator. In light 
of this, a new challenge facing pretrial services 
and probation officers is the potential need 
to monitor or examine electronically stored 
information to determine if a defendant has 
violated the conditions of release. 
According to David N. Adair, Jr., Associ- 
ate General Counsel at the Administrative Of- 
fice of the U.S. Courts, monitoring the use of 
a specific computer or connected device 
through examination of its hardware or soft- 
ware constitutes a “search.” The Criminal Law 
Committee of the Judicial Conference ap- 
proved a Model Search and Seizure Policy, 
which was authorized for distribution by the 
Judicial Conference in 1993, and districts con- 
sidering implementing search conditions are 
strongly encouraged to adopt the policy. 
The Model Policy is concerned with the 
methods and conditions under which Proba- 
tion Officers may conduct searches. Because 
pretrial services officers have more limited law 
enforcement authority than probation offic- 
ers, the Model Policy does not address Pre- 
trial search issues. However, if “narrowly 
tailored to fit the needs of a particular indi- 
vidual,” the Court as a condition of release 
on a bond may specifically grant search au- 
thority.* The Model Search Policy rightly 
takes a narrow view of conducting searches 
and states a search should only be conducted 
when: 1) there are no alternatives available 
and 2) reasonable suspicion exists. 
Although the location, nature, and vola- 
tility of electronically stored information that 
officers require to verify compliance or docu- 
ment noncompliance with conditions in these 
cases would appear to warrant periodic ran- 
dom searches, this is strictly discouraged un- 
der the Model Search Policy. The Criminal 
Law Committee stated this type of search 
should be conducted only when specifically 
authorized by a special condition of release.’ 
Supervising officers should exhaust tradi- 
tional verification methods, including exami- 
nation of the records of online service 
providers (which may require specific release 
of information or a court order, depending 
upon the circumstances), billing and credit 
card records, as well as service contracts, be- 
fore resorting to a search. Districts consider- 
ing recommending the imposition of search 
conditions should first develop and adopt a 
search policy. 
Once issues related to establishing a search 
policy are dealt with, consideration has to be 
shifted to the technical aspects of conducting 
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a search on a computer. If the defendant has 
been prohibited from possessing a computer 
or some type of telecommunications device, 
service, or program, a physical “plain view” 
search of the home may be the only method 
necessary to verify compliance. If the court al- 
lows the defendant to use a computer or have 
access to the Internet, it may become neces- 
sary to employ more sophisticated monitor- 
ing techniques, including a “physical” search 
of the computer. This step should not be em- 
barked upon lightly, nor should it be initiated 
without specialized training. If proper precau- 
tions are not taken, the data stored on the com- 
puter, data disks, or any number of other 
peripheral devices can be altered, destroyed or 
rendered inadmissible for court purposes. 
There is currently no case law spelling out when 
computer searches by a probation or pretrial 
services officer are permissible and what the 
limitations of such searches are.'° 

Depending on the skill level of the defen- 
dant, data could be stored in hidden sections 
of a hard drive, renamed to look like an in- 
nocent file type, encrypted, password pro- 
tected, or may have been deleted. Special tools 
and skills are required to locate and attempt 
to retrieve data that has been altered in these 
ways. In spite of how fast computers operate, 
conducting a thorough inspection and re- 
trieving documentation of condition viola- 
tions or new law violations can be a very 
time-consuming operation, so staff resources 
must also be a concern. 

Consideration must also be given to the 
level of involvement of automation person- 
nel in the process. There have been instances 
in several districts where automation staff 
members have been asked to accompany pro- 
bation or pretrial services officers to assist 
with a search or retrieval of information from 
a computer system. Thorough examination 
of such a practice may lead to the conclusion 
that it ought not be allowed to continue. The 
search of a home, or a computer in a 
defendant’s home, should be considered a 
potentially volatile and dangerous undertak- 
ing. Automation personnel have neither the 
training to protect themselves and others in 
a dangerous situation nor do they enjoy ben- 
efits of the hazardous duty designation shared 
by probation and pretrial services officers. A 
more prudent approach might involve train- 
ing officers in the specific skills needed to re- 
trieve an exact copy of the data on a computer 
and returning it to the automation staff or a 
trained officer to conduct a thorough foren- 
sic examination of the data. 


The issue of searching and seizing data 
from computers also raises concerns about 
privacy, not only of the defendant, but also 
of third parties who may reside at the same 
location and share access to computers. The 
Electronic Communications Privacy Act 
(ECPA -18 USC §§ 2510 & 18 USC §$§ 2701)" 
impacts information and data that may be 
housed on a computer system. An examina- 
tion of the statutes indicates that in dealing 
strictly with the search of a defendant’s com- 
puter, pretrial and probation officers prob- 
ably do not have to be concerned about 
exposure to civil or criminal penalties, except 
when dealing with unopened email. Depend- 
ing on the physical location of the message 
(whether it is on the defendant’s computer or 
a remote server), ECPA provisions may pro- 
scribe the viewing of the unopened message. 

If the defendant shares the use of a com- 
puter with one or more parties, it could be 
possible to violate the act and be subject to 
sanctions. Methods to address this issue may 
include use of written consent forms and 
posting of a notice on the computer that its 
contents are subject to inspection. For defen- 
dants released on a bond, there is also the 
possibility of making the persons who share 
access to the system custodians on the bond, 
thus giving them a vested interest in ensur- 
ing compliance with the conditions. 

The impact of technology and the rise in 
computer-related crimes may cause the field 
to seek additional guidance regarding com- 
puter searches from the Judicial Conference. 
In the meantime, it appears that the best 
course of action would be to pair the imple- 
mentation ofa search policy with special con- 
ditions of release to allow for random searches 
limited to address specific behavioral controls 
such as enforcing a prohibition against pos- 
session of pornographic material or use of 
encryption technology. 


Training Issues 


A handful of districts in the country have be- 
gun to research and use methods to monitor 
defendants’ computer use and to conduct 
computer examinations to corroborate com- 
pliance preblems. Most have entered into this 
technological quagmire with little or no ex- 
pertise other than an officer who had a keen 
interest in technology and a willingness to 
experiment. Through the efforts of the Fed- 
eral Judicial Center and the Federal Proba- 
tion and Pretrial Services Officer’s 
Association, awareness is being raised and it 
is being recognized that in order to preserve 


the integrity of the information we provide 
to the court, we must become appropriately 
trained in forensic techniques. 

Fortunately, several federally funded agen- 
cies have opened the doors to allow probation 
and pretrial services officers to attend foren- 
sics training. Among these is the National 
White Collar Crime Center (NW3C), the Fed- 
eral Law Enforcement Training Center 
(FLETC) and SEARCH, The National Consor- 
tium for Justice Information and Statistics. 
While initially reluctant to provide training to 
non-traditional law enforcement officers, these 
organizations have since recognized the effi- 
cacy of providing training to our field. This 
shift was, in part, due to the growing backlog 
of examinations being experienced by com- 
puter forensics labs operated by the Federal 
Bureau of Investigation, the U.S. Secret Ser- 
vice, and U.S. Customs Service. 

These programs offer basic and advanced 
computer forensic training courses and cover 
topics from identification of computer hard- 
ware to examining and retrieving digital in- 
formation from hard disks and other digital 
media. The programs provide an assortment 
of free tools to assist in the examination pro- 
cess and expose attendees to several commer- 
cially available applications designed to 
streamline the information recovery process. 
Districts considering adopting a search policy 
and embarking on monitoring of defendants’ 
computer use should consider making the 
training available. Officers who wish to attend 
one of the basic courses should possess a 
working knowledge of computers and the 
MSDOS and Windows operating systems at 
a minimum. Completion of a basic forensics 
course is usually a prerequisite for participat- 
ing in an advanced program. Demand to par- 
ticipate in the programs is high and there are 
waiting lists to attend. The classes last from 
one to two weeks and tuition costs range from 
free to several thousand dollars. 


Establishing a 
Forensics Laboratory 


While staff training is being completed, con- 
sideration should be given to setting up and 
equipping a laboratory to facilitate the analy- 
sis process. In some cases, attempting to con- 
duct an analysis in the field is not practical, 
nor is it the safest method to employ. The 
ideal, according to forensic investigators from 
the FBI and U.S. Secret Service, is to obtain 
an exact copy or image of the media to be 
examined in a secure laboratory setting fol- 
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lowing the seizure of the suspect computer. 
In some instances, when seizure is not pos- 
sible, this image may be obtained in the field 
and then removed to the laboratory. For pro- 
bation and pretrial services purposes, seizure 
may not be the least intrusive method to uti- 
lize, but cannot be ruled out if an image can- 
not be obtained safely or in a timely fashion. 

An assortment of hardware and software 
is necessary to establish a viable lab. The ex- 
act configuration depends on a number of 
factors, including the training level and abili- 
ties of the examiner. Access to a number of 
computer operating systems, including 
MSDOS, Windows (Version 3x through 2000 
and Windows NT), and Linux/Unix is neces- 
sary. Laboratory workstations need to be flex- 
ible enough to allow the examiner to easily 
add and remove hardware and be robust 
enough to perform memory-intensive search 
and retrieval operations. The lab should be 
equipped with a variety of external storage 
devices (i.e., SCSI and IDE CD-ROM and 
Hard Disk Drives, lomega Zip and Jazz 
Drives) or have a budget flexible enough to 
allow for the purchase of additional devices 
as may be necessary. 

In addition to the laboratory workstations, 
a portable workstation is recommended to 
allow for a less intrusive “preview” of a sys- 
tem using software tools to look for specific 
file types or information. If no violations are 
evident, it may not be necessary to take fur- 
ther action. The portable unit would facili- 
tate field examinations of a computer system 
if absolutely necessary, and would allow the 
examiner to perform analyses at remote lo- 
cations such as a remote division office. Any 
portable system should be configured with a 
variety of storage device options to allow for 
the retrieval of disk images in as short a time 
as possible. While smaller and portable, the 
unit should be able to perform the same soft- 
ware tasks as a laboratory workstation. Some 
examiners choose to use laptop systems with 
external storage device options, while others 
profess that a “luggable” type system that is a 
scaled-down version of a desktop computer 
with removable drive bays and an attached 
LCD monitor is the best option for a portable 
field workstation. 


There are few companies producing foren- 
sically sound integrated software to perform 
an examination on a computer. Unfortu- 
nately, the market is still small, so the soft- 
ware tends to be expensive and often requires 
the examiner to receive additional training to 
gain a level of proficiency with it. There are a 


number of sources for “free” applications and 
utilities that perform some of the tasks that are 
automated by the integrated applications, but 
they also carry a steep learning curve and, be- 
cause they are not integrated, tend to require 
more time to perform the same functions as 
the integrated packages. Information dissemi- 
nated in the training programs sponsored by 
the NW3C and FLETC as well as discussion 
with active forensic examiners indicates that 
the favored procedures are to use an integrated 
package to perform the analysis on a system 
and then use the standalone applications to 
corroborate findings. In addition to the actual 
forensic software packages, many labs use com- 
mercially available programs to recover or 
“crack” password protection schemes built into 
popular word processing, spreadsheet, and 
database applications. 

The costs of establishing a functional fo- 
rensics examination lab are another concern. 
The Bexar County District Attorney’s Office 
in San Antonio, Texas, recently received a 
grant to fund the establishment of a computer 
forensics laboratory. They initially budgeted 
$16,000 for equipment and $11,000 for soft- 
ware. They purchased three standalone work- 
stations for the laboratory, a “luggable” 
system to perform field analysis, two portable 
hard-drive duplicating devices, as well as an 
assortment of software and remained within 
their budgetary constraints. These costs are 
not out of the ordinary for a small laboratory, 
according to members of the Computer Fo- 
rensics Information Digest (CFID), an 
Internet-based discussion group comprised 
primarily of forensic investigators at the fed- 
eral, state, and local level. Any budget for the 
establishment of a lab should also include al- 
lowances to purchase new technology, larger 
form-factor storage devices as they become 
available, software updates, and ongoing 
training for the examiners. 

The cost of establishing a laboratory, when 
coupled with the expenses related to staff train- 
ing, may be prohibitive for many districts. A 
subgroup of probation and pretrial services 
officers who were involved with the FJC on the 
Special Needs Offender program on Cyber 
Crime formulated a proposal for the establish- 
ment of one or more regional laboratories to 
serve as a resource for forensic analysis and 
training. With the support of both a Chief Pre- 
trial Services and Chief Probation Officer, the 
proposal has been submitted to the Federal 
Corrections and Supervision Division of the 
Administrative Office of the U.S. Courts and 
steps are being taken to analyze the proposal. 


Conclusion and 
Recommendations 


The explosive growth of the Internet and con- 
comitant advances in technology during the 
past decade have spawned a new breed of 
criminal and provided a plethora of tools to 
aid more traditional criminals in their en- 
deavors. Regrettably for those of us in the 
criminal justice system, the “bad guys” gained 
an early advantage. The knowledge vacuum 
created in our system by their nimble adop- 
tion of technology has been recognized and 
is being addressed as rapidly as possible. 
Training programs for law enforcement agen- 
cies have shifted into high gear in an effort to 
close the knowledge gap. Unfortunately, the 
growth in new case filings is currently out- 
distancing the ability to train investigators and 
is resulting in growing backlogs of investiga- 
tions and prosecutions. 

Congress has recognized the threat posed 
by computer crime and is in a mode similar 
to when they began enacting legislation to deal 
with the looming menace of “crack” cocaine. 
New laws are being introduced to address new 
crimes and enhance penalties on old crimes 
that are being committed using computer 
technologies. Commissions have been 
formed to address the problem within our 
borders and internationally. Since 1992, the 
U.S. Department of Justice has asked the U.S. 
Sentencing Commission to promulgate new 
guidelines and enhance others to ensure that 
offenders convicted of high-tech crimes are 
appropriately sentenced. 

Where does this leave the courts? Across the 
country, U.S. pretrial services and probation 
officers are reporting increases in number of 
cases coming to them for investigation and 
supervision. Since specific computer-crime sta- 
tistics are not tracked, only anecdotal informa- 
tion can be used to advise the Judicial 
Conference and the Administrative Office and/ 
or to request guidance and assistance. Just 
looking at the growing numbers of cases un- 
der investigation and pending prosecutions 
should be enough to warn of an impending 
crisis. Instead of waiting until another congres- 
sionally targeted initiative like the “Weed and 
Seed” program from the mid-1990s is at our 
doorstep, or until the knowledge gap among 
the law enforcement agencies begins narrow- 
ing, the courts must take a proactive stance. 

This suggests the initiation of a campaign 
to meet the challenges posed by these techno- 
logically savvy defendants. A four-tiered line 
of attack that incorporates the strategies out- 
lined above includes: 1) the identification or 
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hiring of qualified staff; 2) the development of 
training programs (both internal and external); 
3) the adoption of computer search/seizure 
policies; and 4) the creation and funding of one 
or more regional laboratories to conduct fo- 
rensic examinations. 

The foundation for this initiative has al- 
ready been laid. Resources have been identi- 
fied and a growing pool of expertise is 
available within the probation and pretrial 
services system to tap for assistance. This is 
the proper time for the Federal Corrections 
and Supervision Division to take the lead in 
establishing a program, with assistance from 
the field, for presentation to the Criminal Law 
Committee and eventual adoption by the Ju- 
dicial Conference. 
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IN TODAY’S TECHNOLOGICAL 


environment, the computer is becoming not 
only a beneficial aid for law enforcement, but 
the tool of choice for a new generation of of- 
fenders. Computers are now used to facili- 
tate many traditional crimes, as well as new 
“cyber crimes.” Two years ago, the typical 
computer offender was an employee taking 
advantage of an employer’s computer system. 
More recently, “hackers” have manipulated 
the computer systems of the White House and 
the FBI, agencies whose security measures are 
among the best. As the 2ist century com- 
mences, hacking and other computer offenses 
will become increasingly common. This 
requires law enforcement agencies and pro- 
bation offices to be staffed with computer- 
literate employees. This article specifically 
addresses what probation offices can do to as- 
sist the courts in effectively supervising the 
computer offender. We also will suggest in- 
vestigative techniques and possible special 
conditions for computer offenders. Finally, 
we will mention what steps the U.S. Sentenc- 
ing Commission has taken in writing guide- 
lines for computer offenders. As more 
computer criminals enter the probation of- 
fices across the country, it is evident that com- 
puter knowledge will be necessary. Probation 
officers must become computer savvy to keep 
up with the ever-changing offender. 
Consider the following: 


* A 30-year-old compulsive gambler, con- 
victed of embezzlement, is placed on six 
months home confinement with elec- 
tronic monitoring at his parents’ home. 
This offender begins “surfing the net” on 
his father’s computer and quickly locates 


numerous gambling sites. Unbeknownst 
to his parents or his supervision officer, 
he begins gambling in “cyber-space,” 
which is a clear violation of a no-gambling 
condition imposed by the court. 


* A 54-year-old male, convicted of receiv- 


ing child pornography through the mail, 
secures employment at a large corpora- 
tion. Although his computer experience is 
limited, he is allowed Internet access. 
Within a few weeks he begins “exploring” 
adult entertainment sites until he finally 
downloads child pornography. 


* A probation officer is assigned a presen- 


tence investigation report on a defendant 
who “hacked” into a local airport’s com- 
puter system. During the home visit, the 
probation officer notes an extensive com- 
puter system. What conditions can the 
probation officer recommend to the court? 
Do those recommendations change if the 
defendant relies heavily on that system in 
his employment? 


To address computer offenders, probation 
officers need to develop unique investigative 
and supervision techniques to improve their 
ability to complete presentence investigation 
reports and recommend and enforce condi- 
tions, risk control, correctional treatment, 
and community protection. 


Investigations 


Although computers are a new instrument, 
probation officers need not discard their tra- 
ditional investigative techniques. Traditional 
techniques, such as interviewing collateral 
contacts and examining records, are ex- 


Arthur L. Bowker, U.S. Probation Officer, Northern District of Ohio 
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tremely important means of identifying prob- 
lem areas. We believe such traditional tech- 
niques should be considered first before 
jumping into more technical and problem- 
atic areas of investigation. Interviews with 
third parties and the offender may reveal how 
the computer was misused during the offense 
or evidence that a computer or the Internet 
is being misused during supervision. Em- 
ployer contacts can reveal that the offender 
has access to the Internet, or that a third-party 
risk exists. Interviews with family members 
and significant others can provide informa- 
tion on where, when, and for how long an 
offender is using the Internet. For instance, 
an interview with the mother of an offender 
who is prohibited access to the Internet may 
disclose that he began spending an enormous 
amount of time at the local library. A subse- 
quent interview with the librarian may dis- 
close that the offender has been admonished 
several times for exceeding the allotted time 
on the library’s Internet computer. Moreover, 
knowing the time frame of use can narrow 
the scope of a computer system search when 
such a technical step becomes necessary. 
Various forms of record examination can 
also be beneficial. Reviewing “hard copy” 
documents such as bills, telephone records, 
and computer printouts may reveal signs of 
computer usage or Internet access. Telephone 
bills may reflect billings for multiple lines into 
the offender’s home, one of which may be 
used for a computer. A credit check, or credit 
card and bank statements may reflect Internet 
access charges, on-line debits/credits (indica- 
tive of Internet gambling), or large purchases 
at office supply or computer stores. Other 
records the officer can examine are sign-in 
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sheets or similar logs that may be maintained 
by employers, local libraries, or universities 
to record computer/Internet usage. 

All officers should be aware that any docu- 
ments provided by an offender are subject to 
computer manipulation and/or falsification. 
Probation officers should always look for pos- 
sible inconsistencies over time in the docu- 
ments provided by an offender. These 
inconsistencies may be signs that the docu- 
ments are bogus. For instance, an offender, 
reportedly working for a sales company that 
employs over one hundred people, provides 
monthly pay stubs numbered 100, 115, and 
110. It is highly improbable for a company of 
a hundred or more employees to have paid 
this offender with checks that are only a few 
digits off from one another over a six-week 
period. As is always the case, third-parties 
should be contacted to verify any informa- 
tion provided by an offender. 

With the advent of technology, not only have 
the offenders been advancing, but so have the 
law enforcement professionals. For example, a 
number of software programs are available to 
monitor the computer activity of an offender. 
Examples of districts using computer monitor- 
ing and filtering programs to supervise certain 
computer offenders are the Southern District 
of Indiana, Middle District of Florida, the 
Southern District of New York, Western Dis- 
trict of Texas, and the Western District of Wis- 
consin. Monitoring programs are designed to 
capture the sites an offender visits by either re- 
cording the sites visited and/or sending a screen 
snapshot every time the offender is on line. Fil- 
tering programs prohibit the offender’s access 
to certain web sites. Some critics believe these 
software packages are too new to the probation 
field and need refining. One chief concern is that 
such programs can provide a huge influx of in- 
formation needing to be reviewed on a regular 
basis, thus overloading the probation officer. 
Filtering software, on the other hand, has been 
criticized for not blocking what it is intended to 
block, as well as blocking sites it shouldn’t. Ad- 
ditionally, there are numerous hacker sites that 
provide detailed information on how to over- 
come filtering software. Youths have been 
known to access these sites to circumvent pa- 
rental controls. Such software programs are ben- 
eficial, but at this juncture they tend to be more 
advantageous for the less sophisticated user. The 
more knowledgeable the offender, the more 
likely he is to manipulate the program to his 
liking. As probation offices work with the soft- 
ware manufacturers, this may change (Collette, 
2000). 


Monitoring/filtering software should be 
considered as one supervision tool, but not 
the only one at the probation officer’s dis- 
posal. A limited computer search should be 
used to insure the software has not been com- 
promised by the offender. Additionally, the 
software or other sources of information may 
establish a “reasonable suspicion” that the of- 
fender has violated a supervision condition. 
The results of the monitoring software can 
then be used as a basis for a more intrusive 
computer search and/or seizure. 


Supervision of 
Computer Offenders 


Although the best condition for any computer 
offender may be no computer at all, there are 
three areas of concern regarding such a broad 
restriction. First, some argue that the term 
“computer” is becoming an increasingly dif- 
ficult word to define. If a condition ordered 
states “the offender is to refrain from having 
access to a computer while on probation, 
unless authorized by the probation officer,” 
the definition of computer is too general. Is a 
computer the CPU, the monitor, the scanner, 
the software, the keyboard, or is it also a pager, 
a cell phone, and a palm pilot organizer? Tech- 
nology is advancing in that cell phones, pag- 
ers, and organizers have access to the Internet. 
What is allowed and what is not allowed? 
Fortunately, there is some guidance on this 
first issue. Painter (2001) notes that Kevin 
Mitnick, a notorious hacker, argued before 
the District and Appellate Courts “. . . that 
broad conditions restricting access to com- 
puters are fatally vague and overboard.” His 
argument was that computer chips are in ev- 
erything from automobiles to toasters and 
that he would be forced to live like a hermit 
or commit unintentional violations of his su- 
pervised release. Both courts rejected this 
argument, noting conditions restricting com- 
puter access should be read in a common- 
sense manner. Painter cites the following 
court case to support this interpretation: 
[F]air warning is not to be confused with 
the fullest or most pertinacious, warning 
imaginable. Conditions of probation do 
not have to be case in letters six feet high, 
or to describe every possible permutation, 
or spell out every last self-evident detail 
[they] may afford fair warning even if not 
precise to the point of pedantry. In short, 
conditions of probation can be written- 
and must be read in a common sense way. 
United States v. Gallo, 20 F.3d7, 11 (1st Cir. 
1994). (internal citations omitted) (p. 48) 


The second concern with a no-computer 
condition is that computers are becoming a 
more integral part of everyone’s lives. In one 
form or another, they are now found in every 
work and educational environment in the 
nation. Consequently, judges may not wish 
to prohibit all access to computers, so spe- 
cific conditions regarding the Internet, bul- 
letin board systems (BBS), and chat rooms 
may be more appropriate. 

Finally, the no-computer condition typi- 
cally includes the phrase “unless authorized 
by the probation officer.” Such wording pro- 
vides the probation officer the authority to 
either completely restrict or give authoriza- 
tion in certain circumstances. Absent appro- 
priate training and/or court guidance, some 
probation officers may be inclined to simply 
deny any access without regard to the par- 
ticular circumstances of a case. Such blanket 
denials may not always pass court scrutiny. 
Again, Kevin Mitnick tested his supervision 
officer’s resolve. One of Mitnick’s conditions 
directed that he was “. . . not [to] act as a con- 
sultant or advisor to individuals or groups 
engaged in any computer activity, as directed 
by the probation officer.” In part because of 
his notoriety, many of Mitnick’s employment 
offers involved computers. Mitnick did not 
first present the details of these offers to his 
probation officer for a decision. Instead he 
chose to proceed directly to the court, argu- 
ing that his probation officer had denied him 
the opportunity to work. The District Court 
concluded that blanket decisions were unac- 
ceptable without consideration of the specific 
offers. Since this decision, the probation of- 
ficer reviewed the employment offers and 
Mitnick now writes, consults, and speaks on 
computer-related subjects. This is a prime 
example of a highly intelligent offender ques- 
tioning the discretionary decision of the pro- 
bation officer. When computers are essential 
to an offender’s livelihood, it is likely that 
courts will follow what has occurred in the 
Mitnick case. Therefore, probation officers 
need to know how to supervise an offender 
who is allowed limited access to computers, 
or is allowed to be employed as a consultant 
to computer companies (AP, 2000). 

To address these changing times and to 
avoid later difficulties, a probation officer 
must be qualified to conduct an educated as- 
sessment of a computer offender before he/ 
she makes a recommendation for special con- 
ditions. Additionally, courts in the future may 
ask the probation officer what type of special 
conditions should be ordered in “high-tech” 
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cases. To answer such questions, we must be 
prepared to make an accurate and exhaustive 
assessment. Assessment entails obtaining and 
evaluating information about the offender 
and the offense to address a computer risk. 
Any assessment of computer risk must exam- 
ine the conviction offense, the computer 
knowledge and ability of the offender, prior 
criminal conduct involving computers, the 
necessity of the offender having computer 
access, and the availability of a computer or 
the Internet. An accurate assessment of these 
factors will ensure that special conditions re- 
garding access to a computer are in congru- 
ence with 18 U.S.C. §§ 3553, 3563, and 3583. 

In the Mitnick case the Central District of 
California imposed some of the most restric- 
tive computer conditions imaginable. How- 
ever, these conditions were necessary in view 
of Mitnick’s repeated history of committing 
high tech crimes. Mitnick had previously been 
on supervised release for a computer offense. 
He absconded from that supervision and be- 
came a fugitive committing additional com- 
puter offenses. Painter notes: 


In imposing the extensive conditions of 
supervised release, the judge held a num- 
ber of hearings and based her ruling on 
defendant’s long history of hacking, 
defendant’s inability to comply with less 
onerous restrictions and, most impor- 
tantly, the need to protect the public. The 
court’s focus on the “tools” Mitnick has 
habitually used to commit past criminal 
conduct, computer and cellular phones, 
was wholly appropriate given defendant’s 
seeming inability to use these tools in a 
law-abiding manner. Given his past ex- 
tensive and repeated criminal conduct, 
and the prospect that, unsupervised, he 
would be tempted to engage in the con- 
duct again, the court expressly stated that 
the conditions were designed to protect 
the community. . . . (pp. 45-46) 


Table 1 provides some suggested computer 
conditions based upon the degree of com- 
puter/Internet access that is appropriate to a 
particular case. 

A lack of special conditions regarding 
computer crime does not authorize the pro- 
bation officer to neglect the offender’s access 
to computers. As previously stated, comput- 
ers are used to further many crimes outside 
of fraud and child pornography. Therefore, 
the probation officer still has many investi- 
gatory areas to develop in risk control and 
prevention. Simple techniques such as brows- 
ing a history icon or bookmarks can reveal 
evidence of violations for the less sophisti- 
cated offender. 


More intelligent offenders may require 
more advanced techniques. They may also 
require more advanced conditions or special 
orders from the court. Most courts will not 
issue such an order without substantial evi- 
dence. We believe advanced forensic tech- 
niques are better left to those who have 
received the appropriate training in computer 
investigations and forensics. With the appro- 
priate authority, the ability to search an 
offender’s hard drive and locate hidden or 
erased files can provide valuable information 
on an offender’s activities. Knowing how to 
download selective files and make a “logical 
copy” and a “mirror image” of a hard drive 
for later in-depth examination also facilitates 
the detection of illegal activity (See Table 2). 
More intrusive methods involve seizing the 
offender’s computer for forensic examination 
by others. 

Examining media storage devices (i.e., 
disks, hard drives, zip drives, tapes, etc.) is a 
very time-consuming task. Many of these de- 
vices can now store millions and millions of 
bytes of information. For instance, 1 gigabyte 
(GB), currently a small size in data storage, 
holds 1,073,741,824 bytes of information or the 
equivalent of a pickup truck filled with paper. 
Suggested time frames for searching a 3 GB 
hard driver are as follows: 3 kilobytes (KB) 
equals one page; 3 GB equals 1,000,000 pages. 
Time to review: 5 seconds/page, 12 pages/ 
minute, 730 pages/hour, 17,280/day, total re- 
view 58 days. These time frames do not assume 
keyword searches or other techniques for nar- 
rowing the search (Bowker, 2001). Probation 
officers would be well advised to use traditional 
investigative techniques to limit the scope of 
their examinations as previously indicated. 

Moreover, gaining access to an offender’s 
computer at the workplace also presents diffi- 
culties for the probation officer. A work-site 
computer may be connected to a mainframe, a 
local area network (LAN), or a wide area net- 
work (WAN). In addition, there are obvious li- 
ability concerns for accessing a work-site 
computer, such as inadvertent damage to sys- 
tem. Because of these intricacies, gaining per- 
mission from the employer is a legal 
requirement. 

Seizing a computer takes very specific skills 
and knowledge. Evidence can be lost by 
merely turning on the system without the 
proper procedures in place. The offender may 
also have “hot or test keys” that when struck 
activate programs that either destroy or en- 
code data. There can also be civil and crimi- 
nal penalties for improperly seizing a 


computer. These are just a few examples of 
things that might go wrong for someone who 
has little expertise in computer seizure pro- 
cedures. The Model Search and Seizure Guide- 
lines (Judicial Conference of the United States, 
March 1993) also discourages search and sei- 
zures. This policy statement, coupled with the 
technological complexities of computer evi- 
dence, make seizing a computer a last resort 
for a probation officer. 


Use of the Computer 
by the Probation Officer 


Although computers can facilitate crime, they 
can also assist officers in the investigative pro- 
cess. For instance, the Internet is a vast col- 
lection of information that is stored in 
hundreds of thousands of connected comput- 
ers throughout the world. The Administra- 
tive Office of the United States Courts (AO) 
noted the following in its publication, Internet 
Resources for Probation and Pretrial Services 
Officers (1998): 


Probation and Pretrial Services Officers 
are called upon to collect personal data 
on individuals who are under bond con- 
sideration, pending sentencing, or under 
supervision. National telephone direc- 
tories, street maps, and address locators 
are available on the Internet with easy to 
use graphical computer screens. Finan- 
cial and social histories of individuals can 
be developed through on-line periodical 
searches. Current information (e.g. pub- 
lications, articles, scholarly works) on 
substance abuse detection and treatment, 
mental health, and criminal justice are 
readily available.(p.2) 


Cadigan (1998) noted several innovative 
uses of the Internet by probation officers. Spe- 
cifically, probation officers have used the 
Internet to obtain information regarding street 
and prison gangs, militia groups, and “hate 
groups.” Other officers have used the Internet 
to obtain information on the newest suggested 
techniques for defeating drug testing. One of- 
ficer used the Internet to detect web pages de- 
veloped by a sex offender with a special 
condition prohibiting him from using the 
Internet. 

Siuru (1999) also reports the Internet is 
now being used by various courts to directly 
obtain information. Siuru indicates that 
G.T.E. Corporation has developed “The 
Bastille,” an “Internet-based information- 
sharing service for law enforcement.” The 
Bastille will permit the secure exchange of 
information between various law enforce- 
ment subscribers. Cadigan correctly predicts 
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TABLE 1 
Suggested Computer Conditions 


(A=Internet Access Permitted, B= Limited or No Access to Internet) 


You shall consent to your probation officer and/or probation service representative conducting periodic 
unannounced examinations of your computer(s) equipment which may include retrieval and copying of all 
memory from hardware/software to ensure compliance with this condition and/or removal of such equipment 
for the purpose of conducting a more thorough inspection; and consent at the direction of your probation officer 
to having installed on your computer(s), at your expense, any hardware or software systems to monitor your 
computer use or prevent access to particular materials. You hereby consent to the periodic inspection of any 
such installed hardware or software to insure it is functioning properly. 


You shall not possess encryption or steganography software. 


You shall provide your probation officer accurate information about your entire computer system and software; 
all passwords used by you; and your Internet Service Provider(s). 


You shall possess only computer hardware or software approved by your probation officer. You shall obtain 


written permission from your probation officer prior to obtaining any additional computer hardware or software 
or Internet Service Provider(s). 


You shall refrain from using a computer in any manner that relates to the activity in which you were engaged 
in committing the instant offense or violation behavior, namely 


You shall provide truthful information concerning your identity in all Internet or E-Mail communications 
and not visit any “chat rooms” or similar Internet locations/sites where minors are known to frequent. 


You shall maintain a daily log of all addresses you access via any personal computer (or other computer 
used by you), other than for authorized employment, and make this log available to your probation officer. 


You shall not create or assist directly or indirectly in the creation of any electronic bulletin board, Internet 
Service Provider, or any other public or private network without the prior written consent of your probation 


officer. Any approval shall be subject to any conditions set by the U.S. Probation Office or the Court with 
respect to that approval. 


You shall not possess or use a computer with access to any “on-line” computer service at any location 
(including employment or education) without prior written approval of the U.S. Probation Office or the Court. 
This includes any Internet Service Provider, bulletin board system, or any other public or private computer 


network. Any approval shall be subject to any conditions set by the U.S. Probation Office or the Court with 
respect to that approval. 


You shall not purchase, possess, or receive a personal computer which utilizes a modem, 
and/or an external modem. 


You will have an occupational condition that you can not be employed directly or indirectly where you are 
an installer, programmer, or “trouble shooter” for computer equipment. 


TABLE 2 
Basic Computer Retrieval Techniques 


Downloading Process of copying selected computer files. Process does not take much time. 


Logical Copy Copies all non-hidden files and non-hidden directories. Moderate amount of time involved, 


depending upon number of files/directories. 


Mirror or Duplicate Image __Is an exact copy of everything, including hidden files/directories, data remaining from erased files/ 
directories. Also includes information from unused space. Moderate amount to extreme amount of 
time, depending upon the media being duplicated. Not unusual for new disk drives to take 12 or 


more hours, depending upon equipment used. 
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“as officers become more familiar with infor- 
mation that can be accessed through the 
Internet, it will play an increasing role in en- 
hancing work practices and help officers 
‘work smarter, not harder.” 


Stored Wire and Electronic 
Communication 


Probation officers must understand the statutes 
pertaining to e-mail and other forms of stored 
electronic communication. Federal law, specifi- 
cally 18 U.S.C. §§ 2701-2771, provides for both 
criminal and civil penalties for anyone who ac- 
cesses without or in excess of authorization a 
facility through which electronic communica- 
tion services are provided, “.. . and thereby 
obtains, alters, or prevents authorized access to 
a wire or electronic communication while in 
electronic storage.” Probation officers supervis- 
ing offenders must not access any unopened e- 
mail or similar electronic communication in 
storage without specific authorization of the 
court or consent of the offender. E-mail that has 
been opened and saved to an offender’s system 
is not covered by this provision. Some offend- 
ers may be providing e-mail services on their 
computer systems to other individuals. Under 
no circumstances should a probation officer ac- 
cess any e-mail or similar electronic communi- 
cation in storage pertaining to other individuals 
without appropriate legal consultation and ap- 
proval of the court. 


Privacy Protection Act 


Any offender with a computer, particularly one 
with a modem, can be considered a publisher 
within the meaning of the Privacy Protection 
Act (PPA), 42 U.S.C. § 2000AA. The PPA pro- 
vides for civil penalties for anyone who seizes, 
without a subpoena, work products or docu- 
ments that are intended for dissemination to 
the public. Work products or documents can 
be saved electronically in a computer. The fol- 
lowing are general exceptions to this provision: 
information that is contraband or fruits of in- 
strumentalities of the crime (i.e., child pornog- 
raphy, illegally copied software); information 
that is evidence of crime committed by the 
subject (i.e., diary confession to a particular 
offense); to prevent death or serious injury; 
subpoena has been tried and failed; or reason 
to believe that a subpoena would result in de- 
struction of evidence. In Steve Jackson Games, 
Inc. v. U.S. Secret Service (1993), agents were 
found to have violated the PPA when they 
failed to return computers after it was learned 
they contained PPA-protected material. The 


plaintiff was awarded over $300,000 in dam- 
ages, attorney’s fees, and costs. As always, pro- 
bation officers should obtain legal consultation 
when dealing with the PPA or stored electronic 
communications. 


U.S. Sentencing Guidelines 


In June of 1996, the U.S. Sentencing Com- 
mission reported to Congress on two broad 
areas involving computer use by offenders. 
The first dealt exclusively with violations of 
the Computer Fraud and Abuse Act (18 
U.S.C. § 1030). This study found that ap- 
proximately 60 individuals had been con- 
victed of this statute. Their profile of the 
“typical offender” was noted as follows: 


... computer criminals tend to be some- 
what better educated individuals who 
have less significant criminal histories 
than those convicted of other federal 
crimes...the typical computer criminal! 
has not been a sophisticated user, but is, 
rather, likely someone with a pedestrian 
level of computer expertise who misuses 
his employer’s computer system in com- 
mitting his offense. (U.S. Sentencing 
Commission, Adequacy of Federal Sen- 
tencing Guidelines, p. 8) 


This study concluded that no definitive 
assessment could be made on the deterrent 
effect of the existing guidelines on computer 
crime because of: 


... 1) an inability to determine how much 
computer crime was occurring before the 
guidelines went into effect, 2) the relatively 
small number (approximately 60) of the 
guideline convictions to date under the 
pertinent statute, and 3) the general diffi- 
culty of determining the deterrent effect 
of any criminal sanction. (U.S. Sentenc- 
ing Commission, Adequacy of Federal 
Sentencing Guidelines, p. 8) 


At the time, the Commission was consult- 
ing with the U.S. Department of Justice’s 
Computer Crime Division on proposals to 
amend the guidelines to account for antici- 
pated increases in computer crime. Note that 
the U.S. Sentencing Commission’s findings 
were based solely upon cases of individuals 
convicted of violating 18 U.S.C. § 1030. We 
strongly suspect a great deal of computer of- 
fenders may be lost in such tracking devices 
because computer crimes may be prosecuted 
under other statutes. This is possible because 
the statutory maximum penalty for 18 U.S.C. 
§ 1030 is typically five years (It can reach 10 
and 20 years, but only if the computer data 
was restricted due to reasons of national de- 
fense or foreign relations.). Offenses involv- 


ing computers are frequently prosecuted un- 
der other statutes carrying stiffer penalties. 
One example is 18 U.S.C. § 1344, bank fraud, 
which carries a 30-year maximum term of 
imprisonment. 

The report further noted computer use is 
evolving rapidly. For example, although the 
overall numbers remained small, computer 
use in federal child pornography cases grew 
by 5 percent between 1994 and 1995. In re- 
sponse to congressional mandates, the Sen- 
tencing Commission also amended the 
guidelines to provide for a two-level upward 
adjustment for cases of child pornography 
involving computer use (See U.S.S.G. § 2G2.1 
(b) (3), U.S.S.G. § 2G2.2 (b) (5), U.S.S.G. § 
2G2.4 (b) (3)). (SOAC, p. 30). 

Just four years later, in May, 2000, the U.S. 
Sentencing Commission sent new guidelines 
to Congress proposing much stiffer penalties 
for “high-tech” crimes. These guidelines have 
since taken effect. In some cases, the specific 
guidelines more than doubled the sentence for 
computer and other high-tech crimes. For ex- 
ample, an offender who used the Internet to 
meet minors and engage in sexual relations had 
a potential guideline range of 18 to 24 months 
increased to 41 to 51 months. Other guideline 
changes covered offenders who steal the iden- 
tities of credit card users and make them avail- 
able on the Web for widespread use. These 
guidelines increase the penalties from typically 
probation, to a prison term of 15 to 21 months. 
An increase in the guideline range for viola- 
tions of copyright or trademarks online was 
also adopted. (United States Sentencing Com- 
mission, Guideline Manual, November 1, 2000, 
United States Sentencing Commission, Supple- 
ment to the 2000 Guidelines Manual; Brunker, 
2000; and Fields, 2000.) 

There is also some precedent for the ap- 
plication of the guidelines in computer crime 
cases. In U.S. v. Petersen (1998), 9th Circuit, 
an enhancement for special skill pursuant to 
U.S.S.G. § 3B1.3 was warranted for a com- 
puter “hacker,” who hacked into several sites 
and manipulated the phone lines of a radio 
station to win a car being awarded by the sta- 
tion. The Appeals Court found that the lower 
court did not err in assessing the special skill 
enhancement, pursuant to §3B1.3. However, 
in U.S. v. Godman (2000), the 6" Circuit Ap- 
peals Court recognized that a special skill en- 
hancement was not appropriate for a 
defendant who had no formal computer 
training and had used desktop publishing 
software from a local retailer to counterfeit 
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currency. The Appeals Court in this case 
concluded: 


At a time when basic computer abilities 
are so pervasive through society, apply- 
ing §3B1.3 to an amateurish effort such 
as Godman’s would threaten to enhance 
sentences for many crimes involving 
common and ordinary computer skills. 
The Guidelines contemplate a more dis- 
criminating approach. (p.3) 


Additionally, recent changes to the Guide- 
lines reflect that an enhancement under 
§3B1.3 is warranted for a defendant who de- 
encrypts or otherwise circumvents a techno- 
logical security measure to commit a criminal 
infringement violation (United States Sen- 
tencing Commission, Supplement to the 2000 
Guidelines Manual, p.54). 

In U.S. v. Hibbler (1998), 6 Circuit, a five- 
level increase for distribution of child pornog- 
raphy was warranted for someone who traded 
child pornography on the Internet, even 
though they received no “pecuniary gain.” In 
U.S. v. Williams (1992),10" Circuit, an en- 
hancement for “more than minimal plan- 
ning” was appropriate for an embezzlement 
occurring over six months and involving nu- 
merous computer entries. 

Other case law exists on the appeal of special 
conditions by a defendant. In U.S. v. Crandon, 
(1999) 3" Circuit, the district court ordered the 
following condition: “The defendant shall not 
possess, procure, purchase, or otherwise obtain 
access to any form of computer network, bulle- 
tin board, Internet, or exchange format involv- 
ing computers unless specifically approved by the 
U.S. Probation Office.” The defendant lured a 
14-year-girl via the Internet to a remote location, 
engaged in sexual activity, and also took photos 
of the young girl. The appeals court upheld the 
condition, stating the lower court did not abuse 
its discretion in ordering the condition and con- 
curred the defendant’s conduct and protection 
of the community were appropriate reasons to 
order the condition. 

Because of the uniqueness of these types of 
crimes, it will be the probation officer’s job to 
inform the court of possible adjustments re- 
lated to the offense and the use of a computer 
that are not already defined by specific com- 
puter enhancements. U.S.S.G. § 3B1.3. (Spe- 
cial skill) and more than minimal planning (in 
some chapter 2 specific offense characteristics) 
appear to be the adjustments/characteristics 
that are the more obvious for computer of- 
fenses. Other possible adjustments might re- 
late to the use of a juvenile “hacker” by an adult 
(§3B1.4, Use of a Minor) and the obstruction 


Table 3 


Common Computer Crime Terms 


Cloning 


Term used to described the interception of legitimate electronic 
serial numbers (ESN), which are later entered into a stolen cellular 
phones to permit their use. (An ESN is a unique number assigned to 
each cellular phone that is transmitted each time the phone is used. 
ESN permits the phone to be used and billed accordingly.) 


Cracker 


A hacker who gains access and destroys data, completes some other 
destructive act to the system or profits in some manner from the 
access. 


Encryption 


Term used for hiding information in a secret code. For instance, 
encrypting a file so that it can not be read or interpreted until it is 
decoded. A file can be encrypted and then hidden inside another 
file (See steganography below). By doing so the very existence of 
the file is hidden and if detected it still cannot be interpreted until it 
is decoded. 


Hacker 


Originally coined at MIT in 1960’s to refer to a computer expert. 
Now used to define individuals who gain unauthorized access to 
computer systems. 


Hot or Test Keys 


Performs certain pre-set security functions when touched that either 


make data inaccessible, unusable, or reverse the process to restore 
it. A “booby trap.” 


Logic Bomb 


Software program that when certain factors are present will execute 
particular functions, i.e., the destruction of data or systems. 

One offender placed a logic bomb on a system that was designed to 
delete certain systems if his employer ever removed his name from 
payroll records. 


Phreaker 


Hacker who predominately gains access to telecommunication 
systems. (Note: Use of “Ph” is a play on the word phone, common 
in the hacker community) 


Salami Method 


Computer program used in embezzlement schemes to “slice” a small 
portion of the proceeds (i.e. $.01) from numerous accounts or 
payments and place those proceeds into the control of the offender. 


Sniffer Programs 


Software program that is placed on a computer system to 
surreptitiously function as an electronic wire-tap by intercepting the 
keystrokes and resulting system responses of users. The results are 
written as a file for later review to obtain passwords and account 
identification. 


Social Engineering 


Use of social skills to deceive others into disclosing information or 
providing services that an individual is not entitled. 


Spoofing 


The mimicking or counterfeiting of legitimate Internet protocol, 
frequently used to obtain information to gain unauthorized entry 
into systems. 


Steganography 


The science of hiding information in another medium. For instance, 
a child pornography image inside another image file. It is practically 
impossible to detect such a concealment. 


Trojan Horse 


Software program used to hide more nefarious or destructive 
programs. 


Virus 


Software program that “infects” other computers and takes over the 
system for a variety of functions ranging from minor manipulation of 
programs to wholesale destruction of systems and data. Virus 
“infection” is by someone either willfully or through negligence 
placing the program onto a system. 


Worm 


Software program that is similar to virus, with the exception that 
once created the program can self-replicate itself and “infect” other 
systems without someone actually piacing the program on the 
system. Worms can attack networks. 
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of justice enhancements (§3C1.1) for offend- 
ers who use “hot keys” or “test keys” to de- 
stroy computer evidence (see Table 3). 


Conclusion 


The computer is becoming a weapon in the 
arsenal of the everyday criminal. Drug users 
are becoming more sophisticated by using 
computers to keep track of “customers,” ship- 
ments, and money. Hackers are shutting 
down university computer systems, airports, 
and other systems, sometimes resulting in 
millions of dollars in losses and the threat of 
fatalities. As a new century begins, so does 
the problem of computer criminals for the 
probation and parole system. The training 
of officers in technical aspects of computer 
investigations and support software will be- 
come a vital part of an effective probation 
office. Many excellent training programs are 
now available through such organizations as 
SEARCH (http://www.search.org/, accessed 
05/30/2001); the Federal Law Enforcement 
Training Center (http://www.fletc.gov/, ac- 
cessed 05/30/2001); the High Technology 
Crime Investigation Association; (www.htcia.org, 
accessed 05/30/2001) and the National White 
Collar Crime Center (http://www. 
cybercrime.org/index.html, accessed 05/30/ 
2001). It appears that as these problems be- 
come more prevalent, the necessity for some 
probation officers to become technical experts 
in computers will be inevitable.” 

As criminals and their modus operandi 
change, so must the probation officer. We 
suggest officers who have the desire to excel 
in this area seek out training to become more 
educated in the computer arena. As the fu- 
ture unfolds, it may be common to have one 
or a handful of computer- literate probation 
officers specializing in the supervision of com- 
puter offenders. Not only can a computer- 
skilled probation officer supervise computer 
offenders, but he/she can also work in tan- 
dem with other specialists to further the ef- 
fective supervision and investigation of all 
offenders. 

As the 21* century commences, the super- 
vision of computer offenders will become a 
common occurrence. The question for the 
probation field is whether we will be super- 
vising them effectively due to preparation and 


*Many offices across the country are also devel- 
oping computer expertise. A few notable examples 
are: Southern District of Indiana, Middle and 
Southern Districts of Florida, the District of Co- 
lumbia, Northern District of Ohio, and Western 
District of Texas. 


training, or whether we will be attempting to 
catch up because we did not capitalize on the 
opportunity to address the issue earlier. 
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ON APRIL 1, 2001 the federal judi- 


ciary began implementing the Probation and 
Pretrial Services Automated Case Tracking- 
Electronic Case Management System 
(PACTS®™). The result of years of planning, 
requirements definition, design, develop- 
ment, and testing, this implementation will 
position the federal probation and pretrial 
services system to utilize the technological 
tools of an advanced case management sys- 
tem on a daily basis. This article looks at the 
many implications and issues arising from a 
task of this magnitude and explores what the 
future can hold once this technological base 
is established. Areas of discussion include the 
application itself, design and development 
issues, implementation issues, potential ben- 
efits, business process change issues, and an 
exploration of future potential. 


The PACTS®&™ Application 


The PACTS®™ system is both a case tracking 
and a case management tool. The case track- 
ing component (PACTS) allows officers to 
electronically collect pertinent case-related in- 
formation to produce statistical and workload 
reports. The case management portion 
(ECM) helps officers collect, manipulate, and 
recall case-management-specific information. 
This promotes more efficient and effective de- 
fendant/offender supervision and investiga- 
tions for the district. Overall, the PACTS®°™ 
makes information more easily accessible to 
an expanded number of users and allows 
those users to manipulate the information in 
a manner more consistent with the profes- 
sional activities they perform. 

PACTS® js a “total” information system. 
It includes functionality for: 1) electronic gen- 


eration, storage, and retrieval of all investiga- 
tion and supervision case information; 2) 
electronic retrieval for judiciary personnel of 
vital case information, including the presen- 
tence report, pretrial services report, and 
chronological records; 3) integrated access to 
the criminal component of the Case Manage- 
ment-Electronic Case Files (CM-ECF) 
project; and 4) electronic imaging of defen- 
dants/offenders—their tattoos, homes, ve- 
hicles, or other appropriate images. 

The project team has worked closely with 
automation staff, data quality analysts, offic- 
ers, supervisors, and administrative support 
staff from many districts to ensure that users’ 
needs are addressed and that operational re- 
quirements are reflected in the data structure 
and user interface of the new Informix-based 
system. The intended audience for the 
PACTS®™ application is the entire staff of 
probation and pretrial services offices. Pro- 
bation and pretrial services operations involve 
approximately 7800 authorized positions in 
509 locations. There are 93 district headquar- 
ters probation offices, 56 of which are com- 
bined probation and pretrial services offices 
and 37 of which have separate pretrial ser- 
vices offices. 

PACTS® is a browser-enabled applica- 
tion that is accessed through the federal 
judiciary’s Intranet. It replaces its predeces- 
sor, PACTS Unify. However, it has been en- 
hanced in two significant ways. The first is by 
expanding and redesigning the data structures 
in the database and the second is by using con- 
temporary software tools and web technol- 
ogy. The enhanced database structures allow 
multiple IDs to be stored for each client. It 
also permits maintenance and search of his- 
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torical sentence and historical address infor- 
mation. The software tools make it possible for 
PACTS®™ to have graphical navigational tools 
such as drop-down lists and tabbed dialog 
boxes, display digital images, and link to re- 
sources outside the database. For example, the 
application links directly to Mapquest.com to 
provide officers with point-and-click access to 
directions to the defendant/offender’s home. 

The major features included as part of the 
first version of the software are a utility to 
make data conversion easier for data manag- 
ers, a defendant/offender module, a treatment 
module, a pretrial services module, and a pro- 
bation module. A number of standard reports 
and forms are available and the application 
provides for the required statistical extrac- 
tions. Functionality will be added with Ver- 
sions 2—4 of the software in generally the 
following order: 


1. Automated Chronological records 
(Chronos); 


2. Drug detection event tracking; 


3. Completion of all forms and other 
“canned” reports; 


4. Probation/Pretrial Services Case Plans and 
Reviews; 


5. Fine and restitution tracking; 
6. On-Line Case Assignment; 


7. PS-2 Pretrial Services Interview Work- 
sheet; 


8. Electronic Monitoring; 


9. Presentence Report Disclosure Tracking; 
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and 


10. Interfaces to other databases including 
the FBI’s National Crime Information 
Center (NCIC) 2000. 


Design and Development 


In-house development had been the normal 
mode for software development projects in 
the judiciary virtually throughout its history. 
At the time PACTS®™ was ready for devel- 
opment, the judiciary had recently been us- 
ing off-the-shelf (COTS) software, with 
modifications for accounting and personnel 
applications, but all case-related systems had 
been produced internally, including PACTS- 
Unix, used in most probation and pretrial 
services offices. The proposal for development 
of the PACTS®&™ application combined the 
strengths of both the in-house and out- 
sourced development strategies previously 
used. The approach provided the necessary 
resources to complete the project in a timely 
manner and reduce the impact of other judi- 
ciary automation efforts on the timely 
completion of PACTS®. The judiciary was 
able to take advantage of substantial short- 
and long-term cost-saving opportunities, and 
the AO could effectively respond to requests 
from court users for enhanced automated 
functionality to manage the judiciary’s vital 
information resources. 

By using both in-house and outsourced 
talent, the PACTS®™ project team combined 
institutional and technical knowledge unique 
to the judiciary with a body of expert techni- 
cal skills and knowledge in Informix and other 
state-of-the-market programming tools using 
the judiciary’s Informix contract and other 
government agency contracts as needed. 
Combining resources in this manner allowed 
managers to reliably and more flexibly sched- 
ule highly skilled technical staff on the 
project—i.e., place the right people with the 
right skills on the right tasks at the right times. 

This development approach was attractive 
because it made use of the considerable ex- 
pertise and experience in the AO and in court 
units, including a cadre of in-house develop- 
ment personnel who are well-trained and pro- 
ductive, using fourth-generation languages 
(4GLs). In addition, federal pretrial services 
and probation offices (as distinct from state 
and local jurisdictions) offered considerable 
institutional knowledge and experience that 
no contractor could approximate, let alone 
duplicate. Finally, hourly labor costs of in- 
house personnel were lower than the most in- 


expensive contractor resources. Therefore, we 
used the contractor labor (which was consid- 
erably more expensive than the in-house la- 
bor) sparingly and only when necessary. 


PACTS& Implementation 


The PACTS®™ system is being deployed in a 
test wave of 14 courts, beginning on April 1, 
2001. Recurring waves of 6 to 8 courts are 
scheduled to start at two-month intervals be- 
ginning February 1, 2002. Each wave will 
cover a nine-month implementation period. 
Prior to the start of the first wave in February 
2002, changes in implementation will be 
made as appropriate based on the experiences 
of the test wave. 

PACTS implementation occurs when 
1) applicable district staff are trained to use 
the PACTS®™ application; 2) technical tasks 
concerned with hardware and software instal- 
lation and operations are successfully com- 
pleted; and 3) the legacy database is converted 
to The PACTSE™ Implementation 
Kit assists the district by providing guidance, 
checklists, activities, suggested actions, and 
examples of documents, and provides the dis- 
trict with references to resource materials 
available through the J-Net. 

The kit is divided into three sections: “get- 
ting started,” “operations,” and “systems,” 
based on the nature of the activities covered 
and the intended audience. The “getting 
started” section is of interest to all partici- 
pants. It lays the foundation for implemen- 
tation. The “operations” section focuses on 
activities leading up to district staff being able 
to use the system. The target audience for this 
section includes chief probation and pretrial 
services officers, deputies, supervisors, data 
quality analysts (DQA), training specialists, 
and any officers assigned to assist in imple- 
mentation. The “systems” section, which pro- 
vides guidance on hardware, software, and 
database issues, is of most interest to the 
district’s systems manager and systems staff. 
However, the “operations” and “systems” ar- 
eas overlap. Decisions made by operations 
personnel will affect the work systems per- 
sonnel must de to set up and support the sys- 
tem. Similarly, the systems staff expertise with 
supporting automated systems will be useful 
to the operations staff as they make key deci- 
sions or perform implementation activities. 
The district PACTS'™ project manager and 
the systems manager work closely together to 
ensure the successful implementation of the 
system. 


implementation Tasks 


Perhaps the most useful tool within The 
PACTS*&™ Implementation Kit is the 
PACTS® Implementation Project Plan. The 
project plan is a Microsoft Project file that can 
be used by district management as a quick 
reference to the tasks that must be accom- 
plished in order to successfully implement 
PACTS®™, Tasks can be checked off as they 
are completed, thus showing what has been 
accomplished and what is left to be done. The 
chief probation and pretrial services officers 
should meet with their district PACTS®™ 
project manager on a weekly basis to review 
the status of the project plan. The project plan 
also contains recommended start and end 
dates for each task, the anticipated duration 
of each task, and a time-line for the tasks. At 
the beginning of the implementation period, 
the district’s PACTS®™ project manager will 
have received a copy of the project plan cus- 
tomized with dates appropriate to that 
district's start date. Each district has a 
PACTS*™ Implementation Coordinator 
from the Systems Deployment and Support 
Division (SDSD) within the Administrative 
Office assigned to support it in the implemen- 
tation effort. The PACTS*™ Implementation 
Coordinator works with the project manager 
to track progress according to the customized 
plan. The district’s PACTS®™ project man- 
ager may also wish to use the customized plan 
to manage the project using the Microsoft 
Project software. 


Data Conversion— 
A Critical Cross-Functional Activity 


Before a district can begin using the new 
PACTS®™ as its tracking and case manage- 
ment system, the data stored on the old 
PACTS-Unify system must be transferred, or 
“converted,” to the new PACTS®&™ system. 
The physical transfer of the data is a largely 
technical task performed by the district’s sys- 
tems staff as the last step before beginning live 
operations on the new system. However, a 
great deal of preparation needs to be accom- 
plished early in implementation to ensure a 
smooth conversion of data. The most time- 
consuming task for most districts will be 
“cleaning” the data stored in PACTS. This 
task can begin as early as possible in imple- 
mentation and is a collaborative effort be- 
tween operations and systems personnel. 
Data-conversion software necessary for per- 
forming this task is supplied to the districts. 
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Training 


Training for PACTS®™ is comprised of two 
primary components: application training for 
end users and technical training for technical 
staff who must support the application. The 
end-user training includes a train-the-trainer 
segment, as the majority of end-user training 
will be conducted in each district by district 
personnel who participated in the application 
training course defined here. 

The PACTS®™ Application training 
course is designed to provide the necessary 
understanding and skills for the end user to 
successfully apply the newly-developed 
PACTS®™ software. Informational and intro- 
ductory sessions will explain the enhanced 
functionality. Participants will be guided 
through the browser-based menu and on-line 
help links and develop an understanding of 
how the application applies to probation and 
pretrial services. Participants will also be pre- 
pared to deliver training to in-court person- 
nel. The target audience includes data entry 
clerks, data quality analysts (DQA), and train- 
ing specialists who will be responsible for 
training the remainder of the office staff. The 
course teaches participants to: 


Identify differences between PACTS*™ 
and the former PACTS Unify system; 


* Confidently docket events on Pretrial and 
Probation cases; 


* Create and modify client records and re- 
lated events for both pretrial services and 
probation; 


+ Learn to generate reports and utilize on- 
line forms; and 


* Incorporate PACTS®™ training materials 
into the court’s training plan. 


The class is delivered in two distinct compo- 
nents designed to accommodate both separate 
and combined pretrial services and probation. 

The technical training is comprised of sev- 
eral classes: 1) Database Administration, 2) 
Systems Administration, and 3) Informix 
SQL. All technical training classes are pro- 
vided in San Antonio, Texas at the judiciary’s 
information technology training center. 

This Database Administration course is 
designed to provide probation and pretrial 
systems staff with the technical information 
required for implementing and operating 
PACTS®. The course includes overviews of 
the application (modules, contents, naviga- 
tion, enter data, query data, etc.), physical 
hardware/software architecture, and logical 


application architecture of DB schema. It 
identifies tables that will require local popu- 
lation and maintenance and review proce- 
dures for managing these tables. It discusses 
linking to resources outside the DB, imple- 
mentation of login security algorithm, and 
maintenance of the NT and report servers and 
software. Finally, it presents security issues 
and the relationship of WordPerfect tem- 
plates and Crystal Reports templates to report 
server software. 

The systems administration course is in- 
tended for Informix Dynamic Server and 
Informix Dynamic Server system administra- 
tors. Participants learn the skills necessary to 
successfully administer one or more database 
servers: configure and initialize a database 
server instance, configure and test client con- 
nectivity, configure and manage memory and 
disk usage, plan and implement system main- 
tenance tasks, and configure the server for 
optimal OLTP or decision support. 

Finally, Informix Structured Query Lan- 
guage (SQL) course covers the Data Manipu- 
lation Language (DML) portion of SQL. 
Participants learn to create SELECT, INSERT, 
UPDATE, DELETE, LOAD, and UNLOAD 
statements, simple and complex joins, and 
subqueries. In addition, the course covers the 
basic configuration of an Informix instance, 
logical and physical log maintenance, 
archiving and restoring, and troubleshooting 
of basic configuration problems. 


Benefits of The 
PACTS®& System 


The PACTS®™ system offers both intangible 
and quantifiable benefits to the end user or 
to the public at large. Intangible benefits are 
those benefits that are real, but difficult or 
impossible to quantify accurately or precisely. 
The quantifiable benefits have been assigned 
cash values. 

First, as probation officers and pretrial ser- 
vices officers use PACTS®™ as a tool in their 
daily duties, paper waste should be reduced. 
The intention is to move to an environment 
in which the workstation becomes the usual 
medium for disseminating information, with 
a paper copy printed only on demand. How- 
ever, it is difficult to predict human behav- 
ior: one manager may demand a paper copy 
of virtually everything, while another will be 
content with electronic dissemination of 
documents. Thus, we make no attempt to 
project savings in paper. 

Second, and probably more important, 
but even more difficult to quantify, the accu- 


racy and effectiveness of services should be 
increased by a benefit that, for lack of a better 
name, can be called data quality. PACTS®&™ 
will increase data quality in two ways: 


1. Elimination of data redundancy. This has 
two aspects: 


* The PACTS®™ database, using a fully 
relational database management sys- 
tem, will eliminate to as large an ex- 
tent as possible redundancies of data. 


* The forms producing capability of 
PACTS®™ will integrate discrete data 
elements with form templates, thus 
eliminating the need to re-key data into 
multiple sources. 


2. Increased validation of data. This will 
mainly be accomplished through use of 
standard tables for the various codes, and 
through cross-validation of user inputs 
based on the business rules (e.g., deten- 
tion hearing date cannot be earlier than 
initial hearing date). 


Third, increased efficiencies in productiv- 
ity of probation and pretrial services officers 
will free them from their paper-intensive world 
to dedicate their energies to conducting more 
thorough and complete investigations, imple- 
menting better supervision practices, insuring 
community safety, and improving enforce- 
ment of pretrial release and sentence condi- 
tions imposed by judicial officers. 

Fourth, the PACTS®™ information sys- 
tem will place the judiciary in a better posi- 
tion to respond to the grievances of victims, 
and to coordinate and share information with 
other law enforcement agencies. Although 
neither of these uses is part of the charter of 
the PACTS®™ project, both are benefits to 
the public at large that will accrue. They are 
not quantifiable, but they are real. The pres- 
ence of a coordinated, validated, up-to-date 
information system from which details about 
federal probation and pretrial services defen- 
dants/offenders and their offenses can be 
quickly and accurately retrieved will increase 
efficiency, accuracy, and timeliness over the 
current manual methods. 

Quantifiable benefits of the PACTS®&™ 
system fall into two general categories: in- 
creases in efficiency specifically related to 
forms production; and increases in general 
efficiency. Tables 1 and 2 illustrate how even 
very modest cost avoidance associated with 
forms production and increases in general 
productivity can produce dramatic results 
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when multiplied across the entire user com- 
munity. To demonstrate the possible efficien- 
cies that could be achieved with PACTS®’, 
the project team traveled to the Western Dis- 
trict of Texas probation and pretrial services 
offices to conduct testing comparing current 
methodologies of document production and 
PACTS® methodologies of electronic forms 
development. Participating in the testing were 
staff from the AO’s Systems Deployment and 
Support Division, Applications Maintenance 
and Development Division, and Federal Cor- 
rections and Supervision Division, and the 
probation and pretrial services offices from 
the Western District of Texas. Separate test- 
ing was conducted in each office. 

The group agreed to test five forms for 
purposes of this analysis. Those forms are the 
initial case supervision plan (ICSP), travel 
permit, Form 14-A Request for Arrest Record, 
Flash Notice Request, and Form 7A Condi- 
tions of Supervision. These forms were se- 
lected by the group because of their frequency 
of use and because they ranged in complexity 
from a simple one-page form to the more 
elaborate multi-page case plan. The goal of 
the testing was to develop a base of knowl- 
edge to generalize to all forms without per- 
forming testing on all forms. 

That testing demonstrated a wide range of 
average efficiencies achieved through the elec- 
tronic forms development methodologies of 
PACTS®™, For example, the mean time for 
completion of the case plan was 36 minutes 
using the older methodologies. The mean 
time using the electronic forms development 
methodologies of PACTS®™ was 6 minutes, 
a per-plan savings of 30 minutes. Simpler 
forms like the travel permit and Form 7A 
achieved smaller savings of 5 minutes and 10 
minutes respectively. 


TABLE 1 


The group agreed to test five pretrial ser- 
vices forms for this analysis. Those forms are 
the initial case supervision plan (ICSP), field 
sheet, Form 14-A Request for Arrest Record, 
initial chronological record, and PS 7 Report- 
ing Requirements. These forms were selected 
by the group because of their frequency of use 
and because they ranged in complexity from 
a simple one-page form to the more elabo- 
rate multi-page case plan. 

That testing demonstrated a wide range of 
average efficiencies achieved through the elec- 
tronic forms development methodologies of 
PACTS®. For example, the mean time for 
completion of the ICSP was 38 minutes us- 
ing the older methodologies. The mean time 
using the electronic forms development 
methodologies of PACTS*™ was 9 minutes, 
a per-plan savings of 29 minutes. Simpler 
forms like the field sheet and initial chrono- 
logical record achieved smaller savings of 9 
minutes and 7 minutes respectively. 

The testing described above demonstrates 
the potential savings that can be achieved in pro- 
bation and pretrial services offices when apply- 
ing PACTS* methodologies. Because we 
could not test every form used by officers, we 
generalized from the testing done in the West- 
ern District of Texas. The following table con- 
tains efficiency improvement estimates based on 
the number of cases handled in the system an- 
nually multiplied by the average number of 
forms per case multiplied by a conservative es- 
timate based on our testing of 3 minutes saved 
per form. Those efficiencies are then given a 
dollar amount by multiplying the hourly rate 
of staff, in an effort to demonstrate the poten- 
tial real efficiencies that can be achieved. 

Table 1 presents a very conservative esti- 
mate of the savings that can be realized 
through the implementation of PACTS®™., 


Increased Efficiency Through Electronic Forms Development 


The testing we conducted, which showed sub- 
stantially more savings than we present, was 
artificially optimistic in favor of the current 
methodologies. In real life, staff time would 
be spent assembling the pieces of information 
necessary to complete the various forms. In 
PACTS®™ all that basic information will be 
assembled instantaneously by the system. 

Our analysis investigated the effects of 
three levels of hypothetical improvement in 
general efficiency. 


Low improvement is defined as a | percent 
improvement in overall efficiency of pro- 
bation and pretrial services officers, and a 
2 percent improvement in overall effi- 
ciency of support staff. 


* Medium improvement is defined as a 2 per- 
cent improvement in overall efficiency of 
probation and pretrial services officers, 
and a 5 percent improvement in overall 
efficiency of support staff. 


* High improvement is defined as a 5 per- 
cent improvement in overall efficiency of 
probation and pretrial services officers; 
and a 10 percent improvement in overall 
efficiency of support staff. 


For example, a 1 percent increase in gen- 
eral efficiency among all officers, and exclu- 
sive of any efficiencies gained among support 
personnel, would yield a net savings (cost 
avoidance) of $3.12 million. For clerical staff 
a 2 percent increase in general efficiency 
would yield an annual cost avoidance of $1.56 
million. The combined cost avoidance of of- 
ficers and support staff would yield an annual 
cost avoidance of $4.68 million. 

This analysis used the most conservative 
parameters; we have included the more opti- 
mistic figures here for the purposes of illustra- 


PRETRIAL SERVICES 


Average Total Minutes 

Number Number Forms Savings Saved Hours Hourly Costs 
of Cases of Forms per Year per Form perForm Saved RateofPSO Avoided 
investigation Cases 63,497 50 323,835 a 971,504 16,192 $30 $485,752 
Supervision Cases 30,502 10.04 306,240 3 918,720 1S3t2 $30 $459,360 
TOTAL 15.14 630,075 1,890,224 31,504 $30 $945,112 

PROBATION 

PSI/PSIG 49,826 10.80 538,121 3 1,614,362 26,906 $30 $807,181 
Supervision Cases 88,966 13.16 1,170,348 3 3,511,043 56,517 $30 $1,755,522 
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tion, and because we believe the assumptions 
of 1 percent for officers and 2 percent for sup- 
port personnel to be quite conservative. 

Note that cost avoidance is not equivalent 
to cost savings. The cost avoidance due to in- 
creased officer and clerical efficiency will free 
those resources to perform other mission- 
critical aspects of their job. Thus, because the 
personnel will remain on staff, the benefits 
described in this document attributable to 
PACTS®™ are not actual savings to the judi- 
ciary. Rather, they demonstrate the costs 
avoided in freeing the probation and pretrial 
services community from their heavily paper- 
based environment. The benefit—quantified 
herein as cost avoidance—accrues not to the 
bottom line on a budgeting statement, but to 
the community that the federal judiciary 
serves. That community avoids the costs of 
inefficient and cumbersome manual proce- 
dures, and increases the effectiveness and per- 
haps also the range and scope of services 
provided by probation and pretrial services: 
ensuring the public safety, monitoring and su- 
pervising defendants and offenders, ensuring 
that conditions are met, and that violations 
are dealt with speedily. 


Business Process Changes 


Achieving the benefits of PACTS®™ requires 
more than just installing software and con- 
ducting training. It requires a commitment 
from the chief probation and/or pretrial ser- 
vices officer to change local processes to take 
advantage of the functionality provided. The 
introduction of a new computer system into 
a work environment generally causes some 
disruption to day-to-day operations. Staff 
must learn new screens and commands, 
workflow may need to be changed, conver- 
sion of data and customized features from the 
old system is usually time consuming. All of 
this must happen while the office continues 
to accomplish its primary mission. In order 
to mitigate some of this disruption, tasks de- 
signed to ease the transition for data quality 
staff have been included in the PACTS®™ 
Project Plan. Most of these tasks are covered 
in two sections of the project plan, Business 
Processes and Training and Support. 
Although PACTS® will replace the 
legacy case management systems in each of 
the federal courts’ probation and pretrial ser- 
vices offices, each probation/pretrial services 
office has the flexibility to decide how the sys- 
tem will be integrated into the office’s work 
processes. Three basic options are available, 
with unlimited local variance among them 


TABLE 2 


Savings Due to Increases in General Efficiency 


OFFICER EFFICIENCY 
Hours Saved Average Savings per Number Total Savings 
per Year Hourly Rate = Officer per Year of Officers per Year 
20.8 $30 $624 5,000 $3,120,000 
41.6 $30 $1,248 5,000 $6,240,000 
104.0 $30 $3,120 5,000 $15,600,000 
SUPPORT STAFF EFFICIENCY 
Hours Saved Average Savings per Number Tota! Savings 
per Year Hourly Rate —_ Clerical per Year of Clerks per Year 
41.6 $15 $624 2,500 $1,560,000 
104.0 $15 $1,560 2,500 $3,900,000 
208.0 $15 $3,120 2,500 $7,800,000 
TOTAL EFFICIENCY IMPROVEMENT 
Rate Officer Clerical Total 
Low $3,120,000 $1,560,000 $4,680,000 
Medium $6,240,000 $3,900,000 $10,140,000 
High $15,600,000 $7,800,000 $23,400,000 


possible: 1) traditional data entry model; 2) 
officer-centric model; or 3) hybrid model 
combining both approaches, as shown in the 
table below. 

The choice of the implementation strat- 
egy is a management decision that will directly 
affect the business processes and workflow 
within the office. To assist management in 
making this decision, a Business Process 
Workgroup could be formed to document 
current business processes in a manner that 
is easy for managers to review, understand, 
and modify. Once current processes have 
been documented and reviewed and the busi- 
ness process model has been chosen, the Busi- 
ness Process Workgroup can prepare the 
office to begin day-to-day operations using 
PACTS® with the process model chosen for 
that district. 

Depending on the model chosen and the de- 
gree of change from the current model, the dis- 
trict will have to re-engineer business processes 
to insure a smooth transition. For example, 
having officers enter data will introduce more 
error into the data entry process. Therefore, 
management needs to create or modify the 
district’s data quality assurance plan and pro- 
cedures to reflect the new workflow. That qual- 
ity assurance program would need to compare 
entered data to source documents, look for 
common errors, and report back to staff who 
make errors on those errors so that staff can 
become aware of them and avoid similar er- 
rors in the future. 


The simple fact that the current process is 
changed could cause the district to establish 
procedures that are not now necessary. For 
example, opening up the data entry function 
could introduce the possibility that cases get 
lost before they get entered. This has obvious 
negative implications for workload credit for 
the office. Therefore, it may be necessary to 
validate and make any necessary adjustments 
to new work processes after the PACTS*™ 
system has been implemented to insure 
against this type of problem. 

One final obvious area that will clearly 
need to be reviewed encompasses several areas 
including all local forms, reports, and applica- 
tions. For example, it may be necessary to 
modify data collection forms to reflect the new 
screens and to accommodate the new workflow. 
The district should also work with the systems 
staff to determine the need for existing locally 
developed reports and applications. This analy- 
sis should look carefully for any duplication of 
effort between PACTS®™ and the local system 
which preceded it. 


The Future 


The probation and pretrial services user com- 
munity has long desired and sought support 
for the development of automated function- 
ality that empowers officers in the commu- 
nity. That desire first manifested itself in the 
Mobile Computing project, which tested the 
idea of using laptops to provide that function- 
ality. That project demonstrated the value of 
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TABLE 3 


Range of PACTSE™ Business Process Model Options 


Traditional Data Hybrid Officer-Centric 
Entry Model 
Most client records Officers 
e New system created and create client 
replaces maintained by records 
current case administrative staff 
management e Data entered 


system using 
Traditional Data § 
Entry Model 


Administrative 
Staff enter data 


¢ Data quality and test group of 
analysts officers share data 
maintain data maintenance 
integrity responsibilities 


technology when the officer was away from 
the office. However, it also demonstrated the 
limitations of bulky laptop computers in pro- 
viding that functionality. The expanded use 
and functionality of personal digital assistants 
or handheld computers has raised the proba- 
tion and pretrial service community’s inter- 
est in meeting their needs through these 
devices. As PACTS® begins implementa- 
tion, the District Court Technology Panel and 
Chiefs Advisory Group believe strongly that 
the Community Technology initiative is the 
most important need of officers on the street. 
The objective of this project is to provide pro- 
bation and pretrial services officers with the 
automated functionality they need to more 


Test group of officers 
selected to create 
and maintain client 
case record 
information 


Data quality analysts 


and maintained 
by officers 


e Data quality 
analysts and 
officers share 
data maintenance 
responsibilities 


efficiently perform the duties required of 
them by law in the community. The project 
will focus on using this technology in five 
critical areas: pretrial services supervision of 
defendants; post-conviction supervision of 
offenders; presentence investigations; pretrial 
services investigations; and safety of officers 
in the community. Federal probation and 
pretrial services officers are required to inves- 
tigate and supervise defendants/offenders as 
ordered by the court. Those functions require 
officers to leave the courthouse and go into 
the community. Therefore those officers are 
“remote knowledge workers” requiring elec- 
tronic access to case-specific data from a va- 
riety of remote locations. Moreover, the 


primary concern of the judiciary and officers 
in the community is the personal safety of of- 
ficers in the field. Those two needs combined 
create the need for officers in the community 
to have handheld computers. 

Another potential source of integration is 
with kiosk technology. The kiosk could collect 
a live biometric measurement of offenders’ 
hand geometry or fingerprints or one of sev- 
eral other options to verify that the offender is 
the one interacting with the kiosk. Then, the 
screen would prompt the probationer to an- 
swer a series of questions (in English or Span- 
ish) previously determined by the probation 
officer, including current address, phone num- 
ber and other information. The kiosks could 
also collect fine and restitution payments. Once 
the electronic reporting session is complete, the 
system issues a receipt to the probationer. Over 
time, a detailed history of the degree of com- 
pliance is collected on each offender. The sys- 
tem identifies those who are non-compliant, 
and for whom the probation officer may need 
to take some direct action. 

The future of technology in the field of 
community corrections is only limited by one’s 
ability to conceive effective uses for the ever-grow- 
ing waves of technology to the field of commu- 
nity corrections. Harnessing that potential while 
eliminating those technologies that are more toy 
than useful tool is the secret to success in these 
initiatives. However, having a “state of the mar- 
ket” case management system is the first and most 
essential step in implementing these various tech- 
nologies in a community corrections system. 
With the implementation of PACTS®™ the fed- 
eral probation and pretrial services system is 
poised to move forward on a solid foundation. 


= 


THE PROBATION OR PRETRIAL 


services chief who wishes to fulfill the mis- 
sion of federal probation and pretrial ser- 
vices—‘“to exemplify the highest ideals and 
standards in community corrections”—will 
find in technology a powerful, but sometimes 
mysterious, ally. Though the benefits of us- 
ing technology in the probation/pretrial ser- 
vices field are compelling, the difficulty of 
making it work is still troubling and, for some, 
seemingly insurmountable. 

The first challenge for chiefs, then, is a 
mental one—to believe in technology, not as 
a panacea for all the challenges in the system, 
but as a helpful tool to accomplish their 
daunting responsibilities and to manage their 
complex operations. Chiefs should strive to 
be, or to become, “believers” in technology, 
thereby rejecting the alternative postures that 
include “waverers,” “atheists,” “agnostics,” 
“zealots,” “hypocrites,” and “monarchs” (Earl 
and Feeny, 2000: 11-16). 

What will make chiefs believers? First, 
understanding the extent to which informa- 
tion technologies are changing our patterns 
of commerce, organizational design, social 
interaction, and work. Chiefs should consider 
the following facts: 


* Over the past decade, the portion of new 
capital investment devoted to information 
technologies has risen from under 10 per- 
cent to over 50 percent, making it the larg- 
est category of capital investment in the 
U.S. economy by far. 


* Banking transactions over the Internet cost 
only about 3 percent of those at traditional 
walk-in counters, suggesting the huge pro- 

ductivity gains possible from delivering 


services over computer networks. 
(Harvard Policy Group, 2000: 1) 


When Bill Clinton first entered office in 
1993, there were only 50 web sites in the 
entire world. Near the end of his adminis- 
tration, however, he reported that there 
were nearly 20 million sites on the Internet 
(Clinton, 2000). 


Through the efforts of the recent project 
on Reinventing Government, federal ex- 
ecutive agencies have used technology to 
achieve significant progress in their per- 
formance. For example, passport applica- 
tions are now available on the Internet, 
and the 1-800 service of the Social Secu- 
rity Administration outperformed L. L. 
Bean and Disney in 1995 (Blair House Pa- 
pers, 1997: 5). 


In the judiciary’s own time line (developed 
at the request of Congressman Harold 
Rogers), before 1972 there was virtually no 
automation to support the federal 
judiciary’s core functions except electric 
typewriters. By 1998, the judiciary had a 
national communications network linking 
30,000 employees at 700 sites. It also had 
installed the Federal Judiciary Television 
Network, which, by 2000, had some 250 
downlink sites across the nation, making 
it the second largest government satellite 
network in the U.S. 


According to this same report, the benefits 
of technology for the judiciary’s probation 
and pretrial services officers include tech- 
nological tools and capabilities such as 
mobile computing, immediate access to 
criminal databases, ankle monitors and re- 


Michael Eric Siegel, Senior Education Specialist, Federal Judicial Center 
Elaine Terenzi, Chief U.S. Probation Officer, Middle District of Florida 


mote electronic monitoring, and on-site 
urinalysis—all to enhance the investigation 
and supervision of offenders and increase 
public safety. (AO and FJC, 2000: 32). 


The logical conclusion of this mountain 
of evidence on the importance of technology 
in our personal and professional lives is that 
“a posture of disengagement is now outdated” 
(Harvard Policy Group, 2000: 2). Assuming 
that a chief will choose to be a believer in tech- 
nology, what is the next hurdle to overcome? 
The second challenge is a strategic one, as 
chiefs consider how to fully exploit the ben- 
efits of technology, instead of simply using it 
to automate high-volume bureaucratic rou- 
tines. The goal of automation is to use net- 
works to enhance productivity and improve 
services. In short, chiefs must learn how in- 
formation technology can be used for strate- 
gic innovation and not simply for tactical 
automation. 

Consider, for instance, the potential power 
of mobile computing. Probation and pretrial 
services officers spend two to three days a 
week in the field performing investigative 
work or client supervision. Mobile commu- 
nication, including cellular telephones, pag- 
ers, laptop computers, tablet computers, or 
personal digital assistants, can increase officer 
productivity—and safety—considerably (AO 
and FJC, 2000: 32). 

Most districts have developed report-gen- 
erating assistance for officers assigned to con- 
duct presentence investigations. Numerous 
versions of macro-generated reports assist 
officers in developing a well-organized and 
thorough report with limited assistance from 
support staff. The Southern District of Florida 
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uses an offender telephone call-in system as a 
means of monitoring their administrative 
caseload. The information is automatically 
entered into a searchable database, which 
highlights changes in an offender’s reported 
circumstances for follow-up by an officer or 
assistant. 

Chiefs should also consider the potential 
power of a handheld computer instrument. 
As viewed by Chief Terenzi: 


Handheld computing instruments, such 
as the Palm Pilot, offer a whole new di- 
mension to portability solutions. Just 
within the past few months this new tool 
has become the one item I can’t manage 
without! It is loaded with a searchable 
database containing identification infor- 
mation, address, and case management 
information for all 3500 offenders under 
the supervision of our offices (down- 
loaded from PACTS and automatically 
updated with each “HotSync’”); all active 
investigations in the district, to whom 
they’re assigned and when they are due; 
the Administrative Office and Federal Ju- 
dicial Center directories; and an emer- 
gency contact list for all our staff 
including home, office, cell, and emer- 
gency contact numbers. I now carry a li- 
brary of reference materials in my wallet. 
It includes our district manual, our local 
rules, Title 21 and Rule 46 of the U.S. 
code, the DSM-IV, a drug identification 
reference manual, the 2000 U.S. Sentenc- 
ing Guidelines, and the Guideline and 
Criminal History Calculator. I can use it 
to track my travel expenditures, check my 
calendar, and have it remind me of im- 
portant meetings. All this, and I have used 
less than half of its available memory! A 
Global Positioning System (GPS) can be 
added to help find your way in the field; 
bar code scanners can be added to quickly 
process inventory, file systems or U/A 
samples. The tool seems only limited by 
our imaginations. 


Having developed a strategy to take advan- 
tage of technological aids, the chief faces the 
challenge of implementation—making things 
work. Perhaps the most important dimen- 
sions of this challenge are the development 
of excellent relationships with systems staff 
and the evolution of effective management 
strategies to manage and develop automation 
staff. Like other executives, chiefs are some- 
times frustrated in their work relationships 
with automation professionals. Part of the 
frustration stems from the fact that automa- 
tion professionals see the world quite differ- 
ently from probation/pretrial services chiefs, 


and yet the contributions of the automation 
professionals to the work of probation and 
pretrial are vital, as indicated above. 

The MOHR Company conducted research 
on the working preferences and characteris- 
tics of technical professionals during the 1980s 
and 1990s. MOHR interviewed thousands of 
automation professionals in high-technology 
companies, such as Hewlett-Packard, IBM, 
and Apple Computers. They concluded that 
technical professionals exhibit the following 
kinds of characteristics: 


A Desire for Autonomy 


Technical professionals prefer to select the 
conditions, pace, and content of their work. 
They are a highly credentialed group of em- 
ployees, with notable marketable skills, and 
they bristle at the idea of being micro-man- 
aged. Indeed, technical professionals may 
harbor suspicions of management, or remain 
confused about what managers actually do. 
When asked to describe a perfect working 
world, they frequently mention a work envi- 
ronment devoid of managers entirely. 


A Need for Achievement 


Technical professionals enjoy solving difficult 
problems. They are delighted when they have 
an opportunity to apply their specialized skills 
to solve complex problems or develop inno- 
vative solutions. They tend to become ener- 
gized by figuring things out; in fact, 
sometimes they become excessively involved 
in a project, losing their ability to focus on 
any competing priorities. Technical profes- 
sionals welcome uninterrupted blocks of time 
when they can concentrate on solving prob- 
lems and developing or enhancing programs. 
Unfortunately, this need for achievement 
does not always translate into providing out- 
standing customer service. 


Professional Identification First, 
Organizational Identification 
Second 


Like university faculty, technical profession- 
als identify strongly with their “discipline” 
and only secondarily with their organization. 
One of the authors vividly remembers attend- 
ing faculty cocktail receptions (which he does 
not recommend) where he would discover the 
disciplinary identifications of several new ac- 
quaintances (economist, sociologist, etc.) and 
only later in the conversation understand 
their organizational affiliation (The Univer- 
sity of Maryland, The University of Chicago, 


etc.). Similarly, in the courts, automation pro- 
fessionals are more likely to identify with the 
computer community and less so with the 
court community, or in the case of probation 
pretrial, with the criminal justice or commu- 
nity corrections communities. 


Participation in Organizational 
Mission and Goals 


While technical professionals may not imme- 
diately identify with probation and pretrial 
work, they will be more highly motivated to 
do so through explanations of the “business” 
and its goals than through incomplete politi- 
cal statements like, “The boss just wants it 
done!” Technical professionals resist internal- 
ization and commitment to mandated orga- 
nizational goals, preferring to rely on logical 
and goal-oriented justifications. Moreover, 
research conducted even more recently than 
the MOHR studies indicates that technical 
professionals want to feel that they make a 
difference in organizations; they want to feel 
part of a larger purpose. As expressed by Wali 
Street Journal reporter Kemba Dunham: 


Today scores of managers and profes- 
sionals are fleeing their jobs in the for- 
profit dot-com economy for more 
personally rewarding—but usually less fi- 
nancially remunerative spots in the non- 
profit world. (2000) 


Collegial Support and 
Professional Development 


Technical professionals, as mentioned, are in- 
terested in making positive contributions to 
their organizations. They want to be perceived 
as part of the organization, not as standing 
apart from it. They want positive feedback 
when they have done good work. In this re- 
gard, they are like all other employees. More- 
over, technical professionals are in a profession 
where obsolescence is common; they, more 
than most others, are in desperate need for 
continuing education and even certification 
opportunities. (MOHR Development Co.: 5) 

There are things chiefs should and should 
not do in order to bring out the best in their 
systems staff. If we could imagine a systems 
manager describing what she would like to 
have from her chief (and what she would not 
want from her chief), the ideas would read 
something like this: 


I know you cannot give me a full grant of 
autonomy, because we are both respon- 
sible to the court and to the citizens of this 
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nation. Consequently, I will have to learn 
more about the schedules, deadlines, and 
process of probation and pretrial. I will 
have to familiarize myself with key events 
and with the issues of volume of caseload, 
types of caseload, supervision needs, and 
all the rest. That way I will know how I 
can contribute more in the first place. 

I do not, however, work well in envi- 
ronments where I feel that people are 
constantly looking over my shoulder, sec- 
ond-guessing me, and, ultimately, not 
trusting me to do the right thing. I look 
forward to receiving projects and work 
assignments from you, but I would like a 
chance to discuss them with you in order 
to gain a better understanding of what 
you re really trying to accomplish. I want 
to know which of the projects are urgent, 
and which can be done at a more relaxed 
pace. I also would like to have input into 
these matters when possible. 

lam driven by a sense of achievement, 
and although I don’t always show it, I 
would like to contribute meaningfully to 
this agency. In this regard, I am interested 
in sitting in on management meetings, 
even though the scope of those meetings 
extends beyond automation issues. After 
all, if you’re calling me a “systems man- 
ager,” I ought to identify with the man- 
agement of the district or office. 


Conversely, systems managers need to 
understand the responsibilities of the chiefs. 
When we look at the organizational and cul- 
tural perspectives of chiefs, we can quickly 
identify a potential for “disconnects” with 
technical professionals. Chiefs desiring to cre- 
ate an autonomous work environment for 
systems staff might be prevented by the dead- 
lines and the rhythm of the judicial process. 
When there is a large-scale arrest besetting a 
pretrial services office, a chief cannot endure 
delays caused by her systems staff being un- 
available to help due to its involvement in re- 
writing code. In terms of the justifications for 
change and project development, it is not al- 
ways as rational a world as the systems staff 
would like. Politics intercedes, and the chiefs 
must mollify judges who are not generally 
known for their patience. 

In order to manage successfully the many 
tasks for which the chief is responsible, the 
systems manager can be a powerful ally. The 
following might be a chiefs perspective on 
what she hopes from the systems manager: 


I have a wide span of responsibility 
and accountability, and I have different 
time constraints than you. I have to in- 
teract, not only with those within our of- 


fice, but with other agencies and organi- 
zations. I need information to be summa- 
rized. At the same time, I am not as 
technically literate as you, and need to have 
some things explained in more detail. 

It will help both of us if you understand 
the nature of the work that my other staff 
do and the pressures under which we op- 
erate. For instance, a defining aspect of of- 
fender supervision in the federal system is 
the practice of using individualized super- 
vision plans for each offender to achieve 
the multiple goals of enforcing court or- 
ders, enhancing community protection, 
and successfully reintegrating offenders 
into the community. Managing individual 
plans for 50 to 70 offenders while conduct- 
ing pre-release investigations, responding 
to collateral assistance requests from other 
districts, and managing a variety of legis- 
lative requirements for special offenders 
is a tremendous organizational challenge. 
To juggle all of this while spending most 
of his time in the community can make 
an officer feel as ifhe is on a treadmill bro- 
ken in the “on” position. The interrelated 
aspect of each segment of supervision may 
seem confusing to you. However, by look- 
ing at the whole picture, you might be able 
to understand that solutions that make 
sense when looking at a single issue or 
challenge become impractical in the fast- 
paced, fluid world of supervision services. 

Moreover, the supervision officer can- 
not be tied to a desk. To be effective, the 
officer must be in the community where 
the offenders live, work, and oftentimes 
violate the conditions of their release. 
These officers struggle to find the time to 
learn a new computer system or program. 
They are reluctant to type their own 
work. Their lack of interest in these desk- 
top tools can be frustrating to the tech- 
nical professional designing them. 

In terms of our presentence officers, 
whom | also supervise, their investigation 
assignments are quite high. The deadlines 
come faster with even more investiga- 
tions behind the ones they are currently 
working on. They are like Lucille Ball 
wrapping and placing chocolates on a 
constantly moving conveyor belt, on that 
famous TV sitcom episode. When a pre- 
sentence officer needs assistance, it often 
comes with a proverbial scream and not 
much patience: “I NEED IT NOW!” If 
taken personally, this could damage the 
relationship with you, the technical pro- 
fessional (who feels unappreciated); thus, 
the request could be misinterpreted as an 
unreasonable demand (presentence offic- 
ers are spoiled and impatient). 


I also need your help in understanding 
some of the challenges I face in maintain- 
ing a sense of fairness for all of my em- 
ployees. For instance, as the salaries of the 
technical professional increase, and in 
some cases surpass, those of the hazard- 
ous duty staff they serve, animosity can 
get in the way of partnerships. From an 
officer’s perspective, technical staff do not 
perform the core work of the probation 
service and should not be compensated 
at a level higher than an officer. From 
their view, the disparity in formal higher 
education between the two professions 
only adds salt to the wound. Officers are 
required to have a bachelor’s degree at a 
minimum and many have master’s de- 
grees. Technical staff, on the other hand, 
often pursue certifications rather than 
degrees and may not be as adept at com- 
munication in writing or around a con- 
ference table as an officer. 

Also, officers, especially presentence 
writers, are acutely aware that they work 
for the court and embrace the tradition 
of the court as an important part of their 
culture. Their dress is conservative and 
their manner professional. Technical 
staff, on the other hand, consider them- 
selves to be part of the probation office. 
They are not “sworn in” before a judge 
as an officer of the court. But you need 
to contribute to a professional working 
environment, especially by way of your 
appearance. Therefore, | have to be fair 
in expecting everyone to dress in a con- 
servative, professional manner, in a way 
that reflects the nature of our work. 


In order to bridge this gap of understand- 
ing, the chief must be creative. To help sys- 
tems staff become acquainted with the officers’ 
work, she can have the staff open a case, dic- 
tate a chrono, conduct a case review, and pre- 
pare a court packet. Arranging for an 
automation professional to ride along with a 
probation officer for a day would help the au- 
tomation professional appreciate the complex- 
ity of the job and also the benefits of mobile 
computing to officers’ success (and safety). In 
this way, they will see the strategic uses of tech- 
nology in addition to its bells and whistles. 

The chief can also be an advocate for the 
technical staff—taking the opportunity to 
champion their attributes to the officers, pub- 
licly recognize their creativity, and explain the 
highly obsolescent nature of their profession. 
For example, by posting the number and fre- 
quency of support calis to which technical 
staff must respond, the chief can point out 
that, like probation and pretrial services of- 
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ficers, automation staff must be adept at 
multitasking. 

Furthermore, the chief needs to develop a 
certain level of trust in her automation staff 
to gain the full benefit of their productivity. 
To realize the benefits of technology in a stra- 
tegic way, as discussed earlier, the chief has 
to relinquish whatever tendency he has to 
micro-manage automation staff. This grant 
of autonomy to automation staff may seem 
threatening to chiefs, who usually are in close 
control of office operations; however, in the 
realm of technology, chiefs usually do not 
have sufficient expertise to maintain close 
control. And, again, technical professionals 
will work more productively when trusted by 
their managers. 

In sum, to maximize the benefits of pro- 
bation and pretrial services, chiefs and sys- 
tems managers must bring their special talents 
and strengths to the collective enterprise of 
management. As Peter Drucker once said, 
“Management is about human beings. Its task 
is to make people capable of joint perfor- 
mance; to maximize their strengths and ren- 
der their weaknesses irrelevant” (1988: 75). 


Conclusion 


In a March 1997 interview with Government 
Technology, Kathleen O'Toole, then Massa- 
chusetts Secretary of Public Safety, described 
the progress made in her state to integrate the 
various components of the criminal justice 
system (1, 42, 44). With the state’s “single 
inquiry system,” police, probation, correc- 


tions, and parole officers can access a large 
database of information from a variety of state 
agencies. A single inquiry on a subject at a 
traffic stop, for instance, could turn up out- 
standing warrants, restraining orders, proba- 
tion and parole status, court records, DUI 
arrests, sexual offender records, and firearms 
registration. She noted that “many of the 
agencies that we needed to interact with to 
accomplish this totally integrated system fell 
within different branches of government” 
(1997: 42). Nonetheless, the agencies coop- 
erated to overcome “turf wars,” because they 
were united in the vision of a fully integrated 
criminal justice system to help reduce or re- 
spond to crime in Massachusetts. 

Technology makes this kind of seamless 
system a real possibility for the federal pro- 
bation and pretrial system as well. To benefit 
from its use, probation and pretrial chiefs 
need to believe in technology, develop a plan 
to use it in a strategic fashion, and implement 
the plan through coilaborative relationships 
with all staff members. 
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Introduction 


Most officers will agree that the focus on of- 
fender contact field work has increased dra- 
matically over the last decade. Officers need 
to spend their time and efforts on issue- and 
result-driven contacts. Officers must triage 
their efforts on the offenders who need im- 
mediate and multiple contacts to ensure pub- 
lic safety and compliance with court-ordered 
conditions and sanctions. Almost every dis- 
trict will indicate that officer “field time” has 
increased over the past five years. Officers are 
doing better jobs of planning and identifying 
issues to address at field contacts; nonethe- 
less, increased field time does not always yield 
increased contact with the defendants/offend- 
ers or collateral sources. Officers still spend a 
great deal of time calling and driving to homes 
or work sites only to leave a card for the de- 
fendant/offender to call back. This equates to 
thousands of personnel hours, resources, and 
other support duties with great “issue-driven 
intentions” but no results. To be fair, many 
offenders/defendants also spend a lot of time 
leaving messages and wasting trips to the of- 
fice only to find their officer unavailable. 
Basic technology such as e-mail, fax, and 
answering machines have certainly increased 
communication and allowed transmittal of 
important information in an efficient man- 
ner. Those basic technologies are common- 
place to businesses, but often not always 
readily available to offenders/defendants, es- 
pecially the cases we need to see the most of- 
ten. We must look at other available 
technologies that can facilitate contacts and 
field work without wasted efforts. The district 
of Utah implemented the use of digital dicta- 
tion/transcription and traditional pagers as 


time-saving programs and is currently devel- 
oping a kiosk machine. These programs are 
an effort to allow greater flexibility of work 
hours and create more time for face-to-face 
field work. 


“Page me” 


When looking for an employee who is not at 
their desk, we usually page or call a cell phone; 
we do not drive to their house or work site 
and hope they are there. Family members, 
children, and significant others carry pagers. 
Take a walk down the hall of any high school 
and it will appear that every other student has 
a pager. The reason for such popularity is that 
pagers are inexpensive and efficient. With the 
exception of a few isolated rural areas, a per- 
son can be contacted anywhere. 

For the past three years, the district of Utah 
has found designated pagers to be an efficient 
way to contact offender/defendants without 
wasted trips, telephone calls, or other fruit- 
less efforts. The pager is the property of the 
Probation and Pretrial Services Office and is 
assigned to the offender/defendant as a con- 
dition of supervision or pretrial release. Only 
the Probation and Pretrial Services Office 
knows the number, which keeps the defen- 
dant/offender from using the pager for per- 
sonal calls. If the pager beeps, it is the officer 
with a directive. Offender/defendants are re- 
quired to respond to the pager 24 hours a day, 
seven days per week. 

Use of the pager can be designed by the 
individual supervision officer to meet the 
needs of each case. For example, if number 
“1” appears on the LED screen, it means call 
your officer immediately, “2” means come to 
the office within one hour, “3” means sub- 
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mit a urine sample within two hours, etc. The 
menu is only limited by the officer’s imagi- 
nation. Pagers have worked very well with of- 
fender/defendants who do not have or cannot 
afford telephones. Those defendants/offend- 
ers are most likely to cause an officer a great 
deal of fruitless effort to make contact. If 
paged, that offender/defendant can go to a 
public telephone or neighbor to contact the 
probation/pretrial office. Although the pro- 
gram works well in any area, it can be a great 
time and miles saver with rural caseloads. 

Pagers have also served as an alternative 
or enhancement to traditional ankle-brace- 
let electronic monitoring. Current electronic 
monitoring can control and report a defen- 
dant/offender’s movement at the home or 
base station. It does not assist the officer dur- 
ing the hours the defendant/offender is on 
work or other release from the transmitter 
station. The pager can contact the defendant/ 
offender at any time and any place with di- 
rectives from the officer. It is most often used 
as an enhanced sanction at administrative 
staffings or violation hearings for offenders/ 
defendants who have demonstrated a need for 
more control. 

Pagers are inexpensive and can be com- 
bined with offender/defendant co-pay or full 
pay as part of the special conditions, depend- 
ing on local court policy and philosophy. The 
District of Utah originally leased the pagers 
for approximately $4.00 per month. The Pro- 
bation and Pretrial Services Office subse- 
quently purchased pagers, pays a lower 
monthly service fee, and issues them directly 
to the offender/defendant as ordered by the 
Court. Cost for replacement of the pager if 


lost, broken, or stolen is approximately 
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$60.00. At today’s gas prices and other trans- 
portation-related costs, combined with the 
wasted hourly salaries for “no contact” efforts, 
the pagers appear to pay for themselves nearly 
instantly. Currently the offender/defendant 
signs an agreement to reimburse the cost of 
the pager if it is lost or stolen; but even in the 
few cases where the pager or money is not 
recovered, it is money well spent on the 
supervision mission. For any criminal super- 
vision office, this technology can increase of- 
fender contact while decreasing the effort and 
time to successfully facilitate the contact, 
leaving more time for other issues and urgent 
field supervision activities. 


Digital Dictation 
and Transcription 


We all know “if it’s not documented, it didn’t 
happen.” In support of that theory, the Dis- 
trict of Utah has installed a digital dictation 
system. These types of systems have been used 
by doctors and police agencies for years to 
transcribe information at the end of an event 
or shift from any location. It allows officers 
and staff to enter chronological case nota- 
tions (“chronos”) from any telephone at any 
time. The officer can spend a full day in the 
field, go directly to his/her home or any tele- 
phone and call in the information. Officers 
dial into the systems and then are prompted 
for a user identification number, a work type, 
and a subject identification number. The 
records are then transcribed by support staff 
(who also can be located anywhere) and en- 
tered into the computer system with less than 
a two day turnaround. 

Since implementing the digital dictation 
system, the District of Utah has received many 
benefits. Any officer who has had to cover or 
respond to another officer’s case knows the 
importance of being able to have the most cur- 
rent activity available before making contact 
with the defendant/offender. This necessity is 
met with digital dictation since support staff 
can transcribe from any field office or alterna- 
tive location (i.e., work at home). This allows 
for guaranteed quick turnaround entry with- 
out delay due to support staff being on sick or 
annual leave. This type of system also allows 
managers to create alternative work sites and 
make better use of traditional office space. It 
further allows management more equitable 
options for work distribution without the limi- 
tations of geography and distance. 

In Utah, the majority of presentence re- 
ports transcribed for officers in the Salt Lake 


main office are completed by support staff 
in the satellite St. George office 305 miles 
away. Chronological records are transcribed 
by a clerk at a “work at home” alternative 
duty station. Digital dictation also creates 
the potential for part-time transcriptionist 
positions and other options for the maxi- 
mum use of decentralized Court Personnel 
System funds. 

Dictation transcribed from the digital sys- 
tem is entered and saved on the district com- 
puter network system with no greater delay 
than when working with support staff in the 
same building. There are no tapes to be trans- 
ported, damaged, or lost. This system works 
for all written information stored by the Pro- 
bation and Pretrial office. More importantly, 
it keeps officers in the field for investigations 
and offender/defendant management rather 
than behind a keyboard doing a clerical job 
at an officer’s salary. 

Active workload statistics can readily be 
extracted from the digital system to provide 
information on the amount of work to be 
transcribed or the amount completed. Turn- 
around time is easily computed for the infor- 
mation that is stored. Hourly work status 
graphs help evaluate and equalize work as- 
signments for support staff. 


What is a Kiosk? 


The District of Utah Probation and Pretrial 
Office is currently developing a plan to in- 
volve kiosk technology as an aid to supervi- 
sion strategies. We project the first kiosk to 
be up and running by November of 2001. We 
are all familiar with these interactive machines. 
Although nothing can beat good face-to-face 
customer service, it is nice to be able to do 
banking at 6:00 a.m. or 10:00 p.m. It is con- 
venient to walk into your favorite book or 
music store to see if the item you are seeking 
is available, without having to wait in line or 
find one of the few available clerks. Some 
people actually prefer asking for information 
and doing business with a machine rather 
than live interaction. These machines have 
made our precious time more flexible and 
adaptive to our needs. 

With a kiosk, officers enroll an offender/ 
defendant and capture their fingerprints digi- 
tally with scanners from Identix. A user iden- 
tification number is created based upon the 
PACTS number, and the fingerprints become 
the password to the system. An e-mail account 
is also created. They will be entered—with case- 
specific information—into the database. 


When defendants/offenders use the kiosk, 
a biometric sample is taken (via scanner) and 
compared to the one collected during enroll- 
ment. Once a match is established, the offender/ 
defendant can interact with the kiosk by press- 
ing buttons on the touch screen. Data is entered 
to verify address and employment status and to 
respond to questions defined by the probation 
officer. The probation officer may also send 
messages for a defendant/offender to be deliv- 
ered the next time he/she checks in at a kiosk. 
The defendant/offender can read the mail mes- 
sage and respond electronically. Written instruc- 
tions are given on screen. A digital photo of the 
face will be captured. When the session is done, 
a receipt is generated for the defendant/ 
offender’s records. 

Utah plans to place the first kiosk in the 
lobby of the current federal Community Cor- 
rections Center (CCC). This will provide line 
of sight supervision by CCC staff to avoid 
vandalism and abuse. The future may hold 
unlimited placement options such as police 
stations, malls, or any business willing to host 
or lease space. It will further facilitate conve- 
nient interaction and use by offenders/defen- 
dants reporting to CCC for drug testing or 
other court-ordered functions. 


What the Kiosk Can Do 


The kiosk permits us to expand but not re- 
place our role as officers while providing al- 
ternative service solutions. It frees the officer’s 
time for field supervision as it automates tasks 
such as mandatory in-office reporting and 
Monthly Supervision Report (MSR) collec- 
tion. It can increase defendant/offender ac- 
countability while decreasing routine officer 
tasks. Our district feels there are numerous 
applications to enhance defendant/offender 
contacts within the scope of supervision. 
These applications are not designed to replace 
defendant/offender contact; the kiosk is a sup- 
port tool for enhancing the supervision 
officer’s role, not a robot supervising offend- 
ers/defendants. 

Defendants/offenders can receive specific 
information from their probation/pretrial 
services officers that is confirmed by picture 
and fingerprint identification. With a PIN or 
ID number defendants/offenders can receive 
specific reporting instructions (when, where, 
what to bring) from their officer. As with the 
pager, this type of system would work very 
well with defendants/offenders who do not 
have a telephone. Currently for those with 
telephones, there is “plausible denial” with 
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answering machines and leaving messages 
with collateral sources. Offenders can claim 
the answering machine is broken or was 
erased, or the person answering the phone 
never gave them the message. With the kiosk, 
the probation/pretrial services office can as- 
sure the information was available, correct, 
and in working order and received by only 
the defendant/offender. The responsibility of 
getting the information is transferred to the 
defendant/ offender rather than being on the 
officer. Most would agree that placing more 
responsibility on defendants/offenders to 
meet their obligations is a desired outcome of 
supervision. 

With the kiosk’s ability to transmit infor- 
mation, unlimited assistance can be given to 
defendants/offenders. The information can be 
specific to the defendant/offender for his/her 
eyes only via fingerprint access, or could be 
general information that all users can view. 
Bus routes to and from the courthouse, local 
job service, counseling centers, etc. can be 
accessed by the touch ofa screen. Counseling 
and treatment schedules can be available with 
all current changes. Job opportunities with 
where and how to apply could be entered and 
updated from the main office. Again, the in- 
formation to be transmitted to the defendant/ 
offender is only limited by the officer’s or 
district’s imagination. 

The kiosk would also be useful for agencies 
that track mandatory felony reporting. Often 
felons on travel status are required to go to a 
police station, wait in line, and then present 
identification to an officer/staff member to meet 
the requirement. The felon is then allowed to 
leave with no other instructions. The kiosk, with 
fingerprint verification and prompted ques- 
tions, could streamline this procedure and, more 
importantly, could have the information imme- 
diately entered and transmitted to police, pro- 
bation, and pretrial services agencies. 

The kiosk is also a two-way street. Defen- 
dants/offenders can provide and transmit in- 
formation to probation and pretrial services 
officers. MSRs, lists of places the defendant/ 
offender applied for work, address changes, 
lease agreements, etc., could all be transmit- 
ted to the appropriate officer immediately. 
Although answering machines can do some 
of this now, the kiosk provides more specific 
information in printed format. The officers 
could receive the information the next work- 
ing day to verify activities and to facilitate the 
planning of their field work. It could also 
speed up the required PACTS entries for ad- 
dress changes. Depending on placement of the 


machines, it could prevent defendants/of- 
fenders needing to take time off work to meet 
their obligations of probation and pretrial 
release. The last thing any officer wants is de- 
fendants missing work or losing a job over 
absenteeism when they are compliant in all 
other areas. 


The Kiosk and Pretrial Supervision 


The kiosk is particularly useful in providing 
pretrial services officers with a reasonable as- 
surance strategy for monitoring risk of non- 
appearance. Defendants on travel permit 
status can check-in upon return at anytime 
with visual verification. Defendants can be re- 
quired to check in on weekends or during 
non-traditional hours, thus limiting the abil- 
ity to engage in unauthorized travel for any 
significant distance. Judges and magistrates 
may become more confident with the ability 
to monitor defendant travel and order pre- 
trial release on cases that may have been de- 
tained in the past. Furthermore, this could free 
up jail space and temporary housing for 
higher risk cases. 

The kiosk will also serve as an additional 
amended strategy at violation hearings to dimin- 
ish the risk of nonappearance. Here again, offer- 
ing increased sanctions on violation cases could 
enable judges to keep marginal cases on supervi- 
sion rather than in detention. This would save 
the often-scarce jail beds for those offenders pos- 
ing a more serious risk of harm to the public. 

The principal focus is to maintain contact 
with defendants who pose a manageable risk 
to the public and who require moderate per- 
sonal supervision. If used in conjunction with 
personal face-to-face reporting, the defendant 
can come to the department office once per 
month, and report to a kiosk once per week 
for the rest of the month. Administrative or 
compliant caseloads of defendants who pose 
little or no risk to the public can report as 
needed to receive and transmit information. 
Again, this does not supervise our compliant 
caseloads with “robo cop” but rather en- 
hances our contacts with that portion of our 
caseloads in an efficient and timely manner. 
The kiosk will increase contact and control 
of cases, not replace the officer’s job. In the 
spirit of least restrictive pretrial supervision, 
the kiosk is considerably less restrictive than 
reporting to a courthouse or pretrial services 
office and offers more flexible hours. 


System Components 


The kiosk is designed with durable metal con- 
struction cabinet and a powdercoat industrial 


finish to protect against graffiti and vandal- 
ism. User interfaces consist of an Elo 17-inch 
touch-screen monitor, vandal-resistant key- 
board, Identix biometric scanner, Practical 
Automation ATX 38 printer, Visioneer Strobe 
Pro scanner, and digital camera. Processing 
is done by a PIII 1Ghz CPU with Windows 
2000 Professional. Kiosk systems are manu- 
factured by several companies. Kiosk Infor- 
mation Systems was chosen to build the 
system for Utah. The kiosk structure is an er- 
gonomic design to allow easy screen access. 
Attention was given to screen position and 
height to allow handicapped persons access 
and to be compliant with the 1992 Americans 
with Disabilities Act. An open-frame standard 
monitor was chosen over the new TFT flat 
screen displays. This choice was made because 
the Elo 17-inch screen gave better readability 
and was less costly. The system is connected 
to the kiosk server via a VPN connection. The 
kiosk server is a PII] 1Ghz CPU with Win- 
dows 2000 server and SQL 2000. An Identix 
biometric scanner is attached to be used for 
enrollment. Crystal Reports is used to pro- 
duce standard management reports and spe- 
cialized form generation. 


Conclusion 


Using technology for officer assistance is not 
optional to remain a successful and competi- 
tive agency. Probation and pretrial services 
supervision will always require logical think- 
ers to make subjective decisions to achieve and 
fulfill the mission. Officers cannot be replaced 
by machines. The gadgets and machines listed 
above can assist and give us more time to com- 
plete the subjective and personal duties of jobs. 


Endnotes: 


The following are web sites related to the tech- 
nology in the article. The philosophical and 
mission-related applications of the technology 
are the opinion of management in the District 
of Utah Probation and Pretrial Office. 

www. identix.com 

www.crystaldecisions.com 

www.fmakiosks.com 

www.elotouch.com/partners 

www.kis-kiosk.com 

www.automon.com 

www.visioneer.com 

www.dvi.com 

www. metrocall.com 

www. practicalautomation.com 

www. publicaccesskiosks.com 

www.kiosk.com 
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HISTORY WILL show that at the close 
of the 20" century, community supervision’s 
“best practices” for verifying compliance with 
court-ordered release conditions called for of- 
ficers to personally check on their offenders’ 
at home, work, and other locations. Offender 
compliance was also typically verified by of- 
ficers speaking with family members, treat- 
ment providers, and employers, and by 
reviewing pay stubs, sign-in logs, and time 
sheets. 

History will also show that in practice, 
community corrections had scarce resources 
and a concomitant profile of desk-bound of- 
ficers and crowded reception rooms of of- 
fenders and defendants waiting to report to 
their assigned officers. 

The 21* century holds many promises for 
humankind. Perhaps it also holds the prom- 
ise of resolving the question of how commu- 
nity supervision can be both effective and 
efficient. This article explores cost-effective 
technological solutions to this banal problem 
in community corrections. No longer do we 
have to keep one foot in the past century and 
the other foot in the current one. Application 
of remote supervision technologies can help 
us make that final step. The future of com- 
munity corrections has arrived! 


Background 


In 1998 the Federal Corrections and Super- 
vision Division and a workgroup of U.S. pro- 
bation and pretrial services officers began 
exploring technologies that officers can use 
to remotely monitor the physical location of 
an offender. For example, home-based elec- 
tronic monitoring (EM) is often used by of- 
ficers to remotely monitor offenders who are 
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restricted to their homes.* A popular alter- 
native technology uses a system that identi- 
fies offenders over the telephone with a voice 
verification technique. 

The workgroup’s study of remote supervi- 
sion technologies sprang from issues encoun- 
tered while developing policies and procedures 
for the federal home confinement program. 
While it is common to refer to home confine- 
ment as EM, the latter term actually refers to 
only one technological tool for monitoring a 
participant’s compliance with some of the rules 
of the home confinement program. 

While focusing on the technological tools 
currently used in the federal home confine- 
ment program, workgroup officers began fo- 
cusing conceptually on ways they could 
perform their jobs more effectively without 
increasing resources. Coining the concept, re- 
mote location monitoring, the workgroup of- 
ficers defined its purpose as improving the 
officer’s ability to maintain awareness as a 
necessary first step in controlling and address- 
ing defendant/offender risk. 

With the home confinement program, an 
officer’s primary task is to monitor and verify 
an offender’s location at all times. But even 
when offenders are not participating in the 
home confinement program, there are typi- 
cally other conditions of supervision that may 
require them to show for required appoint- 
ments, conduct a job search, and maintain 
regular employment. An offender’s compli- 
ance with some of these required activities can 
be more effectively and efficiently monitored 
remotely by the supervising officer. 

This is not to make a case against officers 
spending time in the field checking on their 
cases, or reviewing documents. What remote 


monitoring adds to this traditional mix is an 
inexpensive way to monitor compliance when 
it is supposed to occur, rather than finding 
out about it at some later time. The applica- 
tion of remote location monitoring should 
free the officer’s time so that the traditional 
functions are more purposeful and focused. 

Remote location monitoring requires tech- 
nological systems, such as EM, voice verifica- 
tion, and other tracking systems that can verify 
a person’s physical location, either periodically 
or continuously, 24 hours a day. Location 
monitoring systems provide a tool to verify— 
in real-time—a person’s whereabouts for spe- 
cific risk issues or court-ordered release 
conditions. In this way, technology aids the of- 
ficer in effectively satisfying specific supervi- 
sion functions without loss of officer efficiency. 


Risk-related Applications 


Which technology to use for remote location 
monitoring should depend on the apparent 
risk that an offender presents to the commu- 
nity. Higher risk cases obviously require 
tighter monitoring parameters. Remote su- 
pervision technologies can be categorized into 
three risk-related applications: Random/Pro- 
grammed contact systems, hybrid systems, 
and GPS monitoring systems.* 
Random/Programmed contact systems can 
address a broad range of supervision risk-con- 
trol issues. Such systems are typically com- 
prised of automated telephone contact 
systems that require the subject to call-in or 
receive a telephone call, followed by a pro- 
cess of identification and location, usually 
through voice identification methods. The 
automated verification contacts can be con- 
figured to provide frequent and random con- 


A+ 
age 
= 


September 2001 


REMOTE LOCATION MONITORING 39 


tact verifications at multiple locations. 


Example: An offender wears a pager. Each 
time the pager beeps, the offender calls from 
the nearest approved telephone. This could 
occur while the person is at home, at work, 
or elsewhere. During the verification call 
the system prompts the offender to repeat 
a series of words or phrases. The system 
compares the spoken words or phrases to a 
voice template created during the system 
enrollment. A successful matching between 
the offender’s voice and the voice template 
positively identifies the offender. The officer 
sees the results on a computer screen show- 
ing a successful voice identification and the 
telephone number from which the identi- 
fication took place. 


All current automated telephone contact 
systems require the officer to enroll the partici- 
pant, set and revise schedules, review data, 
and—for pager-initiated call-ins—distribute 
and maintain equipment. Even with these added 
tasks, the automated contacts still provide a sig- 
nificant time reduction over the officer contact- 
ing the offender by conventional means. 

Hybrid systems combine the EM and a pro- 
grammed contact method like voice verifica- 
tion. The EM verifies the person’s location 
while at home and the programmed contact 
system periodically verifies the location when 
away from home. The programmed contacts 
substitute for the officer’s telephone calls or 
in-person field visits to monitor the person’s 
compliance with an approved schedule and 
location. Possible applications for hybrid sys- 
tems include the following: 


+ Adding voice monitoring to EM to address 
increased risks that may be related to a 
participant’s location while away from home. 


+ Using programmed contact to verify an 
offender’s locations that are varied or dis- 
tant, making frequent community visits by 
the officer difficult. 


FIGURE 1 
Levels of Remote Location Monitoring 


Global Positioning System (GPS) satellite 
monitoring is a technology that has the capac- 
ity to continuously map the exact location of 
defendants or offenders. It also alerts the of- 
ficer when participants venture into set geo- 
graphically excluded locations or fail to be 
present at required locations at specific times 
of the day. 

A GPS uses a network of 24 satellites to 
calculate the location of a GPS receiver. A link 
to a cellular telephone network allows the re- 
porting of location to a monitoring center. 
In currently available systems, these compo- 
nents are housed in a small box that the par- 
ticipant carries by hand, with a shoulder strap, 
or in a fanny pack. To assure that the partici- 
pant is close to the tracking/reporting systems, 
the participant also wears an ankle transmit- 
ter that reports to a radio receiver in the track- 
ing/reporting system. It is similar to a 
conventional electronic monitoring system 
except that instead of being attached to a resi- 
dential telephone, the receiver is attached to 
a cell phone interface that always knows its 
location because of data coordinates from the 
GPS receiver. 

GPS monitoring provides continuous re- 
mote location monitoring to enforce specific 
court-ordered conditions without increasing 
labor costs. Like traditional electronic moni- 
toring, the officer must set up a daily time 
schedule for the participant. But with GPS, 
the officer also incorporates geographical lo- 
cations where the participant must be present 
at certain times as well as locations that are 
off-limits. For example: 


+ Exclusion zones can be designated for lo- 
cations where the participant is prohibited, 
such as within physical proximity of a vic- 
tim or potential victim. 


* Inclusion zones can be designated for the 
participant to be present at a location for 
set time periods, such as an employment 
site. The inclusion zone verifies the 


Random/Programmed Home-based 
Contact to monitor Electronic 
evening curfew Monitoring 


Home-baseed Continuous Remote 


Electronic Location 
Monitoring plus Monitoring 
Random/ using GPS 
Programmed 


Contact System 


Lowest 


Monitoring Level 


Highest 


participant’s adherence to a _ location 
schedule. 


Because GPS can signal when an offender 
enters a prohibited location, it can be used for 
persons whose risk is associated with an iden- 
tified personal or institutional victim. Its con- 
tinuous mapping features might also be used 
when a subject’s adherence to strict physical 
parameters is not limited to the residence but 
presence in or absence from certain locations 
is a paramount supervision risk-control issue. 
Potential participants are limited by the cur- 
rent state of technology that requires the of- 
fender to carry the field monitoring device and 
perform a number of daily maintenance tasks. 

Certain types of construction may block 
the reception of GPS signals. If a high-risk 
offender works in an office building sub-base- 
ment, the portable receiver unit (that the of- 
fender must carry) may not receive GPS 
signals. More common issues arise, however, 
with cellular coverage dead spots. Although a 
GPS receiver may continue to receive and 
calculate location coordinates, the ability of 
a portable monitoring unit to report may be 
sufficiently impaired in a few areas. The of- 
ficer knows the offender’s location only after 
the portable unit has successfully communi- 
cated GPS coordinates to a monitoring cen- 
ter, which in turn reports its information to 
the officer. Thus, the officer must weigh any 
cellular coverage limitations and potential 
GPS signal blockages against the type of risks 
presented by the potential participants. 

Continuous remote location monitoring 
systems offer officers a different type of in- 
formation about defendants/offenders. Alerts 
that the defendants/offenders are entering an 
“exclusion zone” may signal the potential of 
imminent danger to persons or groups, re- 
quiring a quick predetermined response from 
the officer. For this kind of monitoring, pro- 
bation and pretrial services offices need to de- 
velop working agreements with local police 
who are capable of emergency response prior 
to implementing real-time tracking. Even then, 
officers need to verify cellular availability in 
exclusion zones. In addition, officers should 
make sure that the perimeter of any exclusion 
zone can be set wide enough to allow for proper 
response time to the actual “target.” For ex- 
ample, in setting an exclusion zone for a do- 
mestic abuse victim, the officer estimates how 
long it might take the offender to travel from 
the zone boundary to the actual victim’s home. 
However, unnecessary alert notifications could 
occur if exclusion zones encompass all elemen- 
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tary schools and child care centers but the 
offender’s approved travel route crosses into 
an exclusion zone. 

Use of the GPS for remote location moni- 
toring presents a restrictive supervision con- 
dition that would generally require a court 
order. Setting inclusion and exclusion zones 
can be driven by court-imposed orders aimed 
at specific risks, such as travel, employment, 
associations, and contact with others. Setting 
parameters (zones) can also be determined 
by identified risk issues in the supervision case 
plan and requires methodical assessment by 
the officer. 


Participant Selection 


Where the home confinement program for 
postsentence offenders is primarily used as an 
alternative to prison for punishment pur- 
poses, remote location monitoring can focus 
on a particular case’s risk to the community. 
Some examples of potential application in- 
clude the following: 


* Persons presenting third-party risks that 
have an identifiable victim, e.g., domestic 
violence or sex offenders—focus on exclu- 
sion zones. 


* Persons presenting a flight risk but no spe- 
cific victim. In such cases, GPS could be 
used with parameters set for a broad in- 
clusion zone (city or county) and specific 
exclusion zones, such as airports. 


+ Drug defendants and offenders—tight fo- 
cus on inclusion zones; exclusion zones. 
The officer can adjust exclusion zones as 
the participant’s location patterns are dis- 
cerned and suspect areas (e.g., high drug- 
trafficking areas) then also excluded to 
reduce community risk. 


When officers look at potential partici- 
pants, they should identify specific commu- 
nity or flight risks that this program can 
directly address—risks that other supervision 
programs, tools, or techniques cannot address 
effectively or efficiently. To further illustrate 
this, figure 2 presents some conceptual levels 
of remote location monitoring for designated 
levels of offender risks. 

Information obtained through the use of 
GPS monitoring or other remote location 
monitoring technologies could result in some 
additional reasonably foreseeable risks for 
which officers would have a duty to warn an 
identifiable third party at risk. This situation 
might arise, for example, if an offender with 
a history of domestic violence is tracked to 


Figure 2 


Conceptual Levels of Remote Location Monitoring for Designated Levels 


of Offender Risk 


Level 1 


is reserved for the highest risk pretrial defendants and postconviction offenders. It 
involves real-time tracking of set inclusion and exclusion zones and routes of travel. 
Use this level if the case has an identifiable victim or potential victim(s), such as a 


domestic abuse or sexual assault victim. 


Level 2 


is used for cases where there is no identifiable victim or potential victim but the case 
presents significant general risks to the community or flight, such as might be the case 
with a pretrial defendant with drug-related charges. This component allows the officer 
to receive next day mapping of participant locations rather than real-time coordinates. 
Component parameters include a larger inclusion zone (stay in this area or city) and 
specific exclusion zones (e.g., stay out of housing projects). 


Application Levels 1 & 2 are reserved for the highest risk populations 


Level 3 


This level uses programmed contacts (e.g., voice monitoring) or hybrid (e.g., voice & 
electronic monitoring) systems to focus on inclusion zones only (not exclusion zones) 
for risk control purposes. Level three would not be appropriate for low-risk home con- 
finement participants without any significant risk control issues. 


an area close to the residence of a person 
whom he has a history of abusing. 

The use of continuous remote location 
monitoring is likely to bring to light situations 
in which officers can reasonably be expected 
to react to protect a person or persons at risk. 
Program procedures, such as the sample no- 
tification schedule presented in figure 3, 
should incorporate appropriate responses 
from officers to lessen the community risk 
that may be presented by persons being moni- 
tored with remote location monitoring sys- 
tems. 


Remote Access to Monitoring 


One key aspect of remote location monitor- 
ing is the number of work tasks the officer 
must perform to access and work with moni- 
toring data and information. Most of the 
available monitoring systems provide remote 
access to their monitoring network via the 
Internet or terminal access. Remote access 
typically involves officers using their own 
properly configured computer, software, and 
Internet connections to exchange monitor- 
ing data (including enrollment, data/curfew 
changes, caseload review, reports, and termi- 
nations) with the monitoring center via se- 
cure access to a web site. Remote access 
increases officer efficiency by reducing data 
entry time, increasing accuracy, and provid- 
ing real-time access to monitoring data. 


Prompt and accurate officer notification of 
violations is a necessity for monitoring of- 
fenders. However, because notification re- 
quirements are commonly unique for each 
participant, basic notification processes tradi- 
tionally have required human intervention, 
resulting in longer response times and de- 
creased accuracy. Remote access to a monitor- 
ing system enables fully automated violation 
notifications to be sent to officers for each par- 
ticipant. The automated notifications can be 
configured to immediately page the officer with 
the participant’s name, violation type, and time 
of occurrence. Other simultaneous or staged 
notifications could be sent to others (e.g., 
officer’s supervisor, potential victim, or law 
enforcement agency) via pager or email. 

Performance measurement is an essential 
component of any successful program. Re- 
mote access to monitoring systems provides 
officers the capability to track program sta- 
tistics. A number of commercial systems pro- 
vide customizable reports that automatically 
extract program statistics at the level of detail 
desired and format the information into 
customizable reports. 

Remote access for officers enhances the 
managing of resources and identification of 
trends in supervision, and provides correc- 
tional agencies with an important tool to bal- 
ance caseloads among line staff to monitor 
and improve program performance. 
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Figure 3 
Sample Notification Schedule for GPS Monitoring Key Events 


Key Event 


Officer Alert Notification Schedule 


Exclusion Zone 


Immediate 


Inclusion Zone 


Variable 


Equipment Tamper 


Immediate 


Proximity Violation 


~5 min 


Loss of Cellular Phone Contact 


~ 10 min for level one participants; 


variable for level two. 


Loss of GPS Signal 


~ 10 min for level one participants; 


variable for level two. 


Low Equipment Battery 


Variable 


Although remote access requires some tech- 
nical and management skills on the part of 
the officer, the quick access to monitoring in- 
formation aids officers in making more timely 
decisions that may ensure greater public 
safety. 


Conclusion 


The proper application of remote supervision 
technologies in supervision is a cost-effective 
way for officers to do a better job with the 
same or even fewer resources. Remote super- 
vision technologies offer a reliable tool for 
officers to monitor compliance with location 


restrictions, such as those by which home 
confinement program participants must 
abide, or offenders who are given other travel 
or location restrictions as special conditions 
of court-ordered supervision. The elegance of 
this concept is that a particular remote tech- 
nological application can be tailored on a 
case-by-case basis. Remote access to moni- 
toring data eliminates many of the manual 
tasks officers previously performed with EM 
systems. Remote technologies are a critical 
component of community supervision in the 
twenty-first century. 


Endnotes 


1. Use of the term offender is used here as a generic 
reference to all persons under criminal justice su- 
pervision, including pretrial defendants. 


2. Electronic monitoring systems alert the officer 
when a participant leaves a specific location, usually 
their residence, or tampers with the electronic moni- 
toring equipment. The participants wear a water- 
proof, shock-resistant transmitting device around the 
ankle 24 hours a day. The transmitter continuously 
emits a radio frequency signal, which is detected by a 
receiving unit connected to the home telephone. 
When the transmitter comes within the signal range 
of the receiver unit, the receiver unit calls a monitor- 
ing center to indicate the participant is in range or at 
home. The transmitter and the receiving unit work 
in combination to detect and report the times par- 
ticipants enter and exit their homes. The electronic 
monitoring equipment only indicates when partici- 
pants enter or leave the equipment’s range--not where 
they have gone or how far they have traveled. 


3. Although I provide a brief description of vari- 
ous technologies, my focus is on their application 
by officers. For a more detailed description of the 
available technologies, see Peggy Conway, A Basic 
Introduction to Electronic Monitoring Technologies 
in Journal of Offender Monitoring, volume 13, 
Number 1, winter 2000 pp.9-10,17. 


4. Voice monitoring methods could be used in lieu 
of EM if the participant is a low-risk. This has the 
benefit of increased location monitoring but the trade 
off is lack of continuous monitoring when at home— 
programmed contacts while at home instead. 
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ELECTRONIC ALCOHOL monitor- 


ing technology as a deterrent to alcohol con- 
sumption has been used for several years. 
However, truly cost-effective and reliable 
technology that operates as a 24-hour moni- 
tor has yet to be realized. This article proposes 
the implementation of a new technology, 
which monitors the excretion of ethanol 
through the skin as a measure of blood alco- 
hol levels. This technology will provide those 
in community corrections with a reliable and 
effective means of assisting with the rehabili- 
tation and policing of offenders sentenced to 
abstain from alcohol consumption. 

The impact of alcohol use on our society 
has been widely researched, and the strong 
link between criminal behavior—especially 
violent behavior—and crime has been an is- 
sue of public policy concern for decades. 
Nonetheless, solutions to the disproportion- 
ate amount of resources, space, and dollars 
required for alcohol offenders in our over- 
crowded criminal justice system are diverse 
and controversial. According to the National 
Center on Addiction and Substance Abuse 
(CASA) at Columbia University, “Releasing 
drug- and alcohol-abusing and addicted in- 
mates without treating them is tantamount 
to visiting criminals on society.” In their 1998 
report, Behind Bars: Substance Abuse and 
America’s Prison Population, CASA goes on 
to state that of every dollar spent on substance 
abuse in state budgets in 1998, 96 cents went 
to “shoveling up the wreckage” of substance 
abuse and addiction, while only 4 cents went 
to actually prevent and treat it (CASA 1998). 

In 1996, the American Probation and Pa- 
role Association issued a position statement 
on substance abuse treatment in community 


corrections. Based on research revealing that 
involuntary participation in treatment works 
approximately as well as voluntary participa- 
tion (Anglin & Hser, 1990), the APPA states 
that, “Probation and parole is an effective 
context for treatment to occur. An integrated 
approach involving assessment, treatment- 
offender matching, intervention (i.e., treat- 
ment), surveillance (i.e., drug testing), and 
enforcement (i.e., sanctions) is an appropri- 
ate strategy for dealing with drug-involved 
offenders” (APPA 1996). 

According to a 1996 study by the National 
Highway and Traffic Safety Administration, 
recidivism rates one year after sentencing of 
DUI offenders were 33 percent lower for sub- 
jects sentenced to a combined program that 
included home detention and electronic moni- 
toring. Since offenders often fail to comply with 
all the terms of their sentence, NHTSA recom- 
mends investigating the costs and benefits of 
implementing various mechanisms to increase 
compliance with sanctions (NHTSA 1996). 


The Price of Alcohol Abuse 
and Recidivism 


The number one substance abuse crime in 
America is drunk driving, accounting for 1.47 
million arrests in 1997 at a cost of over $5 mil- 
lion (Bureau of Justice Statistics 1999). Add to 
that the fact that as of the year 2000, America 
broke the $100 million-dollar-a-day barrier in 
spending to incarcerate individuals with seri- 
ous drug and alcohol problems (CASA 1998). 
Some additional facts: 


* Asa whole, according to CASA, alcohol is 
more closely associated with crimes of vio- 
lence than any other drug, with 21 per- 
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cent of state and 26 percent of jail inmates 
incarcerated for violent crimes under the 
influence of alcohol alone at the time of 
their offense (CASA 1998). 


* One-third of all DWI offenders on proba- 
tion and two-thirds in jail are repeat of- 
fenders. Over half of DWI offenders in jail 
were on probation, parole, or pretrial re- 
lease at the time of their new offense. 


* In terms of parole and probation viola- 
tions, 50 percent of state parole and pro- 
bation violators were under the influence 
of drugs, alcohol, or both when they 
committed their new offense (Bureau of 
Justice Statistics 1999). 


The bottom line? Only a fraction of of- 
fenders who were alcohol abusers at the time 
of their offense, regardless of the offense, are 
ever actually sentenced to abstain from alco- 
hol. On average, there are over 1.4 million 
DWI arrests annually, resulting in 513,200 
DWI convictions. And while 33 percent of 
those convicted and sentenced to probation 
are repeat offenders, only 10 percent of them 
are actually ordered to abstain during the 
term of their probation (Bureau of Justice 
Statistics 1999). Many industry experts believe 
the current lack of an effective, affordable 
monitoring technology explains the large dis- 
parity between the number of convictions and 
the number of offenders required to abstain 
from alcohol. 

With a philosophical shift toward rehabili- 
tation to combat the impact of alcohol and 
drug abuse on crime, relief for those in com- 
munity corrections is seen in recidivism. 
Whether a community corrections program 
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defines success by an increase in recidivism— 
and thus effective implementation of the po- 
licing function and protection of public safety, 
or by a decrease in recidivism—defined as an 
increase in compliance and rehabilitation— 
an effective surveillance method can support 
both objectives, serving as a deterrent for the 
offender and a reliable policing mechanism 
for community corrections. 


Effective Surveillance 


One factor that severely limits the ability of 
community corrections to establish cost-ef- 
fective, comprehensive alcohol treatment 
programs is the availability of effective tech- 
nology for monitoring court-ordered absti- 
nence. Current technologies tend to be 
labor-intensive amidst a system that is already 
stretched to the limits, and the small number 
of tests leaves offenders with a wide window 
of opportunity for violation. 

The most recent technology to enter the 
electronic-monitoring arena is transdermal 
testing, where an ankle bracelet monitors an 
offender’s biood alcohol level by measuring 
the ethanol migrating through the surface of 
the skin. The goal of this new technology is 
to provide the corrections community with 
an effective alternative for monitoring offend- 
ers on a continual, 24/7 basis, and at a cost 
that is competitive with electronic home ar- 
rest proximity monitoring programs that are 
currently in place around the country. 


Transdermal Testing 
Methodology 


A number of independent scientific studies 
support the strong correlation between breath, 
blood, and transdermal alcohol levels. In 1985, 
Dr. Daniel J. Brown of the Department of Phar- 
macology and Toxicology at Indiana Univer- 
sity School of Medicine published “A Method 
for Determining the Excretion of Volatile Sub- 
stances Through Skin,” which showed that the 
concentration of alcohol in insensible perspi- 
ration is not substantially different from that 
of breath or blood following complete absorp- 
tion (Brown 1985). In 1987, Alcoholism: Clini- 
cal and Experimental Research published 
“Ethanol Vapor above Skin: Determination by 
a Gas Sensor Instrument and Relationship with 
Plasma Concentration,” which concluded that 
skin vapor measurements are comparable to 
breath alcohol analyzer determinations, stat- 
ing that the transdermal testing method “may 
be performed in situations where breath alco- 
hol analyzer measurements are inconvenient 


or where continuous monitoring is desirable 
(H.G. Giles, et al. 1987).” 

Based on this scientific foundation sup- 
porting the transdermal testing methodology, 
Colorado-based Alcohol Monitoring Systems 
has developed SCRAM—the Secure Continu- 
ous Remote Alcohol Monitor—which re- 
motely monitors a subject using transdermal 
testing and delivers information from the of- 
fender to supervising personnel. Dr. Thomas 
Crowley of the University of Colorado Health 
Sciences Center conducted a test of the 
SCRAM proof of concept units, confirming 
that the alcohol readings of the units strongly 
correlate with breath analyzer readings. 


The SCRAM Technology 


The SCRAM system encompasses many of the 
principles of current electronic monitoring tech- 
nology and is intended to function as one com- 
ponent of a comprehensive program. The 
system allows each monitoring authority to cus- 
tomize the method of notification for each in- 
dividual offender, and the technology will work 
in conjunction with existing monitoring com- 
panies that are experienced users of comprehen- 
sive case management programs. Intended to 
function as one component of an intensive-su- 
pervision program, rather than an alternative, 
it can be used in pre-trial, pre-release, proba- 
tion, supervised release, and parole settings. 


The Monitoring Bracelet 


The ankle bracelet has two small modules that 
are held on opposite sides of the subject’s ankle 
by a tamper-resistant strap. Each module 
weighs approximately 4.4 ounces. The unit is 
waterproof and is designed to handle the stress 
of everyday activity. SCRAM’s patented infor- 
mation technology automatically measures the 
subject’s alcohol level on a schedule set by the 
supervising agency. The anti-tamper features 
included in the system make it difficult for 
monitored subjects to circumvent or distort 
readings, and the SCRAM system’s patented 
tamper and interferrant gas detection pro- 
cesses ensure that supervising medical and pro- 
bation officials can be confident that readings 
are from the proper subject and accurately rep- 
resent a subject’s blood alcohol level. The 
Monitoring Bracelet is designed to detect and 
record any tampering or attempts to remove 
the device. 


The Smart Modem 


The Smart Modem, which communicates test 
results from the subjects home to the Central 


Monitoring Station, also facilitates bi-direc- 
tional communications between the Monitor- 
ing Bracelet and the Central Monitoring 
Station. The Monitoring Bracelet communi- 
cates with the Smart Modem via encrypted 
900 mhz. radio frequency communications. 
Users may employ a curfew function that re- 
quires the subject to be at home (and within 
50 feet of the Smart Modem) each day dur- 
ing a time determined by the case manager. 
At that time, the Smart Modem sends en- 
crypted information to the Central Monitor- 
ing Station via a standard phone line. Alcohol 
readings, tamper alerts, and diagnostic data 
are all communicated to the Central Moni- 
toring Station. In turn, the Central Monitor- 
ing Station uses the Smart Modem to 
download monitoring schedules, reporting 
schedules, and software updates to the Smart 
Modem and Monitoring Bracelet. 


The Central Monitoring Station 


The Central Monitoring Station is the con- 
trol center for the entire SCRAM system. It 
allows the supervising authority to control the 
testing, synchronization, and reporting sched- 
ules for each unique monitoring subject. 
During the course of each day the Central 
Monitoring Station will notify the supervis- 
ing authority of any positive alcohol readings, 
tamper alerts, or equipment malfunctions 
based on the reporting preferences of each 
case manager. The Internet-based Central 
Monitoring Station also provides supervising 
parties with 24/7-access to the alcohol read- 
ings of each subject. The supervising agency 
can print a variety of reports for periods of 
one day or one year. Figure 1 provides an 
overview of the system. 


A Critical Element, 
a Comprehensive Solution 


Today’s conventional wisdom—and fiscal 
realities—all support the concept of change 
and rehabilitation. The National Institute on 
Drug Abuse estimates that, “for every $1 in- 
vested in treatment of drug-involved indi- 
viduals, taxpayers enjoy a $4 return in the 
reduction of costs related to alcohol and drug 
abuse (NIDA 1992). A 1994 study in Califor- 
nia revealed a $7 return for every $1 invested 
(National Opinion Research Center 1992).” 
CASA estimates that if only 10 percent of sub- 
stance-involved inmates are successfully 
treated and trained, the economic benefit in 
the first year of work after release would be 
$8.6 billion. In addition, estimates of the 
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FIGURE 1 
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number of crimes committed by each abuser 
range from 89 to 191 per year. At the conser- 
vative end, successfully treating and training 
just 10,000 addicts would eliminate 1 million 
crimes a year. 

Developers of the SCRAM transdermal 
technology are careful not to position their 
electronic monitoring program as a complete 
solution. Instead, SCRAM is designed to work 
in conjunction with other program elements, 
including initial offender assessment and on- 
going client evaluation, substance abuse treat- 
ment, home arrest, definitive consequences 
for violations, and graduated sanctions. 
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IN 1998, 178 hazardous incident reports 
were reported to the Federal Corrections and 
Supervision Division, representing an increase 
of 52 incidents from 1997. Hazardous incidents 
are those situations in the office or the field 
that present an actual danger, risk, peril, or 
threat to probation or pretrial officers or as- 
sistants during the performance of their offi- 
cial responsibilities, or as a result of that 
performance. Of the 178 reported incidents, 8 
percent involved situations with firearms or 
edged weapons, 28 percent of the incidents 
occurred in the office, 56 percent of the inci- 
dents occurred in the field, and, in 78 percent 
of the incidents, the perpetrator was the of- 
fender under supervision. As these statistics 
suggest, the possibility of violence by the of- 
fender is prevalent. Consequently, the need to 
provide officers with adequate training and 
measures to ensure officer safety is critical. 

Many law enforcement agencies, includ- 
ing many probation and/or pretrial offices, 
are using interactive video training, or a Fire- 
arms Training System (FATS), to enhance 
their officers’ ability to win violent clashes or 
hazardous incidents. In early April 2000, two 
Missouri Department of Corrections Train- 
ing Officers, the Firearms Instructor for the 
Eastern District of Missouri and myself, spent 
three days training 36 probation officers us- 
ing an interactive video machine. Nine re- 
cently hired officers were trained in teams of 
two, each team completing 1.5 hours on the 
FATS machine, while 27 veteran officers were 
trained in teams of two, each team complet- 
ing one hour on the FATS machine. Imme- 
diately after the training, officers completed 
an exit evaluation/questionnaire. 


Timothy M. Scharr, Senior United States Probation Officer 
Special Offender Supervision Team, St. Louis, MO 


The primary purpose of the training was 
to help officers increase their mental pre- 
paredness when faced with a critical incident 
by presenting realistic, adrenaline-dumping 
scenarios. However, the training and subse- 
quent exit evaluation/questionnaire were also 
used to obtain information about the offic- 
ers’ perception of the value of carrying a fire- 
arm, the extent the training influenced 
officers’ perception of the probation officer’s 
role, the extent the training changed officers’ 
belief about their ability to use lethal force, 
the extent the training may affect the offic- 
ers’ performance of field days, and the extent 
the training had a positive influence on of- 
ficers’ ability to act decisively in a critical situ- 
ation. 


Description of the Training 


The FATS machine projects a video image 
onto a screen or wall, giving the impression 
of a large television screen. The screen was 
connected to a computer, two large speakers, 
and two model 66 Smith and Wesson-like 
pistols—exact replicas of the pistols which the 
officers carry while on duty. The officers were 
required to wear the same clothes and hol- 
sters they wear during street work and were 
provided with an inert cap-stun cannister, 
which actually sprayed a harmless peppermint 
concoction when the trigger was pulled. Each 
scenario was projected on the wall like a life- 
sized movie, the speakers helping to augment 
the atmosphere, making one feel as if present 
in the scenario. 

The officers were placed five tol0 feet in 
front of the wall where the images were dis- 
played. They were first required to complete 
a short session on basic target acquisition, 


which included a slow-motion replay, in col- 
ored lines on the screen, of their barrel loca- 
tion during target acquisition and trigger pull. 
Thereafter, they were advised the scenarios 
were about to begin. They were encouraged 
to use an appropriate level of force on the 
force continuum, to use good verbal com- 
mands, and to consider retreat and cap-stun 
as options in the situation. Prior to the start 
of the scenarios, each team of officers was en- 
couraged to enter the situation with a con- 
tact and cover officer, and to utilize cover and/ 
or concealment if necessary. 

Not only did the scenarios vary between 
teams of officers, but the outcome of the sce- 
nario itself could be altered by the trainers 
depending on the commands and actions of 
the officers. A variety of scenarios were used, 
including the following: 


* Officers enter a place of business, meet 
some police, are unable to exit the busi- 
ness and are eventually confronted by a 
man with a pistol. The man may open fire 
on the officers or drop the weapon, de- 
pending on the officer’s verbal commands. 


* Officers approach a home, when suddenly 
they are confronted by an irate offender 
with a knife outside the residence. De- 
pending on the officer’s verbal commands 
and actions, the offender may drop the 
knife, throw the knife at the officers, or 
drop the knife, pull a gun and shoot at the 
officers. 


* Officers are confronted by an agitated fam- 
ily during a home visit. The offender 
comes from another room of the house 
and runs toward the kitchen. Depending 
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on the officer’s actions, the offender may 
pull a gun from a kitchen cabinet and open 
fire, or pull a knife and steadily approach 
the officers waving the knife. 


* Officers are confronted by an intoxicated, 
stumbling man carrying a baby in a car seat 
as they exit a dwelling. The man blocks the 
officers’ exit. The man may put the baby 
down, pull a machete, and approach the of- 
ficers, or he might come at the officers still 
carrying the baby and waving the machete. 


During a home visit, an individual grabs a 
resident of the house and starts to choke 
her and threaten to kill her. 


After each scenario, the officers and the train- 
ers discussed or “broke down” the scenario. The 
officers were asked to justify their actions and 
consider other options they might have taken. 
In situations where lethal force was used, the 
machine replayed the shots and determined 
which shots would have been disarming or fa- 
tal to the offender and/or to bystanders. 


Exit Evaluation/Questionnaire 
Findings 


Because of the potential of serious physical 
harm to probation officers in the performance 
of their official duties, officers in the Eastern 
District of Missouri are authorized to carry fire- 
arms. Carrying a firearm is optional for all 
officers in the performance of their duties. All 
probation officers requesting to carry a fire- 
arm are required to attend an initial firearms 
qualification course, typically consisting of two 
days of classroom instruction and live firing- 
range experience under the supervision of cer- 
tified firearms instructors. Officers who elect 
to carry a firearm are also encouraged to in- 
crease their proficiency in the use of the fire- 
arm through practice, primarily by dry firing, 
shooting at fixed targets, and situational shoot/ 
don’t shoot scenarios presented by the firearms 
instructors at fixed targets. While these train- 
ing methods can be effective in training offic- 
ers in basic firearms utilization, safety, and 
shooting skill, they do not present the officer 
with realistic, interactive situations that the 
officer may encounter during the performance 
of their duties. In short, they are not really ef- 
fective in developing an officer’s mental skill 
or preparedness. As Charles Remsberg suggests 
in his book The Tactical Edge, “What truly pre- 
pared officers can depend on for winning vio- 
lent clashes is this: mental skill—75 percent, 
shooting skill —15 percent, physical skill—5 
percent, and luck—5 percent.” 


When officers carry a firearm into any situ- 
ation, the potential for danger increases 
merely with the presence of the firearm. Con- 
sequently, mental preparation also speaks of 
another issue: What is an officer willing and 
capable of doing to survive a critical incident? 
Is the officer psychologically capable of using 
lethal force, if needed? If not, should that of- 
ficer be carrying a firearm and thereby in- 
creasing the situation’s potential for danger? 

For at least eight years, the probation of- 
fice has provided little realistic scenario-based 
training incorporating life threatening situa- 
tions. Because of the lack of training in this 
area, officers have had few opportunities to 
develop and evaluate their ability to handle 
critical situations. For instance, during the 
initial stages of the training, most of the pro- 
bation officers exhibited poor verbal com- 
mands. They had never been in situations 
where loud, forceful verbal commands were 
necessary. While approximately 98 percent of 
the officers in the Eastern District of Missouri 
have chosen to carry a firearm, most officers 
have had little opportunity to experience what 
it is like to be involved in a critical incident, 
which can arise in a split second. 


METHOD 


Each officer was requested to complete an exit 
evaluation/questionnaire immediately after 
the training. The exit evaluation/question- 
naire was broken into two parts. The first sec- 
tion included the following five questions (see 
Appendix A): 


+ After completing the FATS training, to 
what extent has your perception regard- 
ing the value of a firearm for self-defense 
in the performance of your duties 
changed? 


* To what extent did the training influence 
your perception regarding your role as a 
United States Probation Officer? 


* To what extent did the training change 
your belief about your ability to use lethal 
force within the guidelines of the lethal 
force policy established by the office and 
the Judicial Conference? 


* To what extent do you expect the training 
to have an impact on the way you perform 
your field days? 


* To what extent do you believe that the 
training had a positive influence on your 
ability to act decisively in a critical 
situation? 


Officers were requested to answer the 
question by circling the statements that most 
closely matched their beliefs on the following 
range of answers: 


* toa very little extent 
* toa little extent 

* to some extent 

* toa great extent 

* toa very great extent 


Officers were also given the opportunity to 
explain their answers. 


The second part of the evaluation/ques- 
tionnaire included nine questions, primarily 
designed to evaluate the training and to ob- 
tain information to improve this specific 
training and training in general. These were 
(see Appendix B): 


* To what extent was the overall training 
effective? 


* To what extent were the training objec- 
tives clear? 


* To what extent were the trainers knowl- 
edgeable and prepared? 


* To what extent was the training applicable 
to your duties as a United States Proba- 
tion Officer? 


+ What areas of the training should be em- 
phasized more? 


* What areas of the training should be de- 
leted from the training? 


* To what extent did the training meet your 
expectations? 


* When you return to work, how will you 
describe the training to your co-worker 
and/or friends over lunch? 


+ Please share any comments about the 
training, or suggestions for future train- 
ing topics you would like to see. 


Of the 36 officers who completed the train- 
ing, 29 completed and returned the question- 
naire, representing an 80 percent return rate. 


Interpretation 


To what extent officer’s perception regarding 
the value of carrying a firearm had changed 
since the training? 


Since carrying a firearm is optional for all of- 
ficers in the performance of their duties, the 
decision to carry a firearm is intensely per- 
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sonal and one of considerable debate. Offic- 
ers should contemplate their psychological 
and physical ability to use lethal force when 
deciding whether or not to carry a firearm. 
Firearms training traditionally consists of fir- 
ing rounds from varying distances at static 
targets. Although the Eastern District of Mis- 
souri Probation Office provides officers with 
a well-rounded firearms training program 
that includes the proper use of force on the 
force continuum and involvement in mock 
shooting situations, officers rarely have the 
opportunity to be involved in realistic, stress- 
filled scenarios where decisions have to be 
made in a spit second. Consequently, percep- 
tions of the value of carrying a firearm may 
differ between officers since they rarely find 
themselves in critical situations. The above 
question was designed to obtain information 
regarding officers’ perception of carrying a 
firearm after experiencing realistic, stress- 
filled scenarios. 


Of the questionnaires completed, 28 offic- 
ers responded to this question, representing a 
97 percent response rate. Of those, 18 percent 
indicated the training changed their percep- 
tion regarding the value of a firearm for self- 
defense “to a very little extent,” one respondent 


indicated the training changed their percep- 
tion regarding the value of a firearm for self- 
defense “to a little extent,” 47 percent indicated 
the training changed their perception regard- 
ing the value of a firearm for self-defense “to 
some extent,” 14 percent indicated the train- 
ing changed their perception regarding the 
value of a firearm for self-defense “to a great 
extent,” and 18 percent indicated the training 
changed their perception regarding the value 
of a firearm for self-defense “to a very great 
extent” (see Appendix C ). 

To get a clear interpretation of the re- 
sponses to this question, it was necessary to 
review the written responses to the question 
in addition to the selected choices. Regard- 
less of choices made on the spectrum, thir- 
teen (46 percent) of the respondents indicated 
in writing the training reinforced their belief 
in the need ofa firearm for officer safety. One 
respondent replied, “I have always believed 
that a firearm is needed for our protection. 
When you do this type of training, it drives 
home the risks we take and need for self- 
defense.” Another wrote, “I’ve always seen the 
value, but the training drilled it home.” Three 
other respondents were surprised at the speed 
with which a critical incident can occur, as 
evidenced by the scenarios, and one respon- 
dent wrote “I'd been thinking of giving up 


the gun, but it reminded me in some situa- 
tions, only the gun would be effective.” 

In conclusion, a large percentage of the 
respondents (66 percent) indicated that their 
perception of the value of a firearm for self- 
defense changed at least to some extent be- 
cause of this training. The responses suggest 
that officers perceive the firearm as a neces- 
sary tool for self-defense and the training, if 
anything, reinforced this belief. Thirty-two 
percent of the respondents, however, related 
that the training changed their perception of 
the value of a firearm for self-defense to at 
least a great extent. This is a significant fig- 
ure. Officer comments generally indicated 
that officers perceived the firearm as neces- 
sary for self-defense, including the 32 percent. 
It seems reasonable to suggest, therefore, that 
some officers had a more casual perception 
of the value of a firearm prior to the training. 
The training appears to have changed this 
perception. 


To what extent the training influenced 
officer’s perception regarding the probation 
officer’s role? 


Professionals who carry firearms are tradition- 
ally viewed by the public as law enforcement 
officers. Therefore, it would seem safe to say that 
offenders may also view officers who carry a fire- 
arm as strictly law enforcement officers. Accord- 
ing to our Mission Statement, the Probation 
Office for the Eastern District of Missouri will 
complete thorough investigations, provide ac- 
curate and timely reports, and provide mean- 
ingful supervision services designed to protect 
the community and promote the rehabilitation 
of offenders. The role of the probation officer is 
varied, as the Mission Statement indicates, and 
“managers convey the authority and the re- 
sources each individual needs to do his or her 
job (Strebel, Harvard Business Review. May- 
June 1996 p. 87).” As indicated previously, the 
firearm is perceived by officers to be necessary 
to perform their duties in a safe manner. While 
adding a firearm for protection may influence 
how the public and the offender perceive the 
officer, does it change how officers perceive their 
own roles? The above question was designed to 
measure officer perception about their role as 
probation officers after experiencing life-threat- 
ening scenarios. 

Of the questionnaires completed, 28 of- 
ficers responded to this question, represent- 
ing a 97 percent response rate. Of those 
responding, 14 percent indicated the train- 
ing changed their perception of their role as a 


probation officer “to a very little extent,” 14 
percent indicated the training changed their 
perception “to a little extent,” 50 percent in- 
dicated the training changed their perception 
“to some extent,” 18 percent indicated the 
training changed their perception “to a great 
extent,” and one respondent chose the answer 
that training changed their perception of the 
value of a firearm for self-defense “to a very 
great extent” (Appendix D). 

The firearms policy for the Eastern District 
of Missouri Probation Office clearly states of- 
ficers should avoid the use of a firearm except 
in self-defense or in defense of a fellow proba- 
tion officer. The officer may not use a firearm 
unless the officer believes he/she, or a fellow 
officer, is in imminent danger of death or seri- 
ous bodily injury and there is no means of a 
safe retreat. To get a clear interpretation of the 
responses to this question, it was necessary to 
review the written responses to the question 
in addition to the selected choices. Five respon- 
dents wrote statements that indicated they had 
a clear understanding of their role before the 
training. For instance, one respondent wrote, 
“unexpected things can happen, so we need to 
be ready to handle these situations effectively, 
while maintaining our own safety.” Another 
related the training was “a good reminder of 
when to back away and when to stay in and be 
ready,” while a third indicated “my role is to 
avoid these situations, but I have always been 
aware that things like this could happen.” 

Although the written firearms policy is 
clear on when an officer is authorized to use 
lethal force, it can become less clear when the 
incident occurs quickly and the officer is un- 
der stress. In some scenarios, officers were 
called upon to act with lethal force outside 
office policy. The following officer comments 
support this supposition: “The training was 
good because it showed how things can go 
bad quickly and our role can be gray.” “Even 
though we may view our role in a limited way, 
there may be situations where we are viewed 
as another law enforcement officer and may 
need to act beyond the defined scope of our 
duties.” The training “made me realize the 
differences between our policy and the legal/ 
moral issues regarding lethal force.” 

In conclusion, the respondent’s perception 
of their role as a probation officer changed 
very little after the training. Some responses, 
however, indicate that officers may not have 
been prepared to handle situations that went 
“bad quickly.” Still other officers appeared 
dismayed after being placed in a situation 
where they were viewed by others as strictly 
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law enforcement officers and had to act ac- 
cordingly. 


To what extent did the training change your 
belief about your ability to use lethal force 
within the guidelines of the lethal force policy? 


Anytime an officer carries a firearm, the po- 
tential for danger increases with the presence 
of the firearm. Many situations, while dan- 
gerous, may never reach the level of imma- 
nent danger of serious bodily injury or death 
when the firearm is not present. But an alter- 
cation when a firearm is present becomes 
much more dangerous. It is essential that any 
officer who decides to carry a firearm be aware 
of the increased potential for danger. Offic- 
ers should have a good understanding about 
their physical and psychological ability to use 
their firearms in a critical incident. The above 
question was designed to measure whether 
the training affected officers’ belief about their 
ability to use lethal force. 

There was a 100 percent response rate to 
this question among those filling out the ques- 
tionnaire. Fourteen percent of the respondents 
indicated the training changed their belief 
about their ability to use lethal force “to a very 
little extent,” 14 percent indicated the training 
changed their belief about their ability to use 
lethal force “to a little extent,” 58 percent indi- 
cated the training changed their belief about 
their ability to use lethal force “to some extent,” 
and 14 percent indicated the training changed 
belief about their ability to use lethal force “to 
a great extent” (Appendix E). 

In traditional firearms training (i.e., fir- 
ing at fixed targets on command), officers 
rarely have the opportunity to interact with 
their subjects. Consequently, officers have 
little experience in dealing with fluid situa- 
tions where the outcome may depend on their 
communication ability and their ability to 
defend themselves. To get a clear interpreta- 
tion of the responses to this question, it was 
necessary to review the written responses to 
the question in addition to the selected 
choices. Some responses reflect a concern 
about the limitation the lethal force policy 
places on the officer. In many of the scenarios 
played out during the training, the officers 
had to decide whether to come to the assis- 
tance of a third party. While the firearms 
policy does not permit the use of lethal force 
to come to the aid of a third party, some of- 
ficers felt compelled to do so. One officer in- 
dicated that, “I was surprised—I did not 
always follow policy.” Another officer wrote 


point-blank, “Lethal force policy is too restric- 
tive.” Most of the officers’ responses, how- 
ever, reflect that the training either confirmed 
their belief about their capability to use le- 
thal force or improved their ability to make a 
better lethal-force decision. For instance, one 
officer indicated that with this type of train- 
ing, “I become more confident that I will use 
lethal force if necessary,” while another wrote 
that the training “showed me to always try to 
leave a threat area whenever possible.” An- 
other officer indicated, “It made me realize 
(believe?) that we have the authority to pull 
our firearm in response to a lesser force, such 
as the perceived displaying of a knife (huh!).” 

In conclusion, 72 percent of the respon- 
dents indicated the training affected their be- 
lief about their ability to use lethal force to at 
least some extent. In fact, some responses sug- 
gest the training gave them a better under- 
standing of how complex and restrictive the 
lethal force policy is and how difficult a lethal- 
force decision is when made under stress with 
little time to think. The training clarified the 
lethal force policy and provided officers with 
food for thought about the use of lethal force 
to come to the assistance of a third party. 


To what extent do you expect the training to 
have an impact on the way you perform your 
field days? 


Probation officers often work in the commu- 
nity. As part of their job duties, officers com- 
monly visit offenders in their homes or at 
their place of employment. As noted in the 
introduction to this paper, in 1998, 56 per- 
cent of the critical incidents that presented 
an actual danger, risk, peril, or threat to the 
officer occurred while the officer was in the 
field. While officers may not necessarily view 
themselves as strictly law enforcement offic- 
ers, the offender under their supervision or 
investigation may have a different view. The 
above question was designed to measure 
whether the training affected how officers 
perform their field work. 

There was a 100 percent response rate to 
this question among those who filled out the 
questionnaire. Two respondents expected the 
training to affect how they perform their field 
work “to a very little extent,” one respondent 
expected the training to affect how he/she 
performs field work “to a little extent,” 31 
percent expected the training to affect how 
they perform their field work “to some ex- 
tent,” 44 percent expected the training to af- 
fect their field work performance “to a great 


extent,” and 14 percent indicated the train- 
ing changed belief about their ability to use 
lethal force “to a very great extent” (Appen- 
dix F). 

Officers are encouraged to perform their 
field work in teams; however, traditional of- 
ficer training rarely provides officers the op- 
portunity to interact with offenders as well as 
with each other. To get a clear interpretation 
of the responses to this question, it was nec- 
essary to review the written responses to the 
question in addition to the selected choices. 
When working in teams, communication be- 
comes paramount. Most of the officers’ re- 
sponses, in some form or another, suggested 
that the training showed them the importance 
of officer communication and the importance 
of being prepared for a critical incident be- 
fore it occurs. Some of the written responses 
were: “I will be more prepared.” “Just be as 
aware as possible.” “Lethal problems can arise 
in a heartbeat.” “Will be more careful and al- 
ways have a backup officer.” “I will definitely 
communicate more with my partner before 
approaching each home.” “The training will 
make me more aware. It is easy to get relaxed.” 
“I will be more prepared than before, espe- 
cially to make verbal commands.” 

As indicated above, officers are discover- 
ing and adapting to a new way of operation: 
the performance of field work in teams and 
the possibility of stepping outside the defined 
scope of their role. This calls for new behav- 
iors (i.e., verbal communication) and new 
approaches to work (Heifetz and Laurie, 
Harvard Business Review: January-February 
1997, p. 124). 

In conclusion, a majority of the respon- 
dents (58 percent) indicated that the training 
affected the way they will perform their field 
work at least “to a great extent.” The written 
comments suggest that officers benefitted 
most from the emphasis on teamwork and 
communication. 


To what extent do you believe that the train- 
ing had a positive influence on your ability to 
act decisively in a critical situation? 


Officers were presented with a variety of re- 
alistic scenarios. All of the situations had the 
potential to explode, depending on the offic- 
ers’ reactions. After the completion of each 
scenario, the officer and the trainers analyzed 
the situation and the reaction of the officers. 
The use of verbal commands and use of cover 
and/or concealment were the most common 
issues discussed after each scenario. In some 
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instances, the officers would perform the sce- 
nario again, often with a different outcome 
as a result of the “break down.” The above 
question was designed to measure the effec- 
tiveness of the training in preparing officers 
to act decisively in a critical situation. 

There was a 100 percent response rate to 
this question from those filling out the ques- 
tionnaire. Four respondents indicated the 
training had a positive influence on their abil- 
ity to act decisively in a critical situation “to 
some extent,” 62 percent indicated the train- 
ing had a positive influence on their ability to 
act decisively in a critical situation “to a great 
extent,” and 24 percent indicated the train- 
ing had a positive influence on their ability to 
act decisively in a critical situation “to a very 
great extent” (Appendix G). 

A large majority of the respondents (86 
percent) indicated the training had a positive 
influence on their ability to act decisively in a 
critical situation. The following written com- 
ments support this figure: “It helped to prac- 
tice acting decisively. We rarely get a chance to 
do it.” “Actually showed me that I can react 
appropriately.” “It (the training) gave me more 
experience to draw on if I ever find myself in a 
situation such as these.” “Good practice at think- 
ing on your feet—augments our current, on- 
going training.” “Excellent training to simulate 
possible real life situations.” “It is good to be 
exposed to a variety of possibilities.” “I don’t 
always have faith that my decisions will be good 
in ‘bad’ situations. The training was a positive 
experience.” “The training has helped me to feel 
more confident in my actions regarding self- 
defense and lethal force.” “Requiring us to ex- 
plain our actions was excellent. It will make us 
think about our situations more thoroughly.” 

Both the figures and the officers’ com- 
ments suggest that the training was effective 
in influencing officers’ ability to act decisively 
in a critical situation. 


Conclusions and 
Recommendations 


According to the evaluations (Appendix H), 
97 percent of the officers reported that the 
overall training was effective to at least “a great 
extent.” Before the training, officers had a 
certain belief about their ability to perform 
their job in a safe and effective manner. After 
the training, officers clearly indicated they 
were surprised at how quickly a critical inci- 
dent could occur, how likely it is that they will 
be perceived as law enforcement officers dur- 
ing a critical incident, how difficult it can be 


to work in teams and communicate during a 
critical incident, and how unfamiliar they 
were in using forceful verbal commands. 

This suggests that the training was effective 
in heightening officer awareness of danger and 
the necessity for continued training in mental 
preparedness and self-defense proficiency. It 
is recommended that an ongoing regime of sce- 
nario-based training, including FATS training 
and other role-play training scenarios, be 
implemented on at least a semi-annual basis. 
The training should emphasize working in 
teams and include a component of communi- 
cation between officers. It is also recommended 
that this district explore the feasibility of train- 
ing officers utilizing scenario-based Simunition 
training devices. 

The training and subsequent data that was 
collected also indicate that officers have some 
anxiety over the limitation of the lethal force 
policy, especially when confronted with a va- 
riety of situations involving a threat to a third 
party. The training did not address this dis- 
may. Future scenario-based training should 
include a component that seeks information 
on this issue from officers prior to the train- 
ing and evaluates the effectiveness of the train- 
ing in addressing this concern. 

The primary criticism of the training re- 
lated to the nature of some of the scenarios. 
Since FATS training is typically used by po- 
lice departments, some of the scenarios were 
law-enforcement oriented. In future training 
programs, scenarios designed strictly for pro- 
bation officers should be used to enhance the 
training. 


Appendix A 
Exit Questionnaire/Survey 
Program Title: FATS 


After completing the FATS training, to what 
extent has your perception regarding the value 
of a firearm for self-defense in the perfor- 
mance of your duties changed? (Check one) 


LJ toa very little extent 
to a little extent 

C) to some extent 

to a great extent 

(] toa very great extent 


Please try to explain your answer: 


To what extent did the training influence 
your perception regarding your role as a 
United States Probation Officer? (Check one) 


ZC) toa very little extent 

C) toa little extent 

() to some extent 

C) to a great extent 

to a very great extent 

Please try to explain your answer: 

To what extent did the training change your 
belief about your ability to use lethal force 
within the guidelines of the lethal force policy 


established by the office and the Judicial Con- 
ference? (Check one) 


CJ toa very little extent 

C) toa little extent 

to some extent 

C) to a great extent 

C) to a very great extent 

Please try to explain your answer: 

To what extent do you expect the training to 


have an impact on the way you perform your 
field days? (Check one) 


ZC toa very little extent 

to a little extent 

to some extent 

C) to a great extent 

C) toa very great extent 

Please try to explain your answer: 

To what extent do you believe that the train- 
ing had a positive influence on your ability 


to act decisively in a critical situation? (Check 
one) 


C) to a very little extent 
C) to a little extent 

C) to some extent 

C) to a great extent 

to a very great extent 


Please try to explain your answer: 
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Appendix B 
Training Evaluation 
Program Title: FATS 


To what extent was the overall training 
effective? (Check one) 


C] toa very little extent 
toa little extent 

_] to some extent 

toa great extent 

(] to a very great extent 


To what extent were the training objectives 
clear? (Check one) 


C toa very little extent 
C) to a little extent 

(] to some extent 

) to a great extent 

(] to a very great extent 


To what extent were the trainers knowledge- 
able and prepared? (Check one) 


CL] toa very little extent 
toa little extent 

C) to some extent 

(_] to a great extent 

C) toa very great extent 


To what extent was the training applicable 
to your duties as a United States Probation 
Officer? (Check one) 


C) toa very little extent 

toa little extent 

to some extent 

L] to a great extent 

C) toa very great extent 

What areas of the training should be empha- 


sized more? 


What areas of the training should be deleted 
from the training? 


To what extent did the training meet your 
expectations? 

CJ toa very little extent 

toa little extent 


(] to some extent 


CL] to a great extent 
LJ to a very great extent 


When you return to work, how will you de- 
scribe the training to your co-worker and/or 
friends over lunch? 


Please share any comments about the train- 
ing, or suggestions for future training topics 
you would like to see. 


Appendix C 
Value of Firearm 


To what extent officer’s perception 
regarding the value of carrying a 
firearm had changed since the training. 


To A Little Extent 
3.0% 


To Some 
Extent 47.0% 


To A Very Little 
Extent 18.0% 


Extent 18.0% 


Appendix D 
Perception of Role 


To what extent the training influenced 
the officer’s perception regarding the 
probation officer’s role. 


To A Very Great 
Extent 4.0% 


To Some 


Extent 50.0% To A 


Very Little 
Extent 14.0% 


Appendix E 
Ability to Use Lethal Force 


To what extent did the training change the 
officer's belief about their ability to use 
lethal force within the guidelines of the 
lethal force policy. 


To Some 
Extent 58.0% 


To A Very 
Little Extent 
14.0% 


Appendix F 
Performance of Field Day 


To what extent do you expect the 
training to have an impact on the way 
you perform your field days? 


To A Very 


To A Little Little Extent 7.0% 


Extent 3.0% 


To Some 
Extent 31.0% 


Great. 
Little 
A Very Great | 
OA Great. 
ocEvtant Ad 
extent a4 .O% 
loALittle 
= 
A 
A Great: 
1 
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Appendix G 
Ability to Act Decisively 


To what extent do you believe that 

the training had a positive influence on 
your ability to act decisively in a critical 
incident? 


To A Very 
Great Extent 
24.0% 


To Some 
Extent 14.0% 


Appendix H 
Evaluation Results 


To what extent was the overall training 
effective? 


NO RESPONSES 
NO RESPONSES 
1 RESPONSE 
38% 

59% 


to a very little extent 
to a little extent 

to some extent 

to a great extent 

to a very great extent 


To what extent were the training objectives 
clear? 


NO RESPONSES 
NO RESPONSES 
14% 
45% 
41% 


to a very little extent 
to a little extent 

to some extent 

to a great extent 

to a very great extent 


To what extent were the trainers knowledge- 
able and prepared? 


to a very little extent 
to a little extent 


NO RESPONSES 
NO RESPONSES 
NO RESPONSES 
21% 
79% 


to some extent 
to a great extent 
to a very great extent 


To what extent was the training applicable 
to your duties as a United States Probation 
Officer? 


NO RESPONSES 
NO RESPONSES 
17% 
34% 
49% 


to a very little extent 
to a little extent 

to some extent 

to a great extent 

to a very great extent 


What areas of the training should be empha- 
sized more? 


Thirteen percent of the respondents to this 
question indicated that the scenarios should 
be more probation officer orientated. There 
were no other responses to this question. 


What areas of the training should be deleted 
from the training? 


There were no responses to this question. 


To what extent did the training meet your 
expectations? 


NO RESPONSES 
NO RESPONSES 
NO RESPONSES 
55% 
45% 


to a very little extent 
to a little extent 

to some extent 

to a great extent 

to a very great extent 


When you return to work, how will you de- 
scribe the training to your co-worker and/or 
friends over lunch? 


A little confusing at first, because we didn’t 
understand our roles in the scenario/Excel- 
lent session—very productive—it was very 
realistic/Exceilent (3 responses)/I will tell 
them it was excellent training, and very ben- 


eficial/Fun, interesting, enlightening, educat- 
ing, humiliating/humbling experience/Very 
positive and beneficial/A useful training pro- 
gram/Helpful. We could use more of this type 
of training/It was wonderful and fun/Great, 
“go have fun and learn”/Worth my time, good 
practice/It was good/Fun-learned more/A 
good experience/The scenarios made me re- 
alize how quickly a situation can escalate. It 
was very interesting/Good training. Need to 
have on a regular basis/Yes-I think any role 
plays that challenge a person’s responses are 
good and are effective training tools/Very 
enjoyable/Very realistic, real-life scenarios. 
The technology enhanced the training, which 
doesn’t always happen/Very good/Worth- 
while/Good-makes you think and react 
quickly/Fun, but makes you prepare mentally 
for the unknown situations that may occur/ 
Fun 


Please share any comments about the train- 
ing, or suggestions for future training topics 
you would like to see. 


Good to do scenarios—need to continue till 
I get one right. Maybe could use work on 
what is presumed obvious, but isn’t to all of 
us—how to tell offender to position himself, 
commands, communicating with other law 
enforcement, etc./It would be nice if we could 
do this training 3 or 4 times a year/Having a 
cover officer was helpful. There were a lot of 
scenarios where there was more than one po- 
tential threat. If one person had been doing 
the HV, it would have been more likely that 
the officer would have been harmed. More 
training with partners would be helpful/I 
would like to see us do such training once a 
year/The training was excellent/I would like 
to have repeated (at least once) the drill where 
the machine tracked the gun from leaving the 
holster, firing and covering the target/We 
should be doing this type of training on a 
regular basis/I hope we can do this more of- 
ten/Great/More of the same type of training/ 
Very appropriate and excellent training/Good 
training! 


Appendix B 
Training Evaluation 


Program Title: FATS 


To what extent was the overall training 


effective? (Check one) 


to a little extent 


to some extent 


lo what extent were the training objectives 


clear? (Check one 


to erv little extet 
O a little 
ysOMe 

( sreal ext t 
to oreat exte 


To what extent were the trainers knowledge- 


able and prepared? (Check one) 


toa lit extent 

to some extent 

to a great extent 

to ery great extent 


lo what extent was the training applicable 
to your duties as a United States Probation 
Officer? (Check one 


| 
to ittie extel 
| 
O a littie exten 
ts 
exten 
to a great extent 


tO a very great extent 


What areas of the training should be empha- 


sized more? 


What areas of the training should be deleted 


from the training? 


To what extent did the training meet your 


expectations? 
to a very little extent 
to a little extent 


to some extent 
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to a great extent 


to avery great extent 


When you return to work, how will you de- 
scribe the training to your co-worker and/or 


friends over lunch? 


Please share any comments about the train- 
ing, or suggestions for future training topics 


you would like to see. 


Appendix C 
Value ot Firearm 
To what extent officer’s perception 


regarding the value of carrying a 
firearm had changed since the training. 


To Some 


Extent 47.0° 


To A Very Great / 
Extent 18.0%  / 


Appendix D 


Perception of Role 


To what extent the training influenced 
the officer’s perception regarding the 
probation officer’s role. 


To Some 


lo A 


Very Little 


Extent 50.0° 


Extent 14.0% / 


Appendix E 
Ability to Use Lethal Force 


To what extent did the training change the 
officer's belief about their ability to use 
lethal force within the guidelines of the 
lethal force policy. 


To Some \ 
Extent 58.0% \ 


Appendix F 
Pertormance ot Field Day 


To what extent do you expect the 
training to have an impact on the way 
you perform your field days? 


lo A Very 


Little Extent 7.0% 


To Some 
Extent 31.0% 
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Appendix G 
Ability to Act Decisivels 


To what extent do you believe that 

the training had a positive influence on 
your ability to act decisively in a critical 
incident? 


To Some 
\ Extent 14.0% 


Appendix H 
Evaluation Results 


To what extent was the overall training 


effective? 


to a very little extent NO RESPONSES 
NO RESPONSES 
| RESPONSI 


to a great extent 38° 


to a little extent 


to some extent 
to a very great extent 39 


To what extent were the training objectives 
clear? 

NO RESPONSES 
NO RESPONSES 


to a very little extent 


to a little extent 


to some extent 14% 
to a great extent $59 
to a very great extent 41% 


To what extent were the trainers knowledge- 
able and prepared? 


to a very little extent NO RESPONSES 
NO RESPONSES 
NO RESPONSES 


219 


to a little extent 
to some extent 
to a great extent 


to a very great extent 79% 
To what extent was the training applicable 
to your duties as a United States Probation 


Officer? 


to a very little extent NO RESPONSES 


to a little extent NO RESPONSES 


to some extent 17% 
to a great extent 34% 
to a very great extent 49% 


What areas of the training should be empha- 
sized more? 


Thirteen percent of the respondents to this 
question indicated that the scenarios should 
be more probation officer orientated. There 


were no other responses to this question. 


What areas of the training should be deleted 
from the training? 


There were no responses to this question. 


lo what extent did the training meet your 


expectations? 


to a very little extent NO RESPONSES 
NO RESPONSES 


NO RESPONSES 


to a little extent 
to some extent 
to a great extent 55% 


to a very great extent 45% 


When you return to work, how will you de- 
scribe the training to your co-worker and/or 
friends over lunch? 


A little confusing at first, because we didn’t 
understand our roles in the scenario/Excel- 
lent session—very productive—it was very 
realistic/Excellent (3 responses)/I will tell 


them it was excellent training, and very ben- 


eficial/Fun, interesting, enlightening, educat 

ing, humiliating/humbling experience/Very 
positive and beneficial/A useful training pro- 
gram/Helpful. We could use more of this type 
of training/It was wonderful and fun/Great, 
“go have fun and learn”/Worth my time, good 
practice/It was good/Fun-learned more/A 
good experience/The scenarios made me re 

alize how quickly a situation can escalate. It 
was very interesting/Good training. Need to 
have on a regular basis/Yes-I think any role 
plays that challenge a person’s responses are 
good and are effective training tools/Very 
enjoyable/Very realistic, real-life scenarios. 
Phe technology enhanced the training, which 
doesn't always happen/Very good/Worth 

while/Good-makes you think and react 
quickly/Fun, but makes you prepare mentally 
for the unknown situations that may occur 
Fun 


Please share any comments about the train- 
ing, or suggestions for future training topics 
you would like to see. 


Good to do scenarios—need to continue till 
I get one right. Maybe could use work on 
what is presumed obvious, but isn’t to all of 
us—how to tell offender to position himself, 
commands, communicating with other law 
enforcement, etc./It would be nice if we could 
do this training 3 or 4 times a year/Having a 
cover officer was helpful. There were a lot of 
scenarios where there was more than one po- 
tential threat. If one person had been doing 
the HV, it would have been more likely that 
More 


training with partners would be helptul/I 


the officer would have been harmed. 


would like to see us do such training once a 
year/The training was excellent/I would like 
to have repeated (at least once) the drill where 
the machine tracked the gun from leaving the 
holster, firing and covering the target/We 
should be doing this type of training on a 
regular basis/I hope we can do this more of 

ten/Great/More of the same type of training 

Very appropriate and excellent training/Good 
training! 
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IT WILL NOT BE LONG until per- 


sonal computers are as common as tele- 
phones. This is one consequence of the 
information technology (IT)! revolution that 
has taken place since the invention of the tran- 
sistor 50 years ago.” Of course, it is now a de- 
cade or so since the designation “personal” 
became inappropriate. What used to be “per- 
sonal” during the first few years of the revo- 
lution has now become general. It is probably 
not too great a stretch to assert that virtually 
every organizational, business and scientific 
use of information incorporates in some way 
the general IT that is encompassed by the ru- 
bric “personal computers.” In addition, desk- 
top and laptop systems are moving into public 
and private organizations, as well as homes, 
with a rapidity that is far greater than occurred 
with the telephone, and they seem certain to 
have (may already have had) a greater impact 
than the telephone on the way public and pri- 
vate activities are conducted. 

The revolution has enormous implications 
for the criminal justice system, which is gen- 
erally regarded as a fragmented and some- 
times cumbersome processor and user of 
information.’ It has provided a capacity for 
information management that has begun to 
radically change the way in which law enforce- 
ment conducts its business. Though it is true 
that the pace at which law enforcement has 
adopted the new IT lags behind many other 
elements of society, there is also an inevita- 
bility about that adoption. In the end, law 
enforcement will not have a choice. The IT 
revolution will have to be embraced. 


In this article, I have a narrow focus—the 
effect of the IT revolution on the criminal 
justice system. This is because criminal jus- 
tice agencies are, in my opinion, the most 
dynamic users of the kind of information that 
the IT revolution is bringing into existence. 
Criminal justice agencies use information to 
make strategic, tactical, and investigative de- 
cisions in ways that other agencies do not. 
Criminal justice agencies do a lot more than 
record their activities, and they are faced with 
a constant need to adapt to a changing op- 
erational environment. In that sense, the IT 
revolution is a very good fit for their needs. 

In the following section, I present a brief 
historical background of the application of in- 
formation to law enforcement, beginning with 
early developments in the nineteenth century 
and culminating with the 1994 Crime Act. 

Following the historical overview, I con- 
sider the promise and the reality of informa- 
tion technology for law enforcement, reviewing 
where law enforcement stands with respect to 
a number of critical information systems ar- 
eas: records management; criminal histories 
and offender identification; the Uniform 
Crime Reporting System and the National In- 
cident Based Reporting System; and computer 
networking technology and the Internet. 

The final section contains some reflections 
on criminal justice IT and the 21" century. 
The potential for the generation of new 
knowledge and the risks associated with pos- 
sible misuse of computerized data are briefly 
reviewed and a short conclusion brings the 
article to a close. 


Terence Dunworth 


Managing Vice President, Abt Associates 


Historical Background 
The First 100 years— 
1830 to 1930 


Though the intensity of our current focus on 
information systems in criminal justice is his- 
torically unparalleled, a demand for facts 
about crimes, those who commit them, and 
the response we muster goes back for more 
than two centuries. In a 1978 article,* Decker 
identified early approaches by Bentham (urg- 
ing data collection on British prisoners in 
1778), Guerry (beginning a formalized sys- 
tem of French criminal statistics in 1833), and 
Quetelet (who commented at the same time 
on the issues surrounding the strengths and 
weaknesses of official French crime data). 

Decker noted that in the United States, the 
effort to develop systematic information about 
crime dates back about a century and a half. In 
1834, Massachusetts was the first state to be- 
gin collecting data on crimes. The U.S. federal 
government did the same, first in conjunction 
with the 1850 census and subsequently with 
later censuses. By the early 1900s, data from 
police reports were being compiled into crimi- 
nal statistical reports, and federal prisoner data 
and federal judicial statistics were being accu- 
mulated, printed, and disseminated by the of- 
fice of the U.S. Attorney General. 

Though these early efforts were modest by 
today’s standards, the federal systems in par- 
ticular generated what appear to have been 
reasonably accurate compilations of the ac- 
tivity of the federal judicial system, and they 
were used for decision-making about budget- 
ing, facilities construction, and resource al- 


An earlier version of this article appeared in NIJ’s Criminal Justice 2000, vol. 3, Policies, Processes, and Decisions of the Criminal Justice System. 
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location issues. Data on crime in cities was 
another matter. Many law enforcement agen- 
cies lacked the resources and perhaps the in- 
terest needed to compile comprehensive and 
accurate statistics, and the consequence was 
that knowledge about non-federal crime and 
the local criminal justice environment was 
sketchy, at best. 

In the 1920s, the International Association 
of Chiefs of Police (IACP) responded to the 
need for a uniform, nationwide system of com- 
piling statistics on crime by developing and 
initiating a Uniform Crime Reporting System 
(UCRs), to which police departments were 
urged to voluntarily contribute crime data in 
a standardized format. In 1930, [ACP cooper- 
ated with the federal government in arranging 
for the transfer of this system to the Federal 
Bureau of Investigation (FBI), where it is still 
housed.° The 1930 UCR report included 1002 
cities, with 83 percent participation of all cit- 
ies with populations greater than 25,000. 


Wickersham Commission, 1931 


In 1929, the same year that the UCRs were 
launched, a National Commission on Law 
Observance and Enforcement was established 
by President Hoover. This came to be known 
as the Wickersham Commission, named af- 
ter its chair George W. Wickersham.° Though 
there had been locally based studies of crimi- 
nal justice during the previous ten years,’ this 
was the first national evaluation of the sys- 
tem of justice administration in the U.S. 

The Commission published 13 reports in 
June of 1930.° One of these, the Report on 
Criminal Statistics, was an assertion of the 
need for accurate, nationwide statistics on 
crime and the criminal justice system. The 
report reflected the influence of the [ACP's 
work on the UCRs, and specifically cited the 
UCR system as a model. However, the mem- 
bers of the Commission wanted to go much 
further than the UCRs, by creating a compre- 
hensive system of national data encompass- 
ing penal, judicial, and police data under one 
umbrella federal agency which would estab- 
lish national data collection systems to achieve 
these objectives. The report also expressed 
reservations about the accuracy of the crime 
statistics currently being compiled, as well as 
about the interpretations of them that were 
being made. In this respect, the Commission's 
observations were prescient—many of its 
concerns have been repeatedly echoed in sub- 
sequent commentary on the UCRs. 


Presidential Commission, 1965 


For the next three and a half decades, the UCRs 
were systematically collected and came to be 
the nation's only barometer of crime levels. 
However, little progress was made beyond this, 
except at the federal level, where the creation 
of the Administrative Office of the U.S. Courts 
in 1938 consolidated federal judicial and pe- 
nal system data collection under the new 
agency and led to the creation of a centralized 
process of data compilation and reporting that 
has persisted largely unchanged (except for 
computerization) to the present time. 

Then, in 1965, President Johnson convened 
the President's Commission on Law Enforce- 
ment and Administration of Justice. The man- 
date of this commission, with respect to issues 
pertaining to crime, was essentially unlimited, 
and its extensive report was a wide-ranging and 
enormously influential document.’ 

The Commission's examination of infor- 
mation systems and statistics produced 
gloomy observations by commission mem- 
bers. Henry Ruth, deputy director of the 
Commission, is quoted as saying: “Practically 
no data on the criminal justice system existed 
when the Commission began work. Not much 
police data existed. Court data were a mess.” 
In addition, the Commission's survey of 
10,000 households suggested that crime of all 
kinds was being seriously under-reported to 
police, with the result that the UCRs could 
not be counted upon to be an accurate mea- 
sure of crime levels in the country.'! 

This led to what was in a number of respects 
a reaffirmation and clarification of the prin- 
ciples and approaches promulgated earlier by 
the Wickersham Commission, but never ad- 
equately adopted. Namely, that policy should 
be informed by knowledge and facts; that the 
development, collection, and compilation of 
these should be the responsibility of a National 
Criminal Justice Statistics Center; that state sta- 
tistical centers should be established to both 
provide information and support to the fed- 
eral agency and to generate locally useful data; 
and that federal funding should be provided 
to help accomplish these goals. 


Federal Legislation: 1968-1994 


The immediate outcome of the work of the 
Commission was the passage of the Omni- 
bus Crime Control and Safe Streets Act of 
1968, which has been the foundation for vir- 
tually all subsequent federal legislation on 
state and local criminal justice matters. This 
Act created the Law Enforcement Assistance 


Administration, which from 1968 until 1979 
housed the National Institute of Law Enforce- 
ment and Criminal Justice (the precursor 
agency to today's National Institute of Jus- 
tice), and the National Criminal Justice In- 
formation and Statistics Service (the 
precursor to today's Bureau of Justice Statis- 
tics). LEAA also managed federal assistance 
to state and local criminal justice agencies," 
and, in 1973 established the National Crime 
Survey, which carried forward the approach 
undertaken by the Commission in the 1967 
survey mentioned above. Of the Crime Sur- 
vey, Tonry notes: 


Some observers would say that the Na- 
tional Crime Victimization Survey is the 
single most important research-and-sta- 
tistics legacy of the President's Crime 
Commission. Considering that there 
were no victim surveys before the 
President's Commission sponsored the 
pilots, the NCVS is a remarkable accom- 
plishment. Not only has it survived for 
nearly a quarter of a century, and been 
steadily improved during that period, but 
it has now achieved recognition as at least 
equal to the UCR as a source of informa- 
tion on crime trends and patterns.'* 


Despite the promise inherent in the 
Commission's report and the subsequent leg- 
islation, the operational manifestation of the 
principles the Commission espoused did not 
generate long-term acceptance by Congress 
or the criminal justice community. By the late 
1970s, the LEAA was an agency whose time 
had come and gone. Congressional willing- 
ness to fund the agency dwindled from the 
peak reached in 1976, and by 1980, appro- 
priations were effectively zero.'* 

This discontent with LEAA led to an over- 
haul of the federal government's approach to 
the management of its efforts to influence and 
assist state and local crime control activities. 
In 1979, Congress passed the Justice System 
Improvement Act of 1979, which took the 
building blocks created by LEAA and con- 
verted them into the federal system for deal- 
ing with state and local criminal justice issues 
that we know today. An independent National 
Institute of Justice (NIJ) and Bureau of Jus- 
tice Statistics (BJS) were created within the 
LEAA framework. An oversight office—the 
Office of Justice Assistance, Research, and 
Statistics (OJARS)—was also set up. When 
LEAA was formally abolished in 1982, the 
other three offices survived and the Compre- 
hensive Crime Control Act of 1984 created a 
new structure, retaining NIJ as the research 
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entity, BJS as the statistics entity, renaming 
OJARS to the Office of Justice Programs 
(OJP) with similar oversight responsibilities, 
and creating two new agencies—the Bureau 
of Justice Assistance (BJA) to manage block 
grants and the Office for Victims of Crime 
(OVC) to handle victim issues. This organi- 
zational structure has survived to the present 
day and most subsequent legislation autho- 
rized and appropriated funding within it. The 
exception was the 1994 Crime Control Act, 
which, among other things, created an inde- 
pendent agency, the Office of Community 
Oriented Policing Services (OCOPS) to man- 
age the 100,000 Cops on the Street program 
of the Clinton administration. 


Summary 


Acommon theme about information and sta- 
tistics can be found in the reports of the two 
commissions and the legislation that has been 
enacted. This is that we don't know enough 
about crime and the criminal justice system, 
and we must develop more information in 
order to develop good policy and make sen- 
sible operating decisions. Certainly until 1967, 
this was the clarion call that was being explic- 
itly sounded. Since 1967, various acts have 
attempted to codify that call into an effective 
system for gathering, organizing, and dissemi- 
nating information. 

In some respects, these efforts can be con- 
sidered a success. BJS now produces an im- 
pressive array of data series, covering a large 
variety of criminal justice topics. NIJ spon- 
sors a wide range of empirical research and 
itself manages a significant data collection ef- 
fort focusing on drugs and crime.'® The FBI 
produces Uniform Crime Reports on a 
nationwide scale. The National Crime Vic- 
timization Survey captures unreported as well 
as reported crime in ways that most observ- 
ers consider highly credible and dependable. 
And at the local level, many police depart- 
ments have replaced paper records with com- 
puterized information systems that would 
have been infeasible a decade ago. 

However, there is a problem. Though the 
emphasis on collecting facts and increasing 
our knowledge of the situation with which the 
criminal justice system must deal is an obvi- 
ous first step in dealing effectively with crime, 
data alone cannot tell us what to do. Though 
it is true that if we don't know the scope of 
the problem we face, our responses to it are 
not likely to be appropriately focused, an ac- 
cumulation of facts is not an answer to policy 
and operational questions. The facts must be 


processed in some useful way. They must be 
analyzed, interpreted, and used as a basis for 
action. This is where difficulties arise. 

Over the past decade or so, extraordinar- 
ily rapid increases in data processing capabili- 
ties have taken place. What used to take a 
roomful of hardware to do slowly and some- 
times badly can now be done by a machine 
that we can hold in one hand. We can store 
vast quantities of records on a device smaller 
than an envelope. For a few hundred dollars, 
we can acquire a computing system that is 
more powerful than one that cost hundreds 
of thousands twenty years ago. But, in the field 
of criminal justice, there is a real question fac- 
ing us: How do we make this new capacity 
work for us? 

By and large, in the operational world, we 
don't know the answer. Agencies are acquir- 
ing capacity without knowing what to do with 
it, except to automate paper systems. This is 
fine, but it isn't much of an advance in deci- 
sion-making. 

In the next two sections of this article, this 
issue will be examined in the context of local 
law enforcement agencies. In many respects, 
local law enforcement agencies have the great- 
est need among criminal justice agencies for 
a clear understanding of their environment 
and the ways they can adapt to it. This makes 
them, potentially at least, the most needy con- 
sumers of the new IS/IT that has come on line 
in recent years. For these reasons they consti- 
tute a highly informative context within 
which to consider the impact of the IT revo- 
lution on criminal justice. 


Law Enforcement and IT— 
Promise and Reality 


The Promise 


This section reviews what has taken place in 
law enforcement with respect to IS/IT devel- 
opment in a number of important areas dur- 
ing the past three decades. The organizing 
theme is that the rapid technological advances 
that have taken place outside law enforcement 
have promised and sometimes delivered sig- 
nificant improvements in information pro- 
cessing capabilities. It is further believed that 
the incorporation of these advances into law 
enforcement operations will at least radically 
improve and perhaps revolutionize law en- 
forcement. Such advances span virtually all 
of the information gathering requirements 
pertaining to crime measurement, control 
and response that law enforcement agencies 
might need. 


However, despite this promise, the reality 
in law enforcement has been, and is, quite 
different. Large-scale data collection systems 
of crime measurement, such as the National 
Incident Based Reporting System, have not 
yet come close to realizing their potential. Few 
departmentally-based systems have been 
implemented at anything approaching the 
level that is technologically feasible. Even 
when implemented, such systems have often 
come to be viewed as disappointingly irrel- 
evant to the functions that law enforcement 
agencies must perform, and a jaundiced view 
of them is expressed with disturbing fre- 
quency by officers and command staff. 

The result is that there now exists a real 
danger that the IS/IT revolution will come to 
be seen as little more than a faster way of col- 
lecting information that used to be put down 
on paper. If this view prevails, law enforce- 
ment will have missed the most important 
contribution that the IT revolution can 
make—namely, to assist law enforcement to 
redefine itself along the lines proposed by 
community-oriented and problem-solving 
philosophies. 

In the balance of this section, I will present 
an overview of the status of IT in law enforce- 
ment across what I consider to be the most 
significant substantive areas. These are: 
Records Management Systems; Criminal His- 
tories and Offender Identification; Crime 
Analysis; Mobile Data Terminals; Uniform 
Crime Reporting and the National Incident 
Based Reporting System; and Computer Net- 
working Technology and The Internet. 


The Reality 


The Reality Records Management 
Systems (RMS) 


A Records Management System (RMS) is the 
informational heart of any law enforcement 
agency's operations. It provides for the stor- 
age, retrieval, retention, manipulation, 
archiving, and viewing of information, 
records, documents, and files about every as- 
pect of law enforcement business. A compre- 


* | have been assisted in this section by the infor- 
mation contained in a number of presently unpub- 
lished working papers prepared by Abt Associates 
staff members Peter Finn, Kristin Jacoby, Julia 
Kernochan, Tom Rich, and Shawn Ward. I have 
made use of the background materials contained 
in those papers, though the individuals named are 
not responsible for, and do not necessarily agree 
with, the interpretations I have made and the con- 
clusions I have drawn. 


September 2001 


CRIMINAL JUSTICE AND THE IT REVOLUTION 


hensive and fully functioning RMS should 
include crime and arrest reports, personnel 
records, criminal records, and crime analysis 
data. Even today, this is in fact the exception 
rather than the rule. Though virtually all staff 
in any law enforcement agency use and de- 
pend upon the information that an RMS 
should contain, many agencies have inad- 
equate or incomplete systems. 

Prior to the 1970s, nearly all law enforce- 
ment agencies’ record-keeping was paper- 
based. Gradual conversion to main-frame 
computer record-keeping began in the 1970s, 
particularly for crime and arrest information, 
and by the mid-1980s, an estimated 1,500 of 
the nation’s 17,000 law enforcement agencies 
were using main-frame computers to a lim- 
ited extent. Characteristically, due to the high 
investment cost associated with main frames, 
most agencies shared time with other city agen- 
cies and management of the machine and the 
system was outside the department. Typically 
the RMS were little more than record-keeping 
systems, with functions that differed little from 
those provided by their paper predecessors. As 
late as 1993, a Bureau of Justice Statistics sur- 
vey found that only two-thirds of local law 
enforcement agencies were using computers 
for some elements of record keeping.’” 

Lack of control over the system, poor links 
between its elements, and, sometimes, law 
enforcement agency disinterest in record- 
keeping or lack of experience and understand- 
ing of computers resulted in limited 
utilization of the RMS that were developed. 
Even today, many departments have only 
partial computerization of record-keeping. 
Some have no automation on key elements 
of the records system, and a number cannot, 
for instance, perform simple tasks that com- 
puters ought to be able to do easily, such as 
automatically compile UCR reports, link ar- 
rests to crimes reported, and so on. Conse- 
quently, in such agencies, these kinds of 
functions still have to be performed manu- 
ally, if at all. 

More recently, some agencies have begun 
to move to fully automated (computerized) 
records management systems. Some of these 
agencies have gone beyond simply automat- 
ing record-keeping procedures to implement- 
ing dynamic, relational databases as an 
integral element in information management. 

In such agencies, RMS systems are no 
longer stand-alone systems; they can be in- 
terfaced to other systems in the city or county 
and to State law enforcement systems, which 
in turn provided access to national crime da- 


tabases. More recent systems provide graphi- 
cal user interface with menus, buttons, icons, 
and other easily recognizable screen images. 
Built-in editing and error checking can reject 
incorrect information as it is entered, thus 
prompting correction before it is stored. 

Incident address records are a good ex- 
ample of this capability. When entered by 
hand, addresses frequently contain mistakes; 
error rates of 30-40 percent are not uncom- 
mon. Now, some agencies have all legitimate 
city addresses stored in a master file that is 
scanned whenever an address is entered. Ad- 
dresses not found are rejected and a prompt 
for correction is issued. This produces percent- 
age accuracy rates in the high 90s, a critical 
accomplishment for use with other computer- 
based applications such as crime mapping. 

Thus, state-of-the-art RMS can be inte- 
grated with other systems, such as Computer 
Aided Dispatch (CAD). They can track all the 
functions of a police precinct, not just arrests 
and bookings, in one complete package. For 
example, the latest breed of RMS will man- 
age budgets; keep an active inventory of sup- 
plies, property, and evidence; schedule K-9 
care and vehicle maintenance; organize intel- 
ligence; track 911 data; and automate many 
other departmental functions. 

They also support access to a wide range 
of external databases, such as the National 
Crime Information center (NCIC) and Na- 
tional Incident Based Reporting System 
(NIBRS), and have the ability to share infor- 
mation with other justice agencies at all lev- 
els of government. 

These capabilities create significant new 
potential for police departments: to conduct 
advanced crime analysis; to ground strategic 
and tactical decision-making on sound infor- 
mation; to determine resource deployment on 
a pro-active rather than simply a reactive ba- 
sis; and to execute many other functions that 
were either impossible to perform under ear- 
lier systems or were performed under condi- 
tions of extreme uncertainty. 

However attractive a picture is drawn, it 
must be recognized that implementation of 
an advanced RMS is not a simple matter. 
Turnkey systems are rarely viewed as attrac- 
tive by departments considering vendor of- 
ferings, and this creates major design issues. 
Some departments that have committed to 
state-of-the-art systems spend many months, 
or even years, in the design phase. Those that 
do not run the risk of disappointment, disil- 
lusionment, and failure. The process takes a 
major commitment of resources and budget, 


and can be very difficult to justify to a city 
council that is already under severe budget- 
ary pressure. 

Even when acquired, automated RMS sys- 
tems require extensive user training, which, 
because of the expense, departments may ne- 
glect or underfund. Officer resistance can also 
be a factor, because the modern RMS imposes 
information collection demands on officers 
that many view as at best irrelevant and at 
worst obstructive. Agencies must normally 
consider hiring new staff or training in-house 
staff to provide ongoing user training and 
support, as well as system maintenance and 
troubleshooting. Historically, police depart- 
ments have not attempted to hire such staff. 

Another common concern addresses li- 
ability and security with respect to personnel 
files and other sensitive data such as investi- 
gation reports and criminal files. As com- 
puter-based applications have grown, so have 
security breaches. Even government systems 
that are protected by the most sophisticated 
national security systems have yielded to per- 
sistent hackers. When a major objective of 
computerization is to simplify the exchange 
of information among and between officers 
and headquarters, the risk of improper access 
is obvious. 

Despite these caveats, it is evident that no 
department will be able to take full advan- 
tage of the benefits that the IT revolution of- 
fers if it does not acquire a modern RMS. Ina 
real sense, all other IT applications depend 
upon the RMS. Ifit is absent or deficient, then 
a domino effect seems inevitable. The other 
applications will either not realize their po- 
tential, or they will fail outright. 


Criminal Histories 
and Offender Identification 


As noted above, a critical component of 
record-keeping involves criminal histories 
and offender identification. These have always 
been problematic areas for police depart- 
ments. There are two main reasons for this. 
First, definitive identification at the time of 
arrest is sometimes difficult to achieve. Some 
arrestees simply give false names and carry no 
documents. The result is that a delay in iden- 
tification occurs and police records are, for a 
period of time that in some cases can be 
lengthy, inaccurate or incomplete. Second, 
even when identification is made at the local 
level, linking the offender to his/her records 
in other jurisdictions can be a difficult and 
tedious process. Since arraignments usually 
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have to be held within 48 hours of arrest, this 
can lead to bail decisions that would be quite 
different if the full history were known. 

These problems were first widely discussed 
in 1967, with publication of the report by the 
President’s Commission on Law Enforcement 
and the Administration of Justice, which 
noted that criminal history records were fre- 
quently inaccurate, incomplete, and inacces- 
sible. These problems persist. A data quality 
survey conducted in 1997 found that only 25 
of the 50 states surveyed reported that 70 per- 
cent or more of arrests from the past five years 
in their criminal history database had entries 
for final dispositions.'* 

What is obviously needed are identifica- 
tion and history systems that overcome these 
problems quickly and efficiently. Ideally, these 
should be integrated into the RMS. Comput- 
erization offers that potential, though it would 
be accurate to say that the potential has not 
yet been realized. 

Nevertheless, both federal and state crimi- 
nal history and identification systems have 
evolved significantly over the past few de- 
cades. States have established criminal history 
repositories that contain information about 
arrests occurring throughout their state. The 
FBI maintains criminal history systems for 
federal offenders and a national criminal 
records systems, including the National 
Crime Information Center (NCIC) and the 
Interstate Identification Index (III). 

Initially, most states maintained some- 
thing akin to a manual index card system that 
contained a list of arrested persons, perhaps 
with accompanying paper folders that con- 
tain documentation about individual arrests. 
Over time, most states have automated these 
files to some extent. Individual law enforce- 
ment agencies can query them via remote ter- 
minals. At the national level, the FBI is 
currently moving towards an automated Na- 
tional Fingerprint File (NFF). 

Over the past decade, the federal govern- 
ment has invested more than $200 million to 
improve the quality of criminal history 
records at state and federal levels. These 
records are not only critical to the day-to-day 
operation of virtually every federal, state, and 
local criminal justice agency. They are also of 
increasing relevance to non-criminal justice 
applications. Most states permit some access 
to criminal history records by agencies out- 
side criminal justice for employment, licens- 
ing, and other purposes. 

Perhaps of greater significance are the 
mandates imposed by the Brady Act and the 


National Child Protection Act of 1993.'° 
These significantly expanded the importance 
of criminal history records for determining 
eligibility to purchase a firearm and for 
screening childcare facility employees. 
Though there is a good deal of controversy 
about the constitutionality and efficacy of this 
process, some evidence exists that it has had 
an effect. The Bureau of Justice Statistics has 
reported that from March 1, 1994 to Novem- 
ber 29, 1998, approximately 12,740,000 ap- 
plications for handgun purchases were made. 
There were 312,000 rejections as a result of 
the background checks required by the Brady 
law.?? Whether this should be considered 
many or few may be a matter of debate. What 
is not at issue is the dependency of this result 
on automated information processing that 
could not even have been attempted a decade 
ago. Like it or not, the ability to perform such 
checks is a remarkable IT achievement. 

Expansion of such checking seems assured 
for the future, and, given the expanding pub- 
lic and political attention being paid to gun 
violence, there seems no doubt that the checks 
considered necessary will become increasingly 
demanding and sophisticated. Anyone who 
has examined the amount and type of infor- 
mation generated by a single arrest knows that 
it can be complex and voluminous, perhaps 
involving several agencies within a single ju- 
risdiction. Compiling a comprehensive crimi- 
nal history involves multiple jurisdictions. In 
order to have complete, accurate, and timely 
access to such histories, each step in the pro- 
cess must be carefully executed, and the re- 
sults must be subject to the most rigorous 
quality control. 

To achieve these goals, federal, and state 
agencies will need to implement a number of 
different strategies. These will include: baseline 
audits of record systems to understand the 
nature and extent of data quality problems; 
entering backlogs of manual arrest and dispo- 
sition records into automated files; develop- 
ing long-term data quality improvement plans; 
and undertaking efforts to obtain unreported 
dispositions from courts and prosecutors. To 
date, this has been a Sisyphian task due to the 
fact that much of the desired information ex- 
ists only on paper or, even if automated, in 
non-standardized form. Consequently imple- 
menting dependable and uniform electronic 
interfaces between reporting agencies and the 
central criminal history repository will be a pre- 
requisite for expansion in the effective utiliza- 
tion of criminal histories. In fact, a good deal 
of work is being done to bring this about. 


The Bureau of Justice Statistics (BJS) cur- 
rently manages a major federal initiative—the 
National Criminal History Improvement 
Program (NCHIP)—that provides funding to 
the FBI and state criminal history reposito- 
ries. The goal of the NCHIP program is to 
ensure that accurate records are available for 
use in law enforcement, including sex of- 
fender registry requirements, and to permit 
states to identify ineligible firearm purchas- 
ers, persons ineligible to hold positions in- 
volving children, the elderly, or the disabled, 
and persons subject to protective orders or 
wanted, arrested, or convicted of stalking and/ 
or domestic violence. NCHIP also provides 
funding to the FBI to operate the National 
Instant Criminal Background Check System 
(established pursuant to the permanent pro- 
vision of the Brady Handgun Violence Pre- 
vention Act), the National Sex Offender 
Registry (NSOR), and the National Protec- 
tive Order File. 

These developments move law enforce- 
ment closer to the goal of rapid identification 
and accurate recovery of history information. 
The key, in the end, will be the extent to which 
individual criminal justice agencies develop 
the capacity to take advantage of the state and 
federal systems that are being created. This is 
another of the IT challenges that criminal jus- 
tice agencies face. 


Mobile Data Terminals (MDTs) 


During the past decade, another important 
element of law enforcement response capa- 
bility has been developed through Mobile 
Data Terminals (MDTs). These allow wire- 
less receipt and transmission of information 
to and from officers on foot or in patrol cars. 
Initially, MDTs were basically unsophisticated 
terminals that permitted transfer of rudimen- 
tary information between station and officer. 
Dispatch instructions, for instance, could be 
sent to the terminal rather than being put out 
over radio. Officers could automatically 
record and transmit arrival times at the dis- 
patch location. In the past few years, however, 
technological advances have led to the intro- 
duction of laptop and notebook computers, 
pen-based computers, voice-based comput- 
ers, and hand-held ticket issuing computers. 
These now match desktop machines in so- 
phistication, and, in the future, will continue 
to expand in capability. As miniaturization 
progresses, for instance, hand-held devices 
that do not require patrol car installation seem 
certain to proliferate. This will free officers 
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from patrol car dependence, and increase the 
scope and sophistication that officers on the 
street can exercise with respect to two-way in- 
formation flow. In this sense, MDTs are be- 
coming much more than aids to response. 

First available around 1990, today’s laptop 
models can be operated by officers on a stand- 
alone basis or combined with on-board ra- 
dios, built-in cellular phones, or computer 
docking stations. In terms of technical capac- 
ity, law enforcement laptops equal any other 
machine. One difference is construction—en- 
forcement laptops tend to be “ruggedized” to 
withstand the shocks and rough handling that 
a law enforcement environment potentially 
inflicts. When connected to cellular phone- 
based systems, laptops can send and receive 
data to and from remote sites. Some laptop 
computers provide touch screen capability. 
The potential utility of these machines is ob- 
viously vast. Not only can virtually any kind 
of information be transmitted back and forth, 
they can be used to provide rapid authoriza- 
tion for law enforcement actions through 
faxed warrant requests and approvals, thus 
eliminating the sometimes crippling delays 
that, in the past, could result from having to 
return to the station, write up a justification, 
submit it, and then return to the scene. 

Hand-held ticket issuing computers, used 
principally in parking enforcement, enable 
officers to issue computer-generated citations 
and simultaneously check the vehicle for out- 
standing tickets. These systems, which con- 
tain as many as 40,000 records, including 
information on stolen or wanted vehicles, and 
can also be used to record field interviews. 

Pen-based computers, first introduced in 
1989, are clipboard-size mobile computers, 
weighing less than five pounds, that recognize 
handwriting and convert it to text. Some pen- 
based computers have radio capability. Pen- 
based computers can be mounted in patrol 
cars, but officers can remove and operate them 
for a limited distance from the vehicles. Be- 
cause the software used to recognize handwrit- 
ing was initially perceived as inflexible, 
pen-based computers have not gained large- 
scale acceptance in law enforcement. This is 
certain to change as departments see the ben- 
efits of the technology that is now common in 
business use of hand-held devices. (Gapay 
1992) 

Computers that offer voice recognition 
and translation for input to computer files are 
in a similar category to pen-based systems. 
Rapid improvements in technology are mak- 
ing such devices much easier to use—by 1996, 


voice dictation technology was already 95 
percent accurate at a dictation rate of over 70 
words per minute. The disadvantage is that 
the technology still requires considerable user 
(and machine) training. This burden declines 
each year, and is going to decline more as the 
technology gets better. Accurate computer 
“listening” to normal human speech will be- 
come generally available within the next few 
years. Given the obvious advantages of effec- 
tive voice input over pen or keyboard, the use 
of voice recognition seems likely to be the next 
MDT advance. This promises a very signifi- 
cant reduction in the amount of officer and 
headquarters staff time that is presently con- 
sumed by the reporting function. 

Though there are few empirical studies of 
the impacts of MDTs, their reported benefits 
include: 


* speed of information dissemination 
saving officers time and effort 
facilitating information sharing 


increasing reporting accuracy and 
uniformity 


enhancing response time 
increased officer safety 


There are, however, some considerable 
obstacles to implementation of MDTs. These 
include expense, a lack of information about 
available products, a need for significant 
amounts of user training, and possible officer 
resistance to or misuse of the devices. All of 
these seem likely to decline in importance as 
progress continues, but their short-term ef- 
fect has been to limit the implementation of 
MDTs in the policing world. 

For example, a 1995 Police Executive Re- 
search Forum (PERF) survey of 210 depart- 
ments drawn in part from among 1995 COPS 
MORE federal grant recipients found that 
only a small percentage of police departments 
had MDTs in patrol cars.?! However, within 
that minority, many departments had been 
using laptops in patrol cars for years. 

In 1997, the National Institute of Justice 
sponsored a study by the National Law En- 
forcement and Corrections Technology Cen- 
ter on the ability of different agencies to 
communicate across jurisdictions with each 
other (so-called “interoperability”). A total of 
1,344 agencies responded to the questionnaire. 
The agencies that were currently using MDTs 
employed them primarily for database infor- 
mation and free text (e.g., reports, queries). 


Nearly one quarter of the agencies (24 per- 
cent) used database information (primarily 
agencies with 500 or more sworn officers), 
and 21 percent of all agencies used free text. 
However, the use of MTDs was far less com- 
mon in smaller agencies—as low as 4 percent 
of agencies that employed fewer than 10 
sworn Officers. 

Despite current limitations, more depart- 
ments can be expected to use MDTs. Some 
federal funds are being provided to assist pur- 
chase. An added impetus for implementation 
is to enable officers on the street to take ad- 
vantage of the FBI’s new National Crime In- 
formation Center (NCIC) 2000 and Integrated 
Automated Fingerprinting Identification Sys- 
tem (IAFIS) initiatives. MDTs will also assist 
departments to conform to the new incident- 
based reporting standards of the National In- 
cident Based Reporting System (NIBRS). These 
clear advantages, coupled with declining cost 
and increasing ease of use, suggest that it will 
not be long until virtually every department 
uses MDTs of one type or another. 


Crime Analysis 


The International Association of Crime Ana- 
lysts (I.A.C.A.) offers this statement about 
crime analysis: 


Crime analysis is a scientific process in 
the sense that it involves the collection of 
valid and reliable data, employs system- 
atic techniques of analysis, and seeks to 
determine, for predictive purposes, the 
frequency with which events occur and 
the extent to which they are associated 
with other events. 


In more concrete terms, Reuland identifies 
four specific functions for crime analysis:** 


1) To support resource deployment. Crime 
analysis for this purpose involves detect- 
ing patterns in crime or the potential for 
crime in order to enhance the effective- 
ness of daily patrol operations, surveil- 
lance, stakeouts, and other tactics. These 
analyses influence personnel deployment 
and resource allocation. 


2) To assist in investigating and apprehending 
offenders. By comparing files that contain 
modus operandi characteristics with files 
of new suspect attributes, departments 
hope to make more and better arrests. 


3) To prevent crime. Crime analysts focus on 
identifying locations, times of day, or situ- 
ations where crimes appear to cluster so 
that departments can take steps to 
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“harden” these potential targets to make 
them less likely targets of crime. 


4 


— 


To meet administrative needs. Law enforce- 
ment administrators need to provide other 
individuals and agencies with crime-related 
information, including city agencies, courts, 
government offices, community groups, 
and the media. Administrators may need 
to use crime analysis in this context for leg- 
islative, political, and financial purposes. 


Crime analysis may also serve strategic 
purposes for planning agencies, crime preven- 
tion units, patrol and investigative command- 
ers, and community relations units in terms 
of their programmatic, planning, develop- 
ment, and evaluation functions. 

It is clear that crime analysis is a process 
for which computerized data processing is 
tailor made. However, it is true that law en- 
forcement agencies have been doing some 
form of crime analysis from time immemo- 
rial. Policing hasn't been random and it hasn't 
been reactive to the exclusion ofall other con- 
siderations. Crime analysis has always guided 
decision-making. However, the crime analy- 
sis that we think of now is orders of magni- 
tude different from what was performed prior 
to the advent of desktop computers. These 
have increased the power and speed of crime 
analysis tremendously. The advent of com- 
munity policing has provided another recent 
impetus to enhanced crime analysis. For these 
and other reasons, the number of depart- 
ments with crime analysis units has been 
growing over the past several years. 

The five stages of crime analysis illustrate 
the natural fit with the IT revolution: 


1) Data collection. Law enforcement data are 
generated primarily from records and re- 
ports within the department. Data sources 
internal to the department include field in- 
terviews, offense reports, investigative re- 
ports, arrest reports, evidence technician 
reports, criminal history records, offender 
interviews, traffic citations, intelligence 
reports, and calls-for-service data. For 
community policing purposes, informa- 
tion is also likely to come from non-po- 
lice sources, such as schools, utility 
companies, city planners, parks depart- 
ments, social service agencies, courts, pro- 
bation and parole agencies, other police 
agencies, and the Bureau of the Census 
(e.g., for demographics of a given area). 


2) Data coilation. Departments create data- 
bases capable of automated searches and 


comparisons. Basic database requirements 
include completeness, reliability, and 
timeliness. 


3) Analysis. Departments analyze crime data 
to detect patterns of activity that can pre- 
dict future crimes. Crime mapping has be- 
come an increasingly popular analysis 
approach (see below). 


4 


Dissemination. Departments prepare data 
for internal and external users. Face-to-face 
contact between crime analysts and offic- 
ers and investigators, and with some other 
users, can be important for developing a 
mutual understanding of the data and their 
usability. 


) Feedback. Measuring users’ satisfaction 
with the information they are given is es- 
sential. Crime analysts need to find cut 
what products and formats work and do 
not work. They must also learn how end 
users plan to use their products. Analysts 
can use a simple, closed-ended survey 
form to obtain feedback, as well as per- 
sonal contact. 


The most prominent crime analysis tech- 
nique to have been developed as a direct con- 
sequence of the IT revolution is computerized 
mapping. Although computers have been 
used to display and manipulate maps since 
the 1960s, the use of mapping software in 
criminal justice is a relatively new phenom- 
enon. Its growth is due largely to the recent 
development of inexpensive yet effective and 
sophisticated PC-based mapping software 
packages and to the emphasis being placed 
upon it by the federal government.”’ The ap- 
plication of mapping software to urban set- 
tings depends upon the existence of addresses 
in the data being mapped. Consequently, 
mapping is most likely to be used for crime 
analysis in medium and large police depart- 
ments where computerized address data are 
a by-product of routine, day-to-day work.”4 

However, utilization is by no means uni- 
versal. In 1994, 30 percent of 280 member de- 
partments of the International Association of 
Chiefs of Police Law Enforcement Manage- 
ment Information Section (among the most 
active users of computer technology among 
local departments in the nation) reported 
having used mapping software. A 15-month 
survey of 2,000 law enforcement agencies con- 
ducted by the National Institute of Justice 
Crime Mapping Research Center found that 
261 used any computerized crime mapping. 
Not surprisingly, larger departments (more 


than 100 sworn officers) were much more 
likely to use the technology (36 percent) than 
were smaller departments (3 percent).”° 
Despite the widespread availability of 
computers and the growth of applications 
software that seems to closely fit policing's 
crime analysis needs, the majority of police 
departments have not yet embraced a com- 
prehensive approach to crime analysis.*° A 
number of obstacles that inhibit a commit- 
ment to crime analysis can be identified: 


* the perception by some sworn officers that 
crime analysis is not real policing and con- 
tributes little to understanding the street 
conditions under which they have to work; 


* the fact that crime analysis is often con- 
ducted by civilians, who lack the standing 
within the department to promulgate the 
results of their work and its implications 
for strategic and tactical decision-making; 


* uncertainty regarding hardware and soft- 
ware technology, and the difficulty of mas- 
tering the range of available techniques; 


* inaccurate or missing data in police records 
systems (e.g. addresses for mapping appli- 
cations); 


* difficulty making arrangements to obtain 
necessary data from other agencies; 


* inadequate or non-existent crime analysis 
training; and 


* insufficient funding. 


The principal obstacles to more agencies 
conducting better crime analysis seem likely 
to decline as hardware, software, and data 
acquisition costs decline, as user expertise 
increases, and as data quality improves. Nev- 
ertheless, many departments are still some 
distance away from the acceptance of crime 
analysis as an important policing tool. 


Uniform Crime Reporting/ 
National Incident-Based 
Reporting System 


The discussions so far have focused prima- 
rily on IT as it relates to individual depart- 
ments. However, critical needs exist with 
respect to aggregate measures of reported 
criminal activity and documentation of na- 
tional crime trends. These needs have histori- 
cally been addressed by the Uniform Crime 
Reporting (UCR) system, which began opera- 
tion in the early 1930s and has been in place 
with little change ever since. The system is 


| 
3 


September 2001 


CRIMINAL JUSTICE AND THE IT REVOLUTION 59 


dependent upon local police departments, 
which voluntarily submit a variety of aggre- 
gate data to the FBI each year in standardized 
format. Compilations of UCR data, published 
annually by the U.S. Department of Justice 
under the title Crime in the United States, gen- 
erate a statistical overview of data about law 
enforcement administration, operations, and 
management, and have served as a primary 
source of information for researchers and the 
public. Crime in the United States offers sec- 
tions on the UCR's major topics: crimes 
cleared, persons arrested, law enforcement 
personnel, and a Crime Index based on 8 se- 
lected offences. However, the UCR system is 
unable to link an offense to its associated ar- 
rest, and the system is believed to have a num- 
ber of significant limitations. 

Because of these perceptions, it was ac- 
knowledged in the mid-1970s that a revised 
and enhanced UCR system was needed for use 
into the 21* century. This coincided with ad- 
vances in information technology that made 
a more sophisticated system feasible. The 
Bureau of Justice Statistics and the FBI funded 
a substantial examination and reassessment 
of the UCR program which culminated in the 
1985 publication of a Blueprint for the Future 
of the Uniform Crime Reporting System.”’ 

The Blueprint proposed the National Inci- 
dent Based Reporting System (NIBRS) to re- 
place the existing UCR system. The plan called 
for incident-based reporting, rather than ag- 
gregate reporting, represented by two levels of 
reporting complexity, the more detailed of 
which would be followed by only 3 percent to 
7 percent of law enforcement agencies nation- 
wide. Ultimately, the law enforcement com- 
munity endorsed the NIBRS framework but 
elected to institute the more complex report- 
ing level for all participating agencies. 

To achieve standardization across jurisdic- 
tions, the FBI sponsored the development of 
new Offense definitions and data elements for 
the new system. Based on the results of a pilot 
program at the South Carolina Law Enforce- 
ment Division (SLED), representatives of the 
law enforcement community in 1988 approved 
the revised UCR guidelines and voiced over- 
whelming support for the new system. 

Representing both an expansion of UCR 
aud a major conceptual shift, NIBRS is an “in- 
cident-based” system that collects detailed 
information on individual crimes, including 
data on location, property, weapons, victims, 
offenders, arrestees, and law enforcement of- 
ficers injured or killed. In addition, under 
NIBRS the scope of reporting is widened to 


cover 22 crime categories that include a total 
of 46 specific offenses, known as “Group A” 
offenses. For an additional 11 “Group B” of- 
fenses, NIBRS collects detailed data on per- 
sons arrested. 

Whereas UCR requires local law enforce- 
ment agencies to report monthly aggregate fig- 
ures on crimes and arrests, NIBRS asks local 
agencies to submit data on individual incidents 
for compilation at the state and federal levels. 
This offers a potential for analysis that would 
be impossible using only the UCR aggregates, 
but it also decreases local agencies’ control over 
dissemination of information. 

Despite the potential benefits of NIBRS to 
law enforcement management, training, and 
planning, law enforcement agencies have been 
relatively slow to adopt the system. As of May 
1997, only 10 states were certified to report 
NIBRS data, and only 4 percent of U.S. crimi- 
nal incidents were reported under NIBRS. 
Large law enforcement agencies have been 
especially reluctant to make the transition to 
NIBRS: as of May 1999, the Austin (Texas) 
Police Department remained the only agency 
serving a population over 500,000 to report 
NIBRS data. 

According to a recent SEARCH study, law 
enforcement agencies see lack of funding as 
the primary obstacle to full adoption of 
NIBRS.”* Indeed, the costs associated with the 
transition can be substantial, especially as 
many law enforcement agencies have exist- 
ing records management systems that are ei- 
ther too antiquated to function effectively or 
are incompatible with NIBRS requirements. 

The study also indicated that local law en- 
forcement decision-makers remain unsure of 
the benefits of NIBRS reporting, and perceive 
several possible drawbacks to the new system. 
Although the greater accuracy offered by 
NIBRS is desirable in principle, some local 
officials fear a negative public reaction in the 
event that more precise reporting gives the 
impression of rising crime rates. Moreover, 
many officials view NIBRS as a tool for aca- 
demic research rather than daily law enforce- 
ment, or are concerned that reporting the 
more detailed information requested by 
NIBRS will place an undue burden on offic- 
ers in the field. Study participants also dis- 
cussed the need for federal agencies to 
encourage participation in NIBRS by reaf- 
firming their commitment to the program 
and providing better education as to the aims 
and utility of the revised system. 

Of course, the technical and cost prob- 
lems are not created by NIBRS information 


needs. They are a consequence of the out- 
moded and inadequate IT systems that many 
departments have in place. In fact, as depart- 
ments upgrade and automate record-keeping 
systems, they do generate computerized data 
that would meet all of NIBRS needs, provided 
the requirement for cross-jurisdictional stan- 
dardization of definition of offenses and other 
data elements can be achieved. Most big city 
departments, for instance, now have data sys- 
tems that contain a good deal more than the 
NIBRS date elements and some perform analy- 
ses that match in sophistication those contem- 
plated by NIBRS advocates. This suggests that 
the main obstacles to more widespread imple- 
mentation of NIBRS are not so much techni- 
cal or financial, but rather derive from 
perceptions that it contributes little to local 
needs for crime analysis and information, while 
simultaneously containing a good deal of risk 
to local jurisdictions. In this sense, the poten- 
tial contribution of NIBRS seems destined to 
be greatest at regional, state, and national lev- 
els. It remains to be seen whether the perceived 
value of this potential will be sufficient to mo- 
bilize the voluntary local commitment to par- 
ticipate upon which NIBRS depends.” 


Computer Networking 
Technology and the Internet 


The topical reviews provided earlier in this sec- 
tion demonstrate that advances in information 
technology, combined with law enforcement 
agencies’ increasing emphasis on crime preven- 
tion, community policing, and problem solv- 
ing, is redefining the pursuit and use of 
criminal justice information. The development 
of incident-based reporting systems and in- 
creasingly sophisticated techniques of crime 
analysis have caused sharp increases in the vol- 
ume and complexity of collected data. As this 
has occurred, new technologies have begun to 
play a crucial role in agencies’ efforts to dis- 
seminate, share, and manage this torrent of 
criminal justice information. 

Within the last ten years in particular, 
computer networking-linking two or more 
computers so that they can share informa- 
tion—has revolutionized the way we ex- 
change and access data. Many organizations 
use internal networks, or intranets, to con- 
nect the computers within that organization. 
When two or more individual networks are 
connected, an internet is formed. The most 
advanced public level of such systems is of 
course the Internet, a vast collection of inter- 
connected computer networks worldwide, 
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serving over 35 million users per year.*° The 
easy-to-use World Wide Web (known sim- 
ply as the Web) is the most popular area of 
the Internet, and consists of “sites” dedicated 
to various topics. 

This rapidly evolving technology has cre- 
ated a host of challenges for law enforcement 
officials, whose previously disconnected agen- 
cies seem especially suited to benefit from net- 
working technology. Networking centralizes 
data in order to streamline administration and 
help agencies collect and manage huge volumes 
of crime-related information. Additionally, 
computer networking plays a valuable and ex- 
panding role in facilitating communication at 
all levels: among the local, state and federal 
agencies; between local agencies and constitu- 
ent communities; or across agencies within a 
given region or locality. 

One of the Web's most common law en- 
forcement applications has been the establish- 
ment of web sites to facilitate communication 
with the communities served. As of August 1997, 
over 500 local law enforcement agencies main- 
tained web sites, and the establishment and ex- 
pansion of sites continues at a rapid pace.*! 
Information on the Web is presented in a lively 
and interactive format, and may be accessed by 
interested persons at any time from anywhere 
in the world. By allowing agencies to interact 
cheaply and easily with members of their con- 
stituent communities, an effective Web site can 
significantly enhance police-community rela- 
tions and further community policing objec- 
tives. In responding to a faxback survey by the 
FBI, for example, most departments that have 
sites on the web reported extensive use and posi- 
tive responses from citizens.** 

Web sites can fulfill multiple functions for 
law enforcement agencies. Most sites dissemi- 
nate a range of public safety information, in- 
cluding: self-protection tips; crime reports and 
advisories; news of recovered stolen property 
and local fugitives; clarifications of laws and 
answers to frequently-asked questions; statis- 
tics and budgetary information; community 
announcements; and information about the 
agency and its staff. On some sites, communi- 
cation is two-way, allowing the public to in- 
teract with the agency that serves them. 
Citizens can use the web to apply for permits, 
file reports on minor incidents, offer tips and 
information on crimes, and respond to the 
agency's performance. A web site makes it 
more likely that community members will con- 
tribute to the agency's work, since it is easier 
and quicker to use the Internet than to go to 
the agency's office. Web sites can also reduce 


recruiting costs for agencies, who are able to 
widen their pool of applicants and provide 
prospective employees with information. 

The equipment required to establish a web 
site and make quite sophisticated offerings is 
simple and relatively inexpensive: a computer, 
a word processing program, a Web processing 
application, and, for some applications a digi- 
tal camera and a scanner. Personnel resources 
may be harder to come by, but a small indus- 
try of experts now exists and assistance is easy 
to obtain. As Internet use has spread among 
law enforcement agencies, web design compa- 
nies have developed expertise in creating law 
enforcement sites, and many Internet service 
providers have begun to donate access and ex- 
pertise to local police and sheriff depart- 
ments.*’ Departments have found web sites to 
be very cost-effective; once the site is set up, 
the cost of maintenance is minimal, and sites 
reduce expenditures for publishing public 
records and recruiting employees.** 

However, the Internet is not a panacea. 
Law enforcement agencies that use web sites 
to connect to the community must be aware 
that not all residents use or have access to the 
Internet. There is an access bias, because low- 
income residents are less likely to be familiar 
with and have access to the Internet than af- 
fluent residents in the same area. Some will 
not have computers; others will not even have 
telephones. Thus, agencies should continue 
to pursue traditional methods of public edu- 
cation, such as posters or meetings, in order 
to reach everyone in the community. 

A potentially valuable application of net- 
working technology could lead to integrated 
justice information systems. These are essen- 
tially computer internets that would link 
numerous separate agencies—police depart- 
ments, prosecutors, courts, etc. Integration 
may also be pursued among different levels of 
government, within geographic regions, and/ 
or across disciplines. The cited benefits of in- 
tegrated justice information systems are clear: 
they improve the quality of data available to 
all users; save time and money by eliminating 
redundant data entry; facilitate timely access 
to information; and permit accurate informa- 
tion sharing across distance and time. For 
many years, the fragmentation and lack of co- 
ordination among criminal justice agencies has 
been deplored; the criminal justice system, ac- 
cording to many, is not a system. Networking 
seems to offer the potential for addressing this 
problem. 

Setting up an integrated system typically 
demands an extended planning process, re- 


quiring the participation of all stakeholders. 
The planning process involves building sup- 
port for the project, needs assessment and 
strategic planning for the project, setting stan- 
dards for data collection, identifying techno- 
logical solutions and establishing an oversight 
board for acquisitions and implementation. 
During the planning phases, particular atten- 
tion must be given to setting information sys- 
tems standards, which have been called “the 
linchpin to integration.”*° For successful in- 
tegration, standardization is required in sev- 
eral areas: data definitions; a common 
language for use between information sys- 
tems; communications protocols used be- 
tween agencies; procedures for transferring 
different types of information (e.g. photos, 
fingerprints); and security. 

The foregoing indicated that regardless of 
the advantages of integration, it should not 
be undertaken lightly. Rather, it is an ex- 
tended process that requires substantial finan- 
cial and human resources, as well as a 
sustained commitment from all involved 
agencies, to be completed successfully. A 
qualitative study conducted by SEARCH in- 
dicated the following primary obstacles to 
adoption of integrated justice information 
systems: 


* Persistence of entrenched information pro- 
cessing systems and data at local agencies. 


- Difficulty of coordinating interagency 
projects. 


+ Limited understanding of technological 
issues and capabilities. 


* Need for systems to be private and secure. 


* Fundamental inter-agency differences in 
recording/reporting systems. 


* Shortage of information technology pro- 
fessionals. 


Though the impediments to establishing 
integrated justice information systems are sig- 
nificant, a number of evaluations strongly 
suggest that the benefits of integration are 
worth the effort.*° 


Outlook for the 21% Century 


To characterize the IT developments of the 
past 50 years as a revolution is no overstate- 
ment, in my view. The changes in informa- 
tion technology that have taken place are 
revolutionizing our lives. And, even more 
rapid change is surely at hand. For the fore- 
seeable future, we can expect the pace of IT 
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innovation and development to continue to 
be extraordinarily rapid. This will be particu- 
larly noticeable within what can be thought 
of as the current IT paradigm. For instance, 
further miniaturization and increased speed 
of components will likely characterize most 
advances. Memory and storage capacity of 
machines will increase even as the machines 
themselves shrink in size. As long as monopo- 
listic or oligopolistic conditions do not pre- 
vail, the unit cost of these developments will 
continue to fall as installations proliferate. We 
are able to do now what was prohibitively 
expensive ten years ago. In the early 21“ cen- 
tury, it will be possible to routinely do for a 
few hundred dollars what is technically or fi- 
nancially infeasible now. 

Though, as I have tried to illustrate in this 
article, the criminal justice world is not at the 
forefront of the revolution (and probably 
shouldn't be), it is nevertheless moving in- 
exorably in the same direction. The IT revo- 
lution is bringing change in the system's way 
of doing business that cannot be avoided. I 
would argue that it shouldn't be avoided, be- 
cause, properly managed, the change can be 
beneficial. But, as criminal justice agencies 
make these changes, there will be side effects. 
Some of these will probably also be benefi- 
cial; but some bring risk. 

In this final section, I will first summarize in 
very general terms what I think criminal justice 
agencies—law enforcement agencies in particu- 
lar—will face. I will then briefly review two likely 
side effects, one almost certainly positive, one 
possibly negative. The former is the probable 
advancement in policy-relevant knowledge that 
can be derived from the expanded information 
that agencies will have available. The latter is the 
risk of misuse of the information, and the inva- 
sion of privacy that might ensue. 


The Information Future for 
Criminal Justice Agencies 


In the 21* century, officers on the street, or 
in their cars, will have instantly available at 
the touch of a button more information than 
can presently be mustered in most agencies. 
For example, wireless transmission of images 
as well as text or data will become common- 
place. Maps, scene diagrams, photographs, 
paintings, sketches, fingerprints—all will 
move back and forth effortlessly. Handheld 
DNA scanners are being predicted within ten 
years.*’ On the spot DNA checks will become 
possible, through wireless transmission of the 
scanner's reading and an instantaneous com- 


parison with millions of DNA records in a 
central data bank. 

The major question for criminal justice 
agencies will not be whether information at 
this level of sophistication is going to be avail- 
able. The question will be whether it can be 
used effectively. 

For this to happen in a way that is helpful 
and useful, agencies will have to change. The 
way things are done will have to be different. 
New kinds of information will have to be pro- 
cessed and incorporated into strategy and tac- 
tics. Officer training will require redefinition 
and reorientation. 

Ofcourse, the basics of law enforcement will 
have to be retained. A significant portion of fu- 
ture criminal activity will have characteristics 
similar to criminal activity of the past. A rob- 
bery will still involve a robber and a victim, and 
officers will still need to respond to calls for ser- 
vice, especially emergency calls, in the way they 
always have. In this sense, the criminal justice 
system will need to retain the traditional ele- 
ments of its business, while adding new ap- 
proaches and techniques that at present are 
either non-existent or are in their infancy. 

The impediments to successfully imple- 
menting IT solutions are very substantial. Sig- 
nificant investments of resources, time, and 
money will all be required, and, perhaps most 
important, agencies will have to change. In 
some senses, several Catch-22 problems must 
be resolved. 

For one thing, it is difficult to see the ben- 
efits of the new IT until it is in place and op- 
erational. But it will never be in place and 
operational if agencies do not accept its ben- 
efits on faith, because the path outlined above 
is very difficult to successfully implement on 
a piecemeal basis. This makes it highly desir- 
able for the federal government to promote 
the incorporation of new technology into 
departmental operations through any means 
that are available—financial support, train- 
ing and technical assistance, widespread dis- 
semination and promulgation of the benefits 
of advanced IT, conferences, and so on.*® 

There is another Catch-22 in the interplay 
between design and cost. It is well known that 
development and design issues are difficult 
and expensive to overcome. It is not uncom- 
mon to see agencies struggle with the design 
issues surrounding automation for a number 
of years. It is also easy to find agencies that 
have had significant problems with vendors 
who proved unable to deliver the system that 
was promised. Given this, it is perhaps not 
realistic to expect agencies to accept turnkey 


systems. There will be an inevitable desire to 
tailor new systems to idiosyncratic require- 
ments and standards. The result would be a 
series of one-of-a-kind systems, which would 
constitute an astronomically expensive IT tra- 
jectory for criminal justice as a whole, as well 
as for individual agencies. Yet there is a pow- 
erful belief in most agencies that their situa- 
tion is unique. It will be difficult to reconcile 
these two tendencies. 

Another problem exists with respect to 
officer training and capabilities. What do we 
want an officer to be? It was already noted 
above that the response capability that is 
loosely defined as “traditional” needs to be 
retained. Can the officer who does that well 
also be the officer who processes and uses the 
new kind of information that is going to be 
available? The answer to this question is not 
clear. For instance, being comfortable using 
or even perhaps writing a Visual Basic pro- 
gram to tease out the nuances of crime pat- 
terns in a precinct is not going to seem very 
pertinent to an officer confronting an armed 
burglar in a dark alley. The question is: shall 
we, should we, expect an officer to take care 
of both of these kinds of tasks? Is that a desir- 
able goal? A feasible goal? Does this require 
an officer for all seasons, and is such an of- 
ficer available? That is a matter for careful 
debate that is beyond the scope of this article, 
but is something that must be addressed. 

However, if these and probably other is- 
sues that I haven't touched on or thought 
about are resolved, then the biggest remain- 
ing problem facing criminal justice agencies 
as IT advances is effective utilization. A com- 
parison can be drawn to automated word pro- 
cessing, which, so far, is probably the most 
frequently used aspect of the IT revolution. 
Sophisticated word processing software is 
now provided free with many PC purchases, 
and, if not free, can be obtained at relatively 
low initial cost. But, many users are able to 
employ only small portions of the word pro- 
cessing capability that is accessible to them. 
The instruction manuals are inches thick, and 
most users would not consider the software 
they access to be user friendly, except for the 
most simple and rudimentary tasks. Even the 
individuals who make a living utilizing the 
software (secretaries, writers, etc.) will usu- 
ally acknowledge that they have mastered only 
a portion of the capacity of their programs. 

Expanded IT in criminal justice agencies will 
face problems that are at least as large. The dan- 
ger will be that officers will not have the time, 
inclination, training, and disposition to learn 
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what the IT demands, absorb what it offers, and 
incorporate it effectively into their daily work. 
In my opinion, this is the biggest single IT chal- 
lenge for criminal justice agencies. 


Knowledge and Risk 


As noted above, the effects of IT advances in 
criminal justice agencies will have repercussions 
beyond the operational needs of the agencies 
themselves. One such side effect is a potential 
increase in knowledge about crime, criminals, 
and the criminal justice system. Most of us 
would consider this to be a benefit. But knowl- 
edge can be used for ill as well as good, and this 
risk looms particularly large at a time when mis- 
use of personal data and assaults on personal 
privacy are already considered by many to be a 
major societal problem. We need to ask our- 
selves a number of questions. What is the bal- 
ance between these two facets of the IT 
revolution in criminal justice agencies? Does the 
good outweigh the bad? Is there a way to maxi- 
mize the former and minimize the latter? I will 
not presume to provide answers to these ques- 
tions but I will try to outline their dimensions. 

Better information gathering, processing 
and dissemination offers benefits in at least 
four distinct areas. 


* Strategic and Tactical Decision-Making By 
Criminal Justice Agencies. This simply re- 
iterates the theme that has been developed 
during this article. The more information 
an agency has and the better its methods 
of processing that information, the greater 
the likelihood that decision-making will be 
rationally based. 


* Cross-Jurisdictional Cooperation and Col- 
laboration. Good information will create 
a better foundation for effective cross-ju- 
risdictional interaction. Agencies will be 
able to make a more effective contribution 
concerning their own knowledge and ex- 
perience, and will also be able to better 
utilize information provided by other ju- 
risdictions. Cooperation and collaboration 
on matters of common interest will be en- 
hanced. 


* Aggregation at State, Regional, and National 
Levels. Aggregate statistics such as those 
produced by the Uniform Crime Report- 
ing system are no better than the quality of 
the data provided by individual agencies. 
Improved data at the local level leads to im- 
proved aggregations at higher levels. Better 
compilations and more accurate statements 
of trends will be the result. 


* Stimulation of Research. A common com- 
plaint among researchers is that the re- 
search they do is not often used. There are 
a number of reasons for this. Some are 
ideological and not susceptible to easy 
change.*? Others however are a conse- 
quence of the informational impediments 
that researchers have characteristically 
faced. These have tended to mean that re- 
search costs too much, takes too long, and 
produces results that are too often equivo- 
cal.*° This is particularly true of research 
that has focused on police departments.*! 
However, with more dependable and 
more comprehensive computerized data, 
policing research will be better positioned 
to increase our basic knowledge about 
crime, and inform policy-making at local, 
state, and national levels. 


Few would resist the assertion that these 
improvements are desirable. Many would 
agree that they are necessary. Looked at from 
that point of view, these are side effects of the 
IT revolution that we can applaud. But we 
cannot leave it at that. We have to look at the 
other side of the coin. As information about 
crime, criminals, and suspects becomes more 
detailed and more easily accessible and ma- 
nipulable, we must consider whether poten- 
tial misuses of such information are possible, 
and if so what we should do about that. 

I think there are three areas where the pro- 
liferation of information could lead to prob- 
lems. These all involve matters of privacy and 
security of individuals.* 


* Inaccuracy of Data. As more and more in- 
formation is accumulated about individu- 
als, it becomes increasingly important that 
the information be accurate and dependable. 
This isn't only true in the law enforcement 
world, of course. None of us want our good 
credit records to be reported as bad, for in- 
stance. But, when we are speaking of a law 
enforcement context, the negative effects of 
inaccurate or incomplete data about indi- 
viduals can be devastating. Quite a lot of 
police departments collect data on possible 
gang members for instance. Some use a se- 
ries of markers to assess likely gang mem- 
bership (clothing, nicknames, tattoos, 
associates). Above a certain threshold (e.g. 
perhaps three out of four “hits”), the person 
is flagged as a gang member. There may be 
no known criminal activity associated with 
such a person, but the person may subse- 
quently be treated as if there were. An argu- 
ment can be made that the potential for the 


prevention and control of crime is enhanced 
by this procedure. But, it is not necessary to 
be anti-law enforcement or a gang sympa- 
thizer to be troubled by the approach. What 
if the information is inaccurate? 


Unrestrained Official Use. A lot of the in- 
formation about persons that gets into po- 
lice files is developed through investigation 
of complaints and crimes. Such develop- 
ment is a normal and proper exercise of 
police power and responsibilities. When 
this information is paper-based, access to 
it tends to be limited. Inside the depart- 
ment, neither civilian nor sworn staff 
spend their time rummaging through files 
about cases with which they personally 
have no association. And, departments 
would not, for instance, copy an investi- 
gative file and send it out to another agency 
or a business without a very good reason. 
But, when such information becomes 
computerized, it is an easy matter to ap- 
ply different standards. It becomes a 
simple matter for data on individuals to 
be made available to other law enforce- 
ment agencies, to other public agencies 
that request it, to businesses, and perhaps 
even to individuals. All that is needed is 
for an officially approved reason to exist. 
The reason might be to check a would-be 
gun purchaser under the Brady Law; it 
might be to approve an application for a 
driver's license; or to make a decision 
about a job applicant; or to decide whether 
or not to rent an apartment. Some of these 
seem obviously legitimate uses of police 
data; some seem questionable. Either way, 
once transmitted, control of the informa- 
tion is lost. The information could go any- 
where and be used for any purpose. Is this 
what we want? 


Unauthorized Access. A paper file in a fil- 
ing cabinet or an officer's desk drawer has 
a symbolic boundary around it. Not only 
is it inaccessible to outsiders, it is not likely 
that unauthorized insiders will go looking 
through it. Such barriers disappear when 
the file is computerized. Insiders and out- 
siders have opportunities to get to it, 
sometimes without creating any record of 
access. If there is any doubt about this, it 
is only necessary to reflect on the number 
of known breaches of supposedly secure 
national databases by hackers. If hackers 
can get into files that are protected by na- 
tional security systems, it's hard to see why 
computerized files in criminal justice 
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agencies will not be extraordinarily vulner- 
able. Obviously, this is not what any crimi- 
nal justice agency (or any other 
law-abiding citizen) would want. But, it 
is hard to be confident that it could be 
stopped. 


What this brief discussion suggests is that 
critical concerns exist about data quality and 
integrity, and about internal and outside ac- 
cess to sensitive information. Unrestrained 
or improper access seems certain to lead to 
abuses, and so deserves very careful attention. 
It may well be that dealing with these con- 
cerns may bring a limit to the amount and 
type of information that is considered proper 
to maintain in computerized criminal justice 
files, and/or in safeguards that may result in 
less than optimal technical use of the bur- 
geoning IT capability. The risk at present 
seems to be that the rapidity of the movement 
towards computerization will outstrip the es- 
tablishment of appropriate protections of in- 
dividual privacy. 


Conclusion 


Among the many timeless observations made 
by Thomas Jefferson, one strikes me as hav- 
ing particular relevance to the criminal jus- 
tice response to the IT revolution. On July 12, 
1816, Jefferson wrote a letter to Samuel 
Kercheval, an extract from which is repro- 
duced on one of the chamber walls of the 
Jefferson memorial. Jefferson said: 


Iam not an advocate for frequent changes 
in laws and constitutions, but laws and 
institutions must go hand in hand with 
the progress of the human mind. As that 
becomes more developed, more enlight- 
ened, as new discoveries are made, new 
truths discovered and manners and opin- 
ions change, with the change of circum- 
stances, institutions must advance also to 
keep pace with the times. We might as 
well require a man to wear still the coat 
which fitted him when a boy as civilized 
society to remain ever under the regimen 
of their barbarous ancestors. 


Jefferson, of course, was making a very 
general point with this statement. But, tak- 
ing a few liberties, | would propose that the 
situation he denotes is precisely the one fac- 
ing criminal justice agencies. The human 
mind is advancing, it is producing new knowl- 
edge and capabilities at an astounding rate, 
and criminal justice agencies must keep up. 
The IT revoiution and criminal justice agen- 
cies utilization of the capacity it generates is a 


journey not a destination. It may in fact be 
best conceived as a journey that has stops 
along the way. A certain amount of time will 
be spent at each stop, during which the fea- 
tures and amenities available at the stopping 
point are used, hopefully to good effect. How- 
ever, sooner or later the features and ameni- 
ties will become outmoded and inadequate. 
Then the journey will have to be resumed, and 
travel to the next stop will be required. At that 
next stop, what is available will be more ad- 
vanced and, potentially, more helpful. It will 
also be more demanding. 

This evolving process is going to be never- 
ending. There isn't going to be a point at 
which the ultimate destination has been 
reached. The amount of time spent at each 
stop is probably declining as the interval be- 
tween each new advance diminishes. Crimi- 
nal justice agencies are going to be continually 
challenged to adapt to changing circum- 
stances, and, to a very significant extent, these 
circumstances are going to be circumscribed 
by information and the technology used to 
manage it. 

In conclusion then, we must acknowledge 
that IS/IT and its uses by criminal justice agen- 
cies are continually expanding and seem vir- 
tually unlimited. The challenge for criminal 
justice agencies will be to take the (risky) step 
of dynamically embracing the new potential. 
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Dunworth et al, The National Evaluation of the 
Youth Firearms Violence Initiative, National Insti- 
tute of Justice, 1999. 


* A cross-national discussion of privacy and secu- 
rity issues can be found in Peter Csonka, Council 
of Europe and Data Protection: Free Flow of Infor- 
mation versus Privacy, in Scherpenzeel, op. cit, pp. 
103-112. 
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LOOKING AT THE LAW 


Cyber Searches 


Any discussion of technology, particularly the 
use of computers in criminal activity, raises 
questions about how that use affects tradi- 
tional means of monitoring compliance with 
conditions of pretrial release, probation, and 
supervised release. Officers supervising per- 
sons charged with or convicted of offenses 
that involve computer use are naturally con- 
cerned about protecting the public from fur- 
ther criminal activity. There is particular 
interest in monitoring compliance by means 
of searches of defendants’ and offenders’ com- 
puters and in installing on those computers 
software that captures certain information 
about how the computers have been used. But 
these are areas that have been given virtually 
no attention in either reported cases or pro- 
fessional literature. Consequently, it is not 
possible to provide any definitive discussion 
of the law regulating these kinds of supervi- 
sion techniques. This column, instead, will 
offer a few observations and suggestions 
pending developments in the area. 

First, while nothing is yet entirely settled in 
this area, the fact that information is stored in 
computerized form does not make it less sub- 
ject to the Fourth Amendment protection 
against unreasonable searches and seizures.! 
Individuals have a reasonable expectation of 
privacy in such information, just as they have 
an expectation of privacy in physical materials 
and documents in their homes and offices. In 
fact, searches involving computers exacerbate 
the invasion of the privacy of innocent docu- 
ments inherent in most document searches. 

Computers store vast amounts of infor- 
mation and computer records are extremely 
susceptible to concealment, tampering, or 


By Davip N. ADAIR, JR. 


Associate General Counsel, Administrative Office of the U.S. Courts 


destruction. Accordingly, it is often more dif- 
ficult in computer searches to access particu- 
lar documents without observing others. As 
with physical document searches, this prob- 
lem is accepted as inevitable, and inadvertent 
disclosure of innocent documents will not 
invalidate a search, but the numbers of 
records potentially involved makes it particu- 
larly important to be cautious and, prior to 
such search, to identify those records that are 
the object of the search.” The seizure and re- 
moval of computer hardware in order to con- 
duct searches at another location, where 
expert assistance and equipment is available, 
can be extremely disruptive and requires ad- 
equate safeguards to reduce such disruption.? 

That is why there has been so much judi- 
cial scrutiny of warrants for computer 
searches and of the execution of such war- 
rants.* This scrutiny suggests that searches 
of computers must be narrowly focused so as 
to avoid unnecessary intrusions into the zone 
of privacy to which an individual is entitled. 
Of course, any searches conducted by proba- 
tion officers would not be pursuant to a war- 
rant, but would be accomplished by means 
ofa valid consent or pursuant to a search con- 
dition. It is uncertain how principles govern- 
ing warrants might apply to search 
conditions. Given offenders’ reduced expec- 
tations of privacy, it is arguable that computer 
searches conducted pursuant to search con- 
ditions need not be as narrowly focused as 
searches conducted pursuant to search war- 
rants. Nonetheless, until these issues have re- 
ceived judicial attention, a conservative 
approach to such searches is advised. 

The authority of the probation officer to 
search without a warrant under certain cir- 


cumstances was confirmed in Griffin v. Wis- 
consin.° In Griffin, the Supreme Court held 
that the warrant and probable cause require- 
ments of the Fourth Amendment may be set 
aside when the special needs of the adminis- 
trative agency are beyond the normal needs of 
law enforcement, the privacy interests of the 
regulated party are diminished, and the 
agency’s special needs make a warrant and 
probable cause requirement impractical. The 
dual goals of probation—rehabilitation and 
security—justify close supervision to assure 
that the various conditions of probation are 
met. Since the probationer has been convicted 
and his liberty is dependent on the observance 
of the conditions, his expectations of privacy 
are diminished. The state’s “special needs” 
outweigh the offender’s interest in being free 
from searches conducted without a warrant 
based upon probable cause. Sufficient safe- 
guards, such as those contained in the state 
regulation at issue in Griffin, should adequately 
protect the rights of the offender. The regula- 
tion at issue included a requirement that the 
probation officer have reasonable suspicion to 
believe that the search would produce contra- 
band or evidence of a violation, and that the 
search be approved by a supervisor. There is 
no such regulation governing searches by 
United States probation officers, but a num- 
ber of United States courts of appeals have de- 
termined that a search condition provides the 
requisite authority to satisfy the Fourth 
Amendment’s reasonableness requirement.° 


Model Search 
and Seizure Guidelines 


In response to and consistent with this line 
of authority, the Judicial Conference Com- 
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mittee on Criminal Law approved the Model 
Search and Seizure Guidelines for probation 
officers. The model was authorized for dis- 
tribution by the Judicial Conference in 1993. 
(March 1993 Report of the Proceedings of the 
Judicial Conference of the United States, p. 13.) 
Officers are not bound by the model unless 
adopted by the court in the officers’ district, 
but the model does represent the judgment 
of the Criminal Law Committee, not only of 
the law in the area, but of an appropriate 
policy for the conduct of searches by proba- 
tion officers. In general, the model discour- 
ages searches in favor of more traditional 
supervision techniques and provides a num- 
ber of safeguards when searches are contem- 
plated. These include the requirement of a 
search condition or a knowing consent, a 
limitation on searches to situations in which 
there is reasonable suspicion that contraband 
or evidence of a violation of conditions may 
be found, and approval by a supervisor. 

There has been no revision of the model. 
While one may argue that the philosophy of 
very limited searches should give way to cur- 
rent circumstances, such as the increasing 
impact of the use of computers in crime, there 
is no indication that the legal basis for proba- 
tion officer searches has changed. It still ap- 
pears necessary that a probation officer search 
be authorized by an offender’s knowing con- 
sent or a valid search condition. 

The requirement of reasonable suspicion 
for a search has not been conclusively deter- 
mined, but the uncertainty is no greater now 
than it was when the model was promulgated. 
The Criminal Law Committee relied upon the 
rationale of those cases that appeared to require 
reasonable suspicion as a prerequisite to a war- 
rantless probation officer search unless the 
offender consents to the search.’ The Com- 
mittee also determined that such a standard 
was useful in limiting arbitrary searches and 
abuse of the search condition. In addition, it 
determined that a requirement of reasonable 
suspicion also would operate to clarify and fo- 
cus the scope of the search. 


Surveillance Software 


This issue is confronted most directly in the 
context of surveillance software. This software 
either captures pictures of the material that 
an offender has been viewing or records the 
sites the offender has accessed. While I have 
found no authority regarding this software in 
the context of the Fourth Amendment pro- 
tection against unreasonable searches and sei- 
zures, I think it reasonably clear that its use 


constitutes a search. The contents of a com- 
puter are protected from unreasonable 
searches and seizures under the Fourth 
Amendment. The software stores captured 
images or other information that would then 
be viewed by an officer on a periodic basis. If 
the inspection of the material stored in a com- 
puter is a search, it follows that the inspec- 
tion of automatically preselected material is 
also a search. 

The reasonable suspicion standard is im- 
plicated in this context because it is likely that 
the use of this type of software contemplates 
regular or random monitoring and that it will 
not be limited to situations in which officers 
have reasonable suspicion that an offender’s 
computer contains contraband or evidence of 
a violation of conditions. Given the lack of cer- 
tainty in the requirement of reasonable suspi- 
cion, and the fact that the use of such software 
is less intrusive than a full-blown computer 
search, it is understandable that some courts 
will want monitoring to be done without a 
necessity for reasonable suspicion. The model 
search policy requires reasonable suspicion for 
searches generally, but does allow for random, 
routine, or periodic searches only if specifically 
authorized by the court in the search condi- 
tion. Accordingly, 1 suggest that such moni- 
toring should be conducted pursuant to 
specific court authorization in the form of a 
special condition that permits the use of the 
particular software. And, if it is the intent of 
the court that the results will be monitored by 
a probation officer on a regular or random 
basis, the condition should specifically so state.® 

The issue of searches by pretrial services 
officers deserves mention. It is not entirely 
clear that the Griffin analysis justifies warrant- 
less searches of defendants by pretrial services 
officers, but this issue has been treated else- 
where.’ Of course, should a court determine 
that the authority to conduct such searches 
exists and imposes a search condition of pre- 
trial release, the same considerations regard- 
ing computer searches would apply to pretrial 
services officers as probation officers. 


Special Search Conditions 


No matter what the kind of supervision, the 
imposition of a search condition must be sup- 
ported by information that it is necessary to 
have a special search condition imposed by 
the court based upon the individual needs of 
the offender. The provisions that permit dis- 
cretionary conditions of pretrial release, pro- 
bation, and supervised release all provide that 
conditions that involve deprivations of lib- 


erty should be no greater than are reasonably 
necessary to the rehabilitation of the offender 
and the protection of the public.'® Two re- 
cent cases highlight the importance of a dis- 
crete and carefully focused use of special 
conditions that infringe on an offender’s lib- 
erty. 
In United States v. Peterson,'' the defendant 
was convicted of passing bad checks, and also 


had a three-year-old state incest conviction. The 


conditions of his probation included a prohibi- 


tion on access to the Internet (he also was in the 
habit of viewing adult pornography) except for 


employment purposes as approved by the pro- 
bation officer; sex offender treatment; third- 
party notification of employers; and a 


prohibition on being in various places where 
children congregate. The court struck down the 


ban on Internet access. It relied on the provi- 
sions of 18 U.S.C.§ 3563(b), which permit con- 


ditions that involve deprivations of liberty as 
necessary for the rehabilitation of the offender 


and the protection of the public, as well as de- 
terrence and punishment. The court held that 


the Internet ban was not reasonably related to 


the offense of conviction or even the earlier of- 
fense, and was not reasonably necessary to pro- 
tect the public. 

The court distinguished United States v. 


Crandon,'* where the computer limitations 


were closely related to the offense of convic- 


tion. There, the defendant had used the 
Internet to lure a minor to his home, where 


he molested her. The court also struck down 


the sex offender treatment, but only because 
the language of the condition did not make 


clear whether the probation officer had the 


authority to decide on treatment or not, or 
was simply to approve the type and place of 


treatment. It also struck down the limitation 


on the offender’s frequenting places where 
children might congregate as not reasonably 


related to the earlier offense. 
In the second case, United States v. White,'> 


the offender had been convicted of receiving 
child pornography. Among his conditions of 


supervised release, the offender was required 
to undergo sex offender treatment, refrain 
from the possession of erotica, refrain from 
possessing a computer with Internet access, 


and submit to searches. The court struck 


down the computer condition because, it rea- 
soned, Internet access is so very important 
today, much like the telephone. The defen- 


dant confirmed its importance by arguing 


that he needed the Internet to research the 
book that he had suddenly decided to write. 
As in Peterson, the Tenth Circuit distinguished 
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Crandon since the use of the computer was 
much more a part of the offense in that case. 
The court suggested, instead, the use of fil- 
tering software. It recognized that filtering 
might be defeated by a clever offender, but 
appropriately recognized that no condition 
can be guaranteed to be perfectly effective. At 
the same time the court dismissed the chal- 
lenge to the search condition with very little 
discussion. 

These cases demonstrate that a condition 
that infringes on the rights of an offender 
must be carefully designed to meet the needs 
of the offender and not infringe upon those 
rights more than is necessary. In the cases 
cited, the conditions imposed by the district 
courts did not appear sufficiently related to 
the offender’s individual circumstances. The 
sentencing courts may have seen the defen- 
dants simply as “sex offenders” and imposed 
a package of conditions without considering 
their individual circumstances. These cases do 
not prohibit the imposition of conditions lim- 
iting access to the Internet, but they will likely 
make such imposition more difficult. They 
suggest that improvidently imposed search 
conditions or improvidently conducted 
searches under such conditions might serve 
as the vehicle for successful challenges on of- 
ficer searches. Accordingly, it is suggested 
that, particularly while the law develops in this 
area, officers be very cautious in recommend- 
ing search conditions or other conditions that 
impinge on offenders’ liberties only to those 
offenders who the officer believes present a 
particular danger to the public or who have a 
particular propensity to re-offend. 


Statutory Limitations 


In addition to constitutional limitations, there 
are also statutory limitations to computer 
searches. The Electronic Communications Pri- 
vacy Act (ECPA) is the most significant of these 
for probation and pretrial services officers. The 
ECPA has two parts. Title I is an amendment 
to the wiretap provisions located at 18 U.S.C. 
§ 2510 et seq. and deals with the interception 
of transmissions. The term “interception” has 
been very narrowly defined, and is unlikely to 
apply to anything that an officer is likely to do 
in the course of supervision. 

Title II of the ECPA (18 U.S.C. sec. 2701 
et seq.) deals with access to stored electronic 
communications. It requires a warrant and 
advance notice for most searches covered by 
the act. But title II applies only to the access- 
ing of communications electronically stored 
in an electronic communication service. Such 


a service is one that provides computer stor- 
age or processing services to the public. The 
act is designed to protect the privacy interests 
of the innocent users of such services. The act 
would cover, for example, intra-company net- 
works, electronic bulletin board systems, and 
other on-line systems. It would not ordinarily 
include personally owned, or stand-alone, 
computers even though they may be used to 
send and receive communications by means 
of an electronic communications service. 

But care should be taken in accessing e- 
mail messages. Where e-mail has been re- 
ceived by a recipient’s service provider, but 
has not yet been accessed by the recipient, it 
is in temporary electronic storage and is pro- 
tected by the provisions of the ECPA.'* If the 
recipient accesses an e-mail message, and it is 
retained on the recipient’s hard drive, it is no 
longer covered by the act. But if opened e- 
mail is retained on the provider’s system, it is 
considered to be in a remote computing ser- 
vice under the ECPA and is protected. It is 
not clear that a search condition is sufficient 
to authorize disclosure of e-mails that are in 
electronic storage or in remote computing 
systems, or whether 18 U.S.C. $2703 would 
authorize the court to order such disclosure 
in the context of pretrial release, probation, 
or supervised release. Officers may wish to 
consult with their courts if access to this kind 
of material is critical. 


Conclusion 


The potential for the discovery of incriminat- 
ing information, particularly information that 
may relate to public safety, is clearly intrigu- 
ing. At the present time, however, there is no 
justification for believing that an offender’s 
computer is significantly more accessible to a 
probation officer than the offender’s physi- 
cal property. I use the term “significantly” 
advisedly, for nothing is certain in this area. 
There are arguments that an offender’s rea- 
sonable expectation of privacy cannot be ex- 
actly the same for computerized information, 
since access to that information may be avail- 
able when an offender uses the Internet. It is 
also possible that technology may provide a 
way to limit access to contraband informa- 
tion. Such a limitation could eliminate any 
reasonable expectation of privacy a person 
may have in the information. And it seems 
likely that the rules for searches of physical 
property do not apply in the same way that 
they do to computer searches. But until there 
is more clarity in the area, probation officers 
should consider taking a conservative ap- 


proach and limiting recommendations for 
search conditions in sex offender and other 
computer-related cases and in limiting com- 
puter searches to the extent that they would 
do so in other cases. 
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IT HAS COME TO OUR 
ATTENTION 


TechBeat 


NI)’s National Law Enforcement and Correc- 
tions Technology Center now publishes a 
quarterly newsletter, TechBeat, “dedicated to 
reporting developments in technology for law 
enforcement, corrections, and forensic sci- 
ences.” TechBeat can be accessed online at 
www.nlectc.org, or can be received by mail at 
no cost by calling 800-248-2742 or by e-mail- 
ing them at asknlectc@nlectc.org. Among the 
topics discussed in the Spring 2001 issue were: 


+ NYC Probation on Track—The New York 
City Department of Probation recently in- 
troduced a new classification system for its 
offenders that includes a low-risk Report- 
ing Track largely serviced through auto- 
mated reporting kiosks. After the offender’s 
initial face-to-face meeting with the proba- 
tion officer, contacts are made using one of 
14 kiosks among five probation offices. In 
less than three minutes, offenders can check 
in at the ATM-like machine, and update 
their records. The computer program has 
a database that allows it to check the 
offender’s information for errors, freeing 
officers for more time-consuming work 
with higher-risk cases. And failure-to-re- 
port rates have dropped form 50 percent 
per month to 10 to 15 percent. 


TechBeat also includes “Tech Shorts,” a 
summary of relevant technology items that 
have appeared in publications around the 
country. The Spring 2001 issue included these 
stories: 


* Use of DNA Evidence Expands (from the 
Milwaukee Journal Sentinel) —“DNA test- 
ing is being used more often in routine 
investigation . . . of burglaries, robberies, 
and kidnappings, since DNA can be taken 
from ski masks, saliva, cigarettes, and other 
items. ... Police recently used blood on a 
broken window to trace a burglary to the 
case’s suspect.” 


+ UV Light to Lock TB Out of Jail (Mem- 
phis Commercial Appeal) —“Tennessee 
health officials announced that inmates at 
the Shelby County jail will be protected 
from airborne bacteria, such as tubercu- 
losis (TB), by using new ultraviolet light 
technology to recycle the indoor air flow 
through several ultraviolet lights that will 
kill TB-causing bacteria. The system, 
which is used in water-purification and 
food-processing systems to reduce the risk 
of contamination, is being installed in the 
jail’s heating and ventilation system.” 


Justice Technology Monitor 


Another entry in the growing number of use- 
ful online sources of information for crimi- 
nal justice professionals is Justice Technology 
Monitor: The newsletter on technology & fund- 
ing for law enforcement, court and corrections 
professionals. This is a newsletter with a hefty 
subscription price (available from Capitol 
City Publishers, 1408 N. Fillmore Street, Suite 
3, Arlington, VA 22201-3819, or ph 1(888) 
854-3080), but you can access an online ver- 
sion at www.capitolcitypublishers. com. 
Among recent articles: 


+ Grants Help States Reduce DNA Back- 
log—“The National Institute of Justice 
(NIJ) Convicted Offender DNA Backlog 
Reduction program in FY 2001 will pro- 
vide $8 million to rapidly advance the 
analysis of convicted offender samples col- 
lected by the states . .. consistent with fed- 
eral and state databases. . . . Data will be 
reported in a CODIS-compatible format 
so that DNA profiles can be entered into 
state and national DNA databases.” 


* San Diego Lab Pools Resources to Address 
Law Enforcement Priorities—“The 
nation’s first state-of-the art regional com- 
puter forensics laboratory officially 
opened recently, paving the way for new 


interagency cooperation to address the 
collection and analysis of computer evi- 
dence from crime scenes.” 


Recent Reports From NIJ 


Several recent reports from the National In- 
stitute of Justice (NIJ) are likely to interest 
those in the fields of criminal justice and cor- 
rections. Among them: 


* The New Structure of Policing: Description, 
Conceptualization, and Research Agenda (July 
2001). This report describes worldwide re- 
structuring of policing, and the effects of 
these changes on issues of justice, equality 
of protection, and quality of service. 


+ A Resource Guide to Law Enforcement, Cor- 
rections, and Forensic Technologies: Office 
of Justice Programs and Office of Commu- 
nity Oriented Policing Services (May 2001). 
This guide is designed for local adminis- 
trators to help them make informed deci- 
sions about current and emerging 
technologies affecting the fields of law en- 
forcement, corrections, and forensic sci- 
ence technology. 


* What Future for “Public Safety” and “Re- 
storative Justice” in Community Correc- 
tions? (June 2001). This report explores 
some of the challenges facing community 
corrections. For example, “Pursuing pub- 
lic safety requires community corrections 
to take a more proactive approach, to 
come from behind the desk into the com- 
munity, yet thrusting corrections into the 
community may disrupt its social fabric.” 
The report discusses balancing victim and 
offender needs, gaining the offender’s ac- 
knowledgment of responsibility, and “rec- 
onciling ‘what works’ strategies that focus 
on the individual offender with a restor- 
ative justice and public safety emphasis on 
the offender as one strand in a web of com- 
munity interdependency.” 
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* Understanding DNA Evidence: A Guide for 
< Victim Service Providers (May 2001). In 
light of the increasing role of DNA evi- 
dence in criminal cases, this brochure de- 
scribes the value of DNA evidence for 
victim service providers, and discusses evi- 
dence collection, contamination, and pres- 
ervation issues. 


* The Future of Forensic DNA Testing: Pre- 
dictions of the Research and Development 
Working Group (November 2000). This re- 
port describes past and present techniques 
in forensic DNA analysis, and discusses 
projected two-year, five-year, and ten-year 
milestones for DNA technology. 


All of these reports (and many more, in- 
cluding earlier reports) can be accessed from 
NIJ’s web page: www.ojp.usdoj.gov/nij. 
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Superintendent of Documents 
P.O. Box 371954 

Pittsburgh, PA 15250-7954 


IMPORTANT! 
Please include this completed 
order form with your remittance 


thank you 


for your order! 
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United States Government 


INFORMATION 


Order Processing Code 


a journal of correctional 
philosophy and practice 


Please send me subscription(s) to Federal Probation at $14.00 each 


($17.50 foreign) per year. The total cost of my order is $ 


Price includes shipping and handling and is subject to change. 


PLEASE TYPE OR PRINT) NAME OR TITLE 


COMPANY NAME 


ROOM, FLOOR, OR SUITE 


STREET ADDRESS 


ZIP CODE + 4 


DAYTIME PHONE INCLUDING AREA CODE 


PURCHASE ORDER NUMBER (OPTIONAL) 


Method of Payment 


|_| CHECK payable to: Superintendent of Documents 


|_| GPO DEPOSIT ACCOUNT 


[ ] CREDITCARD [Visa |_| Master Card 


[ Discover 


CARD NUMBER 


EXPIRATION DATE 


AUTHORIZING SIGNATURE 
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